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Introduction

he Configuring Windows Devices exam (70-697) is separated into nine sets of objectives.

This book contains nine chapters that clearly detail what those objectives are and the con-
tent that you can expect to see on the exam. Because each chapter covers a part of the exam
you should concentrate on one chapter at a time and complete the thought experiments and
review questions. This book covers the general, high-level knowledge you need to know to
answer questions regarding why and when you might actually perform tasks relating to the
exam objectives.

Prior to taking the exam you should fully prepare to the best of your ability and we assume
that you have some practical experience supporting Windows devices within the workplace.
You are also probably reading this book as part of your final preparations and that you feel
almost ready to take the exam.

In this book we have included how-to steps and walkthroughs whenever we feel that they
are useful and we hope that you will perform the tasks on your system or within a virtual
machine to crystalize your knowledge. Throughout the book there are numerous notes and
links to resources on the Internet which should add even more depth to your preparation. We
expect that Windows 10 will evolve constantly, through Windows upgrades and you should
always supplement your learning with practical experience obtained by using the latest build
of the operating system as there are always new things to learn and fresh challenges to master.

This book covers every exam objective, but it does not cover every exam question. Only
the Microsoft exam team has access to the exam questions themselves and Microsoft regu-
larly adds new questions to the exam, making it impossible to cover specific questions. You
should consider this book a supplement to your relevant real-world experience and other
study materials. If you encounter a topic in this book that you do not feel completely com-
fortable with, use the links you'll find in text to find more information and take the time to
research and study the topic. Great information is available on MSDN, TechNet, and in blogs
and forums.

Xv
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Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies
both on-premises and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifica-
tions, go to http://www.microsoft.com/learning.
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Microsoft Virtual Academy

Build your knowledge of Microsoft technologies with free expert-led online training from
Microsoft Virtual Academy (MVA). MVA offers a comprehensive library of videos, live events,
and more to help you learn the latest technologies and prepare for certification exams. You'll
find what you need here:

http.//www.microsoftvirtualacademy.com

Errata, updates, & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related
corrections—at:

http://aka.ms/ER697/errata
If you discover an error that is not already listed, please submit it to us at the same page.

If you need additional support, email Microsoft Press Book Support at mspinput@microsoft.com.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to http.//
support.microsoft.com.

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http://aka.ms/tellpress

The survey is short, and we read every one of your comments and ideas. Thanks in ad-
vance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/MicrosoftPress.
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Preparing for the exam

Microsoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience and
product knowledge. Although there is no substitute for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you augment your exam preparation plan by using a combination of available study
materials and courses. For example, you might use the Exam ref and another study guide for
your "at home" preparation, and take a Microsoft Official Curriculum course for the classroom
experience. Choose the combination that you think works best for you.

Note that this Exam Ref is based on publicly available information about the exam and the
author's experience. To safeguard the integrity of the exam, authors do not have access to the
live exam.

Xix
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Manage identity

dentity is an important concept in Windows, and the Manage Identity objective domain
will test your understanding of how identities are managed in Windows to provide users
with a consistent and secure environment. You'll also need
to know how to support Windows Store and Office 365

apps, install apps into images, and support authentication IMPORTANT
and permissions mechanisms in Windows. Have you read
page xix?
It contains valuable
Objectives in this chapter: information regarding

the skills you need to

m Objective 1.1: Support Windows Store and cloud apps
pass the exam.

m Objective 1.2: Support authentication and authorization

Objective 1.1: Support Windows Store and cloud apps

This objective covers supporting and installing apps from a variety of sources, including
Windows Store, Microsoft Office 365, and Windows Intune. You'll see how to use a Microsoft
account to synchronize app and Windows settings across multiple devices. You'll also see
how to install apps into Windows Imaging Format (WIM) images, and manage the installa-
tion and availability of apps, including sideloading and deep linking.

This objective covers how to:

m Integrate Microsoft account and personalization settings

m |nstall and manage software with Microsoft Office 365 and Windows Store apps
m Sideload apps into online and offline images

m Sideload apps by using Microsoft Intune

m Deep link apps by using Microsoft Intune

Integrate Microsoft account and personalization settings

Using a Microsoft account with Windows 10 is the simplest and quickest way for users to
maintain a consistent environment across multiple devices. Windows 10 can use a Microsoft
account to save Personalization settings to the cloud and synchronize those settings across



devices including PCs, laptops, tablets, and smartphones. In Windows 10, you can associate a
Microsoft account with two separate account types:

m Local account A local account is stored in the local Security Account Manager (SAM)
database on a Windows 10 computer.

m Domain account A domain account is stored in the Active Directory Domain
Services (AD DS) database on a domain controller. Domain accounts can be used to
authenticate a user on Windows computers joined to the domain.

A Microsoft account can provide settings synchronization across local and domain ac-
counts. For example, a user might associate his Microsoft account with a local account on
his home computer and a domain account at work. With this configuration, the user can
have settings like Internet Explorer favorites or app configuration settings remain consistent
regardless of which computer he is signed in to.

Associating a Microsoft account with a local or domain account

You can associate a Microsoft account with a local or domain account from the Your Account
page in the Settings app.

52 ACCOUNTS Find a setting F

Your account
Jason
S - Local Account
o ioston Administrator
Work access Windows is better when your settings and files automatically sync
Use a Microsoft account to easily get all your stuff on all your

devices.
Family & other users
Sign in with a Microsoft account instead

Sync your settings

Your picture

Browse

Create your picture

FIGURE 1-1 The Your Account page in the Settings app

To associate a Microsoft account with a local Windows account, complete the following
steps:

1. From the Desktop, click the Start button, and then click Settings.
2. Inthe Settings app, click Accounts.

Manage identity



In the left pane of the Accounts page, click Your Account.

In the Your Account page, click Sign In With A Microsoft Account Instead.
Enter your Microsoft account user name and password, and then click Signin.
You will be asked to verify your identity to be able to associate the account.

After verification, click Switch To Start Using Your Microsoft Account to sign in to
Windows.

To associate a Microsoft account with a domain account, complete the following steps:

1.

When logged in with a domain account, from the Desktop, click the Start button, and
then click Settings.

In the Settings app, click Accounts.
On the Accounts page, click Your Account.
In the Your Account box, click Sign In With A Microsoft Account.

On the Connect To A Microsoft Account On This PC page, select the PC settings you
want to sync with the domain, and then click Next. The options are:

m Start Screen

m App Data

m  Appearance

m Language Preferences

m Desktop Personalization

m Ease Of Access

m Apps

m  Other Windows Settings

m Passwords

= Web Browser

Enter your Microsoft account user name and password, and then click Next.
You will be asked to verify your identity to continue associating the account.

After verification, click Connect to associate your Microsoft account with your domain
account.

Configuring Microsoft account synchronization settings

Users can change which items they opt to synchronize by using a Microsoft account. Users
can access the options in the Settings app from the Sync Your Settings section of the Ac-
counts page (see Figure 1-2).

Objective 1.1: Support Windows Store and cloud apps



€53 ACCOUNTS

Your account How does syncing work?

Sync settings

@ on

Sign-in options

Work access

T, Individual sync settings

Theme

Sync your settings @
on
Web browser settings
@ on
Passwords
@ on
Language preferences
@ on
Ease of Access
@ on

Other Windows settings

@ on

FIGURE 1-2 The Sync Your Settings section in the Settings app

Configuring Microsoft account settings by using Group Policy

Network administrators can incorporate Microsoft accounts into the workplace to help users
transfer what they've configured with their domain accounts between computers by using a

Microsoft account. Network administrators can also disable the ability to associate Microsoft
accounts by setting limitations in Group Policy. This section looks at the Group Policy options

for controlling the association of Microsoft accounts.

The Group Policy setting used to disable Microsoft account use is named Accounts: Block
Microsoft Accounts, and the setting is found in Computer Configuration\Windows Settings\
Security Settings\Local Policies\Security Options (see Figure 1-3). You can choose from three

different settings:

m The policy is disabled If you disable or do not configure this policy, users will be

able to use Microsoft accounts with Windows.

m Users can't add Microsoft accounts [f you select this option, users will not be able
to create new Microsoft accounts on this computer, switch a local account to a Microsoft
account, or connect a domain account to a Microsoft account. This is the preferred op-
tion if you need to limit the use of Microsoft accounts in your enterprise.

m Users can’t add or log on with Microsoft accounts
existing Microsoft account users will not be able to log on to Windows. Selecting this
option might make it impossible for an existing administrator on this computer to log

on and manage the system.

Manage identity

If you select this option,
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FIGURE 1-3 The Accounts: Block Microsoft Accounts Properties dialog box in Local Group Policy Editor

Install and manage software

While you can install apps using conventional methods, such as choosing Add/Remove
Programs in Control Panel , or removable media, you can also perform cloud-based software
installation by using Windows Store or Microsoft Office 365.

Installing apps by using Microsoft Office 365

Microsoft Office 365 is Microsoft Office in the cloud, accessible via a user-based paid sub-
scription. Because it's cloud-based, users can access the Microsoft Office products that are
licensed to them on up to five compatible devices.

Office 365 updates are applied automatically. There's no need for software maintenance
tasks, such as installing updates or upgrading versions, so enterprise administrators don't
need to worry about updating devices manually. However, they're still in control of updates
and can decide how and when these will be provided to users. Administrators can also decide
where users’ data should be stored: on the on-premises data servers of a company, in private
cloud-based storage, in the public cloud, or a combination of these.

Office 365 is software as a service (SaaS). With Saa$, the user is provided a software
product that they can use and consume, on demand. An organization might choose a Saa$
product like Office 365 to reduce maintenance and installation workloads, reduce licensing
costs, or simplify the organization software portfolio. SaaS products like Office 365 also offer
the benefit of access to apps and saved documents from any location or computer, provided
an Internet connection is available.

Objective 1.1: Support Windows Store and cloud apps



MORE INFO EXPLORING OFFICE 365

This Exam Ref focuses on installing Office 365 components. However, there is much more
to Office 365, including conferencing, email, secure file sharing, and website hosting. You
can learn more about Office 365 at https://products.office.com/en-ca/business/explore-
office-365-for-business.

CONFIGURING OFFICE 365

You can obtain a free trial subscription to Office 365 Business Premium by visiting the follow-
ing link: https://portal.office.com/Signup/Signup.aspx?Offerld=467eab54-127b-42d3-b046-
3844b860bebf&dI=0365_BUSINESS_PREMIUM&culture=en-US&country=US&ali=1&alo=1&
lc=1033#0. After signing up, you can perform the initial configuration steps on the Office 365
Admin Center page, pictured in Figure 1-4.

Office 365

Office 365 admin center « Kellington Consulting (Edit)

ers, admin tasks ane SO A

admin shortcuts

"B Watch the video to get started quickly

DASHBOARD
~
seTUp

b users Service overview

COMPANY PROFILE

wirorT Service health Current health Office 365 Admin app

CONTACTS 2issues 365 Admin app on

In extended recovery ¥
SHARED MAILBOXES
MEETING ROOMS
GROUPS

DOMAINS

PUBLIC WEBSITE L] 0 messages received, 0 processed by filtering,

P BILNG
Message center
» EXTERNAL SHARING ~ Skype for Business In extended recovery ¥
1 new message in the past 7 days ¥

DI RS I Yammer Enterprise Na issues
P SERVICE SETTINGS ncluded services 5
View details and history
REPORTS
P SERVICE HEALTH
v v
Planned maintenance Feedback

FIGURE 1-4 The Office 365 Admin Center page

After signing up, you can access the Office 365 Admin Center at https.//portal.microsofton-
line.com/admin/default.aspx.

INSTALLING OFFICE FROM THE OFFICE 365 PORTAL

You can configure several settings that control the ability to install Office apps from Office
365 Admin Center. From the User Software page under Service Settings in Office 365 Admin
Center, you can select the applications that you will enable users to install, one of the options
being Office And Skype For Business. If this option is selected, users can install Office on their
computers by completing the following steps:

1. Open a web browser and navigate to https.//portal.microsoftonline.
2. Sign in with the appropriate user name and password.

3. From the Office 365 portal page, click Install Now.

Manage identity
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4. Click Run to start the installation, click Yes to continue, and click Next to start the
wizard.

5. Select No Thanks to not send updates to Microsoft, and then click Accept.
6. Click Next on the Meet OneDrive page.
7. Click Next to accept defaults, select No Thanks, and then click All Done.

DEPLOYING OFFICE

You can also deploy Office in the enterprise using methods other than the self-service
method explained above. The Office Deployment tool enables you to configure information
about which language(s) to download, which architecture to use, where the software deploy-
ment network share is located, how updates are applied after Office is installed, and which
version of the software to install. Deployment methods include Group Policy, startup scripts,
or Microsoft System Center Configuration Manager.

Managing software by using Office 365

You can manage all aspects of the Office 365 environment from Office 365 Admin Center. The
admin center contains configuration and management pages for all the different features
that affect Office app installation:

m Dashboard This page provides a view of overall service health, including Office-
related components. It also contains shortcuts to administrative tasks, such as Reset
User Passwords and Add New Users.

m Users From this page, you can add, remove, and edit user accounts that are part of
the Office 365 environment. You can also configure Active Directory synchronization
and configure authentication methods and requirements.

m Domains From this page, you can manage and add domains used by Office 365.

m Service Settings There are several pages available under the Service Settings menu,
including Updates, User Software, Passwords, Rights Management, and Mobile.

m Tools This page includes several important configuration and readiness tools for
Office, including:

m Office 365 health, readiness, and connectivity checks
m  Office 365 Best Practices Analyzer

m  Microsoft Connectivity Analyzer

IMPORTANT OFFICE 365 FEATURES
There are other important features of Office 365 that you need to consider in preparation for
the exam. While these topics are not covered in great detail, they might appear as supporting
information for a scenario or question on the exam.
m Click-to-Run You can configure a click-to-run installation of Office that enables a
streamed installation process, which gives almost instant access to Office desktop ap-
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plications, rather than the traditional installation method that requires the user to wait
for the entire installation process to complete before using any Office applications.

= Windows PowerShell You can use Windows PowerShell to manage Office 365. You
need to be familiar with the common Office 365 management cmdlets. You can find
out more about Office 365 management using Windows PowerShell here:
https.//technet.microsoft.com/en-us/library/dn568031.aspx.

Installing apps by using the Windows Store

The Windows Store is the standard source for Windows 10 apps, and the most common
method for installing those apps. The Windows Store is installed by default on all Windows 10
computers.
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FIGURE 1-5 The Windows Store

There are several aspects of the Windows Store that you need to be aware of for the exam:

m The Windows Store is the primary repository and source for apps that are created and
made available to the public, as a free trial or paid app.

m Users must have a Microsoft account associated with their local or domain account in
order to download any apps from the Windows Store.

= Windows Store apps designed for Windows 10 are universal apps. They will function on
Windows 10 computers, tablets, and mobile phones or smart devices, as well as Xbox.

= Windows Store apps are limited to 10 devices per Microsoft account. A user can install
an app on up to 10 devices that are associated with his or her Microsoft account.

= Apps designed for non-public use—that is, for a specific organization—can be sub-
mitted through the Windows Store and be made available only to members of the
organization.
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MORE INFO WINDOWS STORE APPS VS. WINDOWS DESKTOP APPS

This objective domain covers only Windows Store apps. Desktop apps, which appear and
behave much like traditional Windows programs, are covered in Chapter 8.

To install a Windows Store app, open the Windows Store while logged in to Windows with a
Microsoft account. You can navigate the Windows Store by browsing the categories provided
at the top of the window, or by using the Search toolbar, also at the top of the window. After
you've located the app you want to install, click Install on the app page. The app installs in the
background, and you are notified when the installation is complete. Installed apps are available
from the Start menu, by clicking All Apps, or by typing the name of the app in the Search field.
You can also pin apps to the Start menu or taskbar to make them easier to access.

DISABLING ACCESS TO THE WINDOWS STORE

By default, the Windows Store is accessible to all users who have a Microsoft account as-
sociated with their local or domain account. Access to the Windows Store can be disabled by
using Group Policy. You might disable access for a number of reasons, including controlling
apps that are available on certain computers, such as kiosk or terminal computers, satisfying
legal or compliance-related requirements, or ensuring that only approved applications of
your organization are installed on Windows computers.

To disable access to the Windows Store, open either the Local Group Policy Editor, or
Group Policy Management on a domain controller for domain policy. Within Group Policy,
navigate to the following location: Computer Configuration\Administrative Templates\
Windows Components\App Package Deployment. Change the setting for Allow All Trusted
Apps To Install to Disabled.

EXAM TIP

Changes to Group Policy do not take place until a Group Policy refresh occurs. By default,
this is every 90 minutes. To force a refresh, you can run gpupdate /force from the com-
mand prompt.

Sideload apps into offline and online images

Organizations sometimes create their own apps. These apps have the same characteristics as
the apps you find in the Windows Store (which aren’t desktop apps). As noted earlier, enter-
prise administrators can make these apps available publicly if they want to go through the
Windows Store certification process, or they can make them available to their enterprise users
through a process known as sideloading.
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Enabling sideloading in Windows 10

By default, the sideloading option in Windows 10 is disabled. To enable sideloading, you
need to use a Group Policy setting. To configure Group Policy so that computers can accept
and install sideloaded apps that you created for your organization, navigate to Computer
Configuration/ Administrative Templates/ Windows Components/ App Package Deployment.
Double-click Allow All Trusted Apps To Install. When this setting is enabled, any line of busi-
ness (LOB) Windows Store app, signed by a Certification Authority (CA) that the computer
trusts, can be installed.
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FIGURE 1-6 Group Policy setting Allow All Trusted Apps To Install

Sideloading an app

After sideloading is enabled in Group Policy, you can sideload the app using the AppX
Windows PowerShell module and the associated cmdlets. To manually sideload an app
for the currently logged in user, perform the following steps from a Windows PowerShell

prompt:

1. Type Import-module appx. Press Enter.

2. Type Add-appxpackage “path and name of the app” to add the app. Press Enter.
Table 1-1 shows the available AppX cmdlets. If you need to add app dependencies,
the command should look more like this: Add-appxpackage C:\MyApp.appx
DependencyPath C:\appplus.appx.

The app installs, and then is available to the user. This needs to be done for each user if
multiple users share a single computer.
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EXAM TIP

Some exam questions require you to solve a problem with more than one Windows com-

ponent or tool. For example, you might be asked how you would deploy an app to all client

computers in a domain and configure the app to access network resources. The answer will

likely include applying a specific Group Policy Object (Allow All Trusted Apps To Install)

and using a Windows PowerShell cmdlet (such as add-appxpackage).

The AppX module for Windows PowerShell includes several cmdlets that you can use to

install and manage LOB Windows Store apps.

Table 1-1 Cmdlets in the AppX module for Windows PowerShell

Cmdlet Description

Add-AppxPackage To add a signed app package to a single user account
Get-AppxLastError To review the last error reported in the app package installation logs
Get-AppxLog To review the app package installation log

Get-AppxPackage To view a list of the app packages installed for a user profile
Get-AppxPackageManifest To read the manifest of an app package

Remove-AppxPackage To remove an app package from a user account

If you want to sideload the apps to multiple computers, use Deployment Image Servicing

and Management (DISM) cmdlets. You can use DISM commands to manage app packages in
a Windows image. When you use DISM to provision app packages, those packages are added

to a Windows image, and are installed for the desired users when they next log on to their

computers.

You need to be familiar with the DISM syntax when servicing a Windows image, whether a

computer is offline or online. Table 1-2 lists a few cmdlets to keep in mind.

Table 1-2 Cmdlets in the AppX module for Windows PowerShell

Cmdlet

DISM.exe {/Image:<path_to_image_directory> | /Online}
[dism_global_options] {servicing_option} [<servicing_argument>]

DISM.exe /Image:<path_to_image_directory> [/Get-
ProvisionedAppxPackages | /Add-ProvisionedAppxPackage | /
Remove-ProvisionedAppxPackage | /Set-ProvisionedAppxDataFile]

DISM.exe /Online [/Get-ProvisionedAppxPackages | /Add-
ProvisionedAppxPackage | /Remove-ProvisionedAppxPackage | /Set-
ProvisionedAppxDataFile

Description

To service a Windows image with
DISM

To service an app package (.appx or
.appxbundle) for an offline image

To service an app package (.appx or
.appxbundle) for a running operat-
ing system

Objective 1.1: Support Windows Store and cloud apps
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Other command-line service options include /Get-ProvisionedAppxPackages, /FolderPath,
/PackagePath, /LicensePath, and /Add-ProvisionedAppxPackage. Becoming familiar with
these is very important because you'll likely be tested on them. You can learn about all avail-
able commands and options at http://technet.microsoft.com/en-US/library/hh824882.aspx.
Review this article and make sure that you can make sense of commands you might come
across, perhaps one that looks like:

Dism /OnTline /Add-ProvisionedAppxPackage /FolderPath:C:\Test\Apps\MyUnpackedApp /
SkipLicense

Or it looks like this:

Dism /Image:C:\test\offline /Add-ProvisionedAppxPackage /FolderPath:c:\Test\Apps\
MyUnpackedApp /CustomDataPath:c:\Test\Apps\CustomData.xm]l

Sideload apps by using Microsoft Intune

You can use Microsoft Intune to sideload apps via the cloud and make them available to any
authorized, compatible device that's connected to the Internet. The following list outlines the
high-level steps that you need to complete to sideload an app using Microsoft Intune.

1. Add users and create groups, if applicable.
2. Upload the app to Microsoft Intune.

3. Choose the users, groups, computers, and devices that can download the app, and link
them (user-to-device).

4. For the self-service model in this example, choose how to deploy the app. It can be
available, or available and required.

5. Verify that the app is available in the Windows Intune Company Store, and use the
Company Store to install the app on devices.

Adding a user and groups

You can add users and groups to assist you in deploying your app to the appropriate audi-
ence. In Figure 1-7, you can see the Groups page, where new users and groups can be added
to Intune. If you are adding users to a group, the group must be created before the user can
be added to the group.
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FIGURE 1-7 The Microsoft Intune Groups page

Uploading an app to Microsoft Intune

You can upload an app from the Apps page of Microsoft Intune, as shown in Figure 1-8.
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FIGURE 1-8 Uploading to the Microsoft Intune Apps page

To upload an app, complete the following steps:
1. Onthe Apps page, click Add Apps.

2. Inthe software setup window, select Windows app package as the software installer
file type.

3. Click Browse, locate the .appx or .appxbundle file to upload, and then click Open.
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4. Fill out the description information for the app.
5. Specify the architecture requirements.
6. Specify any rules to deal with previously installed apps.

7. Click Upload to upload the app to Microsoft Intune.

Once uploaded, the app will be available within the administration console to assign to
users or groups (see Figure 1-9).
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FIGURE 1-9 Available apps on the Apps page in the Microsoft Intune console

Choosing the users who can install the app

You can choose the users to whom the app is made available by selecting Manage Deployment
on the Apps page, as shown in Figure 1-9. When you start the Manage Deployment Wizard,
you will be prompted to choose one or more groups to which the app is assigned, as in Figure
1-10. You can choose to assign the apps to users or computers. You need to also choose the
Deployment Action for the app, although there is only one option available for each group
type. For computer groups, you need to choose Required Install, and for user groups, you need
to choose Available Install. Once you've chosen your options, you can click Finish to complete
the group assignment process.
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Installing the app from the Company Store

To install the app, your users will navigate to the Company Store page, and select the app
from the Company Store page.

Deep link apps using Microsoft Intune

You can make Windows Store apps available to Windows RT users in your company portal by
using Windows Intune as well as Configuration Manager. This section focuses on Windows In-
tune. You'll follow the same basic process as you did when deploying an app via the Installed
Software option, but this time you choose External Link in the Add Software Wizard. Before
you begin, decide which Windows Store app you want to deploy. For this example, choose
OneDrive for Business.

The first part of the process requires you to obtain the link to the app you want to add to
your company portal. To obtain the link for OneDrive for Business, follow these steps:

1. From the Start menu, type Store, and then click Store.

2. Search for Word Mobile, and then click it to access the installation page.
3. On the Word Mobile page, click Share.

4. In the Share area, click Mail.

5. The email contains the link. Send this link to yourself, copy the link, and paste it into
Notepad, or otherwise make the link accessible for later.

The second part of the deep-linking process involves adding the app to Windows Intune:
1. Log on to the Microsoft Intune Administrator console.
2. Click the Apps tab, and then click Add Apps.

Objective 1.1: Support Windows Store and cloud apps
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3. Wait for the Microsoft Intune Software Publisher to install, and then enter your Micro-
soft Intune credentials.

4. In the Microsoft Intune Software Publisher window, click Next.

5. On the Software setup page, select External link, and then type the link you copied in
step 5 of the previous task into the URL field, and then click Next.

6. Carefully input the information to describe the software. What you input can be
viewed by your employees. Click Next when finished.

7. Verify that the information is correct, and then click Upload.

8. After the upload is complete, click Close.

Thought experiment
Managing Microsoft Office in a small organization
In this thought experiment, apply what you've learned about this objective. You can

find answers to these questions in the “Answers” section at the end of this chapter.

You manage a small business that has seven employees, and each employee has
multiple devices that they use to perform work. You don’t have an Active Directory
domain. Sometimes the users are at the company, sometimes at home, and often in
a hotel. Users don't always have Internet access.

Users complain that they can’t always access their work documents and that when
they use Microsoft Office on their devices, they get a different user experience on all
of them. Their settings and preferences need to be reset repeatedly for each device
as they change them. You want to resolve these problems (and others, including
mandating Microsoft Office updates), but you don’t have a lot of money to spend.

1. What should you set up to resolve all these issues, all without incurring a sub-
stantial expense?

2. Where would you store the users’ data?

3. If you want to delegate some of the responsibilities for managing your solution,
what types of administrator would you create to manage support tickets?

Objective summary

m You can integrate users’ Microsoft accounts into your organization to enable synchro-
nization of settings between multiple devices.

®m You can manage apps by using Office 365, DISM, and Microsoft Intune.

m You can configure Group Policy to manage apps, manage access to the Windows Store,
and enable sideloading.

m You can sideload apps to enable LOB apps without making them available through the
Windows Store.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1.

Where can you configure a Group Policy that restricts the use of Microsoft accounts for
a specific group of users in an Active Directory domain?

A. In the Group Policy Management Editor window, by expanding Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Local Policies/
Security Options

B. In the Group Policy Management Editor window, by expanding Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Local Policies/ User
Rights Assignment

C. In the Local Group Policy Editor, by navigating to Computer Configuration/
Windows Settings/ Security Settings/ Local Policies/ Security Options

D. In the Local Group Policy Editor, by navigating to Computer Configuration/
Windows Settings/ Security Settings/ Local Policies/ User Rights Assignment

Where can users associate a Microsoft account with a domain account?

A. Users can't do this. Only administrators can perform this task in Active Directory
Users And Computers on a domain controller.

B. In the Settings app, on the Accounts page

C. In the Group Policy Management Editor by expanding Computer Configuration/
Policies/ Windows Settings/ Local Policies/ Security

D. In the Settings app, on the Personalization page.

Which of the following can you manage in the Office 365 Admin Center?
A. Active Directory synchronization

B. Valid, expired, and assigned licenses

C. User password, including resetting

D. All of the above

E. BandConly

Which of the following tools and technologies can help you sideload LOB apps for
computers in your organization?

A. DISM

B. Windows PowerShell
C. Configuration Manager
D. Microsoft Intune

E. All of the above

F. OnlyCandD
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5. Which Group Policy setting do you have to enable before you can sideload apps in
Windows 10?

None
Allow All Trusted Apps To Install
Allow Development Of Windows Store Apps

Block Microsoft Accounts

6. True or false: You can create a required installation for an app in Microsoft Intune,
which will automatically install on devices.

A.
B.

True

False

7. Which of the following describes the purpose of deep linking an app?

A.
B.

To make specific Windows Store apps available through the company portal
To force the installation of apps on Windows 10 computers
To add LOB apps to the Windows Store

None of the Above

Objective 1.2: Support authentication and
authorization

Users need to be authenticated to access a computer or network before they can be autho-
rized to access the resources on it. Windows 10 supports several authentication mechanisms
and methods, and different ways to manage accounts. This chapter will help you to understand
the important concepts needed to support Windows 10 authentication and authorization.

This objective covers how to:

Support user authentication, including multi-factor authentication, certificates,
virtual smart cards, picture passwords, and biometrics

Support workgroup, homegroup, and domain membership, including Secure Chan-
nel, account policies, credential caching, and Credential Manager

Know when to use a local account versus a Microsoft account
Configure Workplace Join

Configure Windows Hello
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Support user authentication

User authentication can come in many forms in Windows 10. You need to understand the
various methods for authentication as well as the different mechanisms for managing and
supporting authentication.

Understanding multi-factor authentication

Multifactor authentication requires two (or more) types of authentication to gain access to a
device or network. Most often, one type is a password, and the other is something else, such
as a smart card, fingerprint, or digital certificate. This section focuses a little more on certifi-
cates as a means of achieving authentication, but this book has covered this topic in various
places, and you need to review those entries when you can (for the most part, certificates
have been associated with apps, because apps must be signed to ensure that they can be
trusted).

A digital certificate is issued by a Certificate Authority (CA), such as Verisign or Active
Directory Certificate Services (AD CS) in Windows Server 2012 R2. The certificate can be used
to provide proof that the identity asking for authentication is trusted and true, and that the
identity offering it is also trusted and authentic. Authentication with certificates involves a
public key and a private key that can be matched to provide that authentication. If no match
occurs, no authentication is provided. You can learn more about Certificate Authorities at
http://technet.microsoft.com/en-us/library/cc732368.aspx.

AD CS can issue and manage public key infrastructure (PKI) in a domain, provide public
key cryptography and the ability to create digital certificates, and offer digital signature capa-
bilities. For the purposes here, AD CS provides authentication by associating certificate keys
with computers, users, and device accounts on a network. This is called binding.

For the exam, you might be asked how to enable users to access a network resource and
be given a specific scenario. A scenario that includes AD CS will note that the network has
its own PKl infrastructure. You need to understand that the required certificates must be
available to the computer and the user, and they need to be stored in the proper location for
authentication to be granted. Client certificates are stored in the Personal certificate store for
the applicable user account on the client computer. Computer accounts need trusted root
certificates to be stored in the Trusted Root Certification Authorities store, again on the client
computer.

You can explore many other certificate folders as well. To view these stores on a local com-
puter, type certmgr.msc in a Run dialog box, and click OK. Open this console and review the
available certificate folders before moving on. Figure 1-11 shows a local computer, not con-
nected to a domain, and the related Personal certificates. Typically, you'll see more certificates
than those present in the example.

Objective 1.2: Support authentication and authorization
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FIGURE 1-11 The Certmgr console

Understanding virtual smart cards

A virtual smart card works in the same general manner as a physical smart card does, but
doesn't require a connected or installed smart card reader. Instead, the virtual smart card
works with a Trusted Platform Module (TPM) chip, which protects the virtual card information
through encryption, installed on the computer. As with other more advanced security op-
tions, you'll need a PKI domain infrastructure, complete with certificates and the ability to cre-
ate and manage them, to incorporate this technology. Virtual smart cards offer the following:

m  Authentication protection

m Confidentiality of the machine and its contents

m Private keys for security

m Encrypted card information that can’t be mined or removed (that is, it can't be ex-

ported)

m Protection from rogue software that attacks at startup

m  Multi-factor protection (smart card and PIN)

To use virtual smart cards, you need to meet more requirements than when you opt to use
physical ones. These requirements include, but aren’t limited to the following:

m  Computers must be running Windows 8 or higher and Windows Server 2012 or higher.

m A compatible TPM must be installed on those computers that adhere to TPM 1.2 or
higher standards.

m A limit of ten smart cards (virtual or physical) can be used on a single computer.
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m The PIN and the PIN Unlock Key must be a minimum of eight characters. These can

include numbers, letters, and special characters.

One very important command that you need to understand for the exam is Tomvsc-
mgr.exe, the command-line tool you use to configure a virtual smart card. You can use the
command locally or remotely. Parameters you can use include Create and Delete. Examples
include /name (the name of the smart card), /admin key (administrator key), /PIN (the PIN),
/generate (to create the files in storage necessary for the card to function), and others listed
at http://technet.microsoft.com/en-us/library/dn593707.aspx.

To configure a virtual smart card environment from scratch in a domain, you need to fol-
low these steps:

1.

Create a certificate template, a sixteen-step process performed on a Windows server in
a domain that'’s installed with and running a CA, as outlined at http.//technet.microsoft.
com/en-us/library/dn579260.aspx#BKMK_Step1.

Create the virtual TPM smart card, a four-step process that uses the Tpmvscmgr.exe
command with parameters, as outlined at http.//technet.microsoft.com/en-us/library/
dn579260.aspx#BKMK_Step2.

tpmvscmgr.exe create /name tpmvsc /pin default /adminkey random /generate

Enroll the certificate on the TPM virtual smart card, a six-step process, by using the
Certmgr.msc console to add the certificate to the Personal store, as outlined at http://
technet.microsoft.com/en-us/library/dn579260.aspx#BKMK_Step3.

MORE INFO VIRTUAL SMART CARDS

Learn more about virtual smart cards and be sure to explore the additional links on the left

side of this page at http://technet.microsoft.com/en-us/library/dn593708.aspx.

To configure a Windows 10 virtual smart card on a stand-alone computer if you have the
required technology and credentials available, follow these steps:

1.
2.
3.

Open an elevated command prompt.
Type tpm.msc.

Verify that a compatible TPM can be found that’s at least a TPM 1.2 or later. If you
receive an error instead, but are sure a compatible module is available, enable it in the
system BIOS before continuing.

Close the TPM management console.
At the command prompt, enter:

TpmVscMgr create /name MyVSC /pin default /adminkey random /generate

To provide a custom PIN value when creating the virtual smart card, use /pin prompt
instead.
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Configuring a picture password

A picture password is a way to log on to a computer by using a series of three movements
consisting of lines, circles, and/or taps. You can pick any picture you want. Picture passwords
can't be used to log on to domains; they are used to log on to stand-alone computers only.
Picture password combinations are limitless because the pictures that can be used are limit-
less. Although picture passwords are considered more secure for stand-alone computers than
typing a PIN or password, a hacker can get into a device by holding the screen up to light to
see where most of the gestures are (by following the smudges on the screen). This is espe-
cially true if the user touches the screen only to input the password and rarely uses touch for
anything else.

You create a picture password (or a four-digit PIN) from the Settings app:
1. Open the Settings app, and then click Accounts.
2. Click Sign-in Options.
3. Under Picture Password, click Add.

4. Input your current password, and then click Choose Picture to browse to and select the
picture to use.

5. Follow the instructions in the resulting wizard to configure the picture password.

Exploring biometrics

Biometrics, like picture passwords, provides infinite possibilities for securing a computer and
can be used as part of a multi-factor authentication plan (using it on its own isn't recom-
mended). Biometric options are generally configured by incorporating a person'’s fingerprint
and using a fingerprint reader (you “enroll” the user when configuring this), but you can also
use a person’s face, eye, or even their voice.

Microsoft has made using biometrics easier than ever by including native support for
biometrics through the Windows Biometric Framework (WBF), which includes an option in
the Settings app for configuring the device on Windows 10 computers. Windows now also in-
cludes Group Policy settings related to biometrics, and you can enable or disable this feature
as desired. You need to review the information at http.//technet.microsoft.com/en-us/library/
dn344916.aspx, and locate the available Group Policy settings, just in case. You can find Local
Group Policy options here (and follow the same general path in Group Policy): Computer
Configuration/ Administrative Templates/ Windows Components/ Biometrics/, as shown in
Figure 1-12.
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FIGURE 1-12 The Biometrics Group Policy settings

Support workgroup, homegroup, and domain membership

In this section, you'll review the differences between some similar technologies and network
configurations, such as workgroup versus homegroup, workgroup versus domain, and cre-
dential caching versus Credential Manager.

Homegroups, workgroups, and domains

In almost all instances and scenarios, using a computer to complete tasks involves connect-
ing to a network of some sort, even if it's just to access the Internet or to back up your work
someplace other than your own PC. In homes, networked computers are often configured as
homegroups. In a small business, the configuration is generally a workgroup. The purpose of
both of these types of networks is frequently to share an Internet connection as well as files,
folders, printers, and other resources. Domains are used in larger enterprises, which require
more control and good protection of resource access. Domains are the only one of these
three that employ AD DS to manage users, computers, and resources.

UNDERSTANDING HOMEGROUPS

A homegroup lets home users easily share documents, printers, and media with others on
their private local network. This is the simplest kind of network sharing and is limited in what
permissions and restrictions can be placed on the data shared. By default, all users that join a
homegroup (only one per network) have read-only access to what's already shared by others.
Users can reconfigure this, however, enabling both read and write access, if desired. When
opting for a homegroup, users can:

m Create or join a homegroup from the prompt offered by Windows, assuming the net-
work is configured as Private.
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m Create or join a homegroup from the Network And Sharing Center, assuming the
computers that want to join are running Windows 7, Windows 8, or Windows 10. Work
through the applicable homegroup wizard to create or join a homegroup. Windows
generates a random password other users will need to use to join.

m Share files from their original locations and their default libraries.
m Grant read-only or read/write access to the data they've shared.

m Limit access to only those network users who also have an account and password on
their computers.

m Configure the same permissions for all network users, or set different permissions for
individual users.

MORE INFO UNABLE TO CREATE A HOMEGROUP?

Creating a homegroup requires IPv6 to be installed on all of the computers in the home-
group. Computers within a homegroup must also be within 5 minutes of each other’s
system time in order for the homegroup to function properly. If you have problems with a
homegroup, check for these two potential issues.

Because you can create and join a homegroup using a wizard, detailing the steps in this
text isn't really necessary. However, you need to create a homegroup on your own local net-
work and let other computers join it, just so that you are familiar with the process. Note that
users might already be joined to a homegroup because Windows detects and will prompt you
to join existing homegroups automatically during setup.

Understanding workgroups

In businesses where a little more control is required and a homegroup isn't the ideal configu-
ration, a workgroup is used. A workgroup is a manual grouping of computers (almost any op-
erating system will do, including Windows RT) that doesnt include an Active Directory domain
controller, but still offers security options. A workgroup exists on a single network segment.
Securing data here is a distributed concept similar to a homegroup; each user decides what to
share, how to share it, and with whom to share. Note that Windows doesn't create a password
for joining the workgroup, nothing is shared automatically by default (except possibly the
Public folders), and users join the workgroup from the System Properties dialog box under the
Computer Name tab (see Figure 1-13). Click Change in the System Properties dialog box, and
then enter the workgroup name in the Computer Name/Domain Changes dialog box.
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FIGURE 1-13 The Computer Name/Domain Changes dialog box

Because this section is about authorization, you need to consider that concept with regard
to a workgroup. Users decide what to share, and then share it. The person who wants access
to shared items must have an account on the sharing computer (or be given one). Accounts
are stored in the Security Account Manager (SAM) database in the sharing computer.. Be-
cause each computer maintains its own local database, users who need to access resources on
multiple workgroup computers must be authenticated on each. The problem with this is that
as the network grows, so does the amount of work required to maintain and manage these
accounts.

Here is an overview of how authorization works:

1. The first time a user tries to access a shared resource, he or she is asked for a user
name and password.

2. The user name and password that are entered must be from an approved account on
the sharing computer and must be listed in the SAM database. The user can opt to
have Windows remember the password for the next time.

3. The Local Security Authority (LSA) looks to the SAM database to see whether the ac-
count that was entered is valid.

4. |If the account is valid, the user is granted access.

5. The same user who wants to access another shared resource on the same computer
during the same session can do so without re-entering the password.

6. If this same user wants to access a shared resource on another computer in the work-
group, the process must be repeated.
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UNDERSTANDING DOMAINS

Companies and enterprises configure networks as domains. You couldn't successfully man-
age 100 computers by using a homegroup or workgroup, so a domain is an obvious choice
for enterprise networks.

Domains are configured with at least one AD DS domain controller that authenticates
users centrally and secures network resources. These larger networks can contain additional
servers that manage data storage, email, faxes, and printers; maintain database replications,
and so on. Managing all resources as a whole is important to keeping everything secure and
available for users, and enables a simpler management solution for administrators. A large
enterprise can have more than one domain. When multiple domains exist, a Global Catalog
is used to locate objects in other domains. Authentication in a domain is handled by AD DS,
a database that contains objects, such as user accounts, computers, groups, and so on. In this
case, a network administrator creates user accounts, almost always puts those accounts into
groups, and then assigns the desired permissions to the group. This makes managing users
simpler than trying to manage users one at a time, and it enables administrators to deal with
newly hired or recently fired employees. The authentication process includes and uses the
Kerberos v5 authentication protocol to identify the user or the host. The Kerberos Key
Distribution Center (KDC) uses the domain-specific AD DS as its security account database.
AD DS is required for default Kerberos implementations within the domain or forest. If you
aren't familiar with Kerberos v5, the TechNet article “Kerberos Authentication Overview" at
http://technet.microsoft.com/en-us/library/hh831553.aspx provides a good explanation of
how this works and offers links to additional resources.

UNDERSTANDING COMPUTER AND USER AUTHENTICATION

The previous section discusses AD DS and authentication with regard to user accounts.
Network administrators create these accounts, users input their account credentials to log on
to the domain, and authentication is handled by the applicable AD DS server and Kerberos v5.
Computers that join domains acquire a computer account automatically. Like user accounts,
computer accounts are used to authenticate the computer to enable it to access network and
domain resources. Each computer account must be unique. A user doesn’t have to do any-
thing to cause the computer to be authenticated. Note that computers have passwords that
are automatically managed, and if a computer password on a client is out of sync with AD DS,
then the computer can't authenticate.

Computer accounts are necessary for auditing, for control, and for grouping purposes. You
can apply changes to computer accounts that affect whoever logs on to the computer, and
not the individual users. For instance, you can force policies regarding the desktop appear-
ance, how updates are applied, and so on, and those policies will affect the computer and
anyone who uses it.

Administrators can manage computer accounts in the same way they can user accounts—
by adding, deleting, resetting, and disabling them in the Active Directory Users And Comput-
ers snap-in.
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UNDERSTANDING SECURE CHANNEL

When applications need network or Internet access, you have to ensure that the connec-
tion is secure. This is especially true if you are transmitting data over an untrusted network.
You can use Transport Layer Security (TLS)/Secure Sockets Layer (SSL) security to authenticate
servers and client computers, and then use that to encrypt messages between them. These
two protocols are included in the Secure Channel set of security protocols. TLS and SSL aren’t
interchangeable and SSL is the predecessor to TLS, but both protect against tampering and
eavesdropping.

Secure Channel can authenticate an identity as well as provide a secure and private con-
nection to another host by using encryption. It's also called Schannel and is mostly used
for applications that require secure HTTP communications. Schannel is a Security Support
Provider (SSP), and the TLS/SSL protocol uses a client/server model that's based on certificate
authentication. This means you need to also have a PKI configured and available.

MORE INFO DISCOVERING SECURE CHANNEL

You can learn more about this feature on TechNet at http://technet.microsoft.com/en-us/
library/hh831381.aspx.

EXPLORING ACCOUNT POLICIES
The weakest link when protecting computers that use a password as part of the authentica-
tion process is most often the password itself. The password could be nonexistent (not likely,
especially with the advent of the Microsoft account for stand-alone computers), too short, too
simple, too predictable, or the user might simply never change it. Often, users create and use
the same password for multiple user IDs. This is a secondary weak link. To protect authentica-
tion in both workgroups and domains, you can create local policies and Group Policy Objects
(GPOs) defining how passwords should be created, how often they can or must be changed,
and what happens when a user fails to log on after attempting a specific number of times
that you set. You can configure account policies in the Local Security Policy for a stand-alone
computer or for computers in a workgroup, and in Group Policy for domains. In Local Security
Policy, Account Policies is listed first. Click Account Policies, and then click Account Lockout
Policy to see the options.

You can configure three account lockout policies, and in most instances they must be

configured together:

m  Account Lockout Duration If you've configured an account lockout threshold
and if that threshold is met, this setting defines how long (in minutes) the user will be
locked out of the computer. A setting of 5 to 15 minutes is common.

m Account Lockout Threshold You need to configure this to use the other options.
This setting defines how many times a user can try to log on to the computer and fail,
before being locked out.
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m Reset Account Counter After This setting defines the number of minutes that must
pass after a failed logon attempt before the failed logon attempt counter is reset to
zero. If an account lockout threshold is defined, this must be less than or equal to the
number of minutes set there.

EXPLORING CREDENTIAL MANAGER

Using user names and passwords is a common way to authenticate users. Windows 10
includes Credential Manager to help manage and maintain those passwords. Credential
Manager saves the credentials that users enter when they use their own computers to access
network servers and resources on local networks (Windows credentials), and can be used
to back up and restore them. When prompted, users have to check the box Remember My
Credentials, or else the credentials won't be saved. Credential Manager also offers Credential
Locker, which saves user names and passwords associated with websites and Windows apps
(Web Credentials). It saves all of these in an area called the Windows Vault.

NOTE SAVING CREDENTIALS

Credentials are saved in encrypted folders on the computer under the user’s profile. Appli-
cations that support this feature, such as web browsers and Windows apps, can automati-
cally offer up the correct credentials to other computers and websites during the sign-in
process.

If the user name or password has been changed since the last time it was saved and access
is unsuccessful, the user is prompted to type the new credentials. When access to the resource
or website is successful, Credential Manager and Credential Locker overwrite what was there.

The saved user names and passwords follow users when they move from one computer to
another in a workgroup or homegroup, presuming they log on with their Microsoft accounts.
However, this feature isn't enabled on domains for security reasons. You can open Credential
Manager from Control Panel. Figure 1-14 shows Credential Manager.

Here are a few more points to understand about Credential Manager:
®m You can program Windows Store apps to use Credential Locker.
m Credential roaming requires the Microsoft account for synchronization.

m Credential roaming is enabled by default on non-domain joined computers, and it is
disabled on domain-joined computers.

m Credential Locker supports seamless sign in by using Windows Store apps that use
Web Authentication Broker and remember passwords for services, such as Twitter and
LinkedIn.
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FIGURE 1-14 Credential Manager

Configure local accounts and Microsoft accounts

The Microsoft account enables users to sync settings to the cloud and to other computers that
they log on to using that same Microsoft account. With a Microsoft account, users can also
access their own cloud storage, called OneDrive. Windows 10 comes with the OneDrive app,
which can be accessed from compatible applications, various web browsers, and File Explorer.

Users are prompted to create a Microsoft account when they set up their Windows
10-based computers. They can opt to do that, or they can decline and create a local account
instead. A user might also create a local account if the computer can't access the Internet dur-
ing setup (because they can't create or confirm the Microsoft account if no Internet access is
available). Users generally opt to create a Microsoft account later, even if they start with a lo-
cal account, because many apps are inaccessible if the user is logged on with a local account.
Users also can't get apps from the Store without a Microsoft account.

After a Microsoft account is created, users don't need to be connected to the Internet to
log on during subsequent sessions. The account information is cached locally. If an Inter-
net connection isn't available, the last saved settings are also applied because they are also
cached locally. You can switch from a local account to a Microsoft account from the Settings
app.

A Microsoft account can be used in a domain, if it isn't restricted through Group Policy. If
possible at your place of business, when connected, users will see the same desktop back-
ground, app settings, browser history, and so on that they see on their main computers at
home (or in another office). Again, you can make the change through the Settings app. There,
you'll opt to connect your Microsoft account and work through the setup process.

Objective 1.2: Support authentication and authorization
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Configure Workplace Join

Personal devices have become part of the enterprise landscape, and if you don't already, at
some point you need to be able to enable users to access network resources from them. This
is how Workplace Join came about. Workplace Join enables users to have a single sign-on
(SSO) experience and enables them to get to the resources they need. You can also manage
and secure the devices. In Windows Server 2012 R2, you can use Workplace Join with
Windows 8.1, Windows 10, and iOS devices.

Workplace Join uses the Device Registration Service (DRS), part of the Active Directory
Federation Services (ADFS) role in Windows Server 2012 R2, to create a device object in
AD DS and use a certificate to identify the device in the future. If you add Web Application
Proxy, users can join your enterprise from any Internet-enabled location.

Various walkthrough guides are available on TechNet to help you use this technology to
join devices. Here are two of those:
m "Walkthrough Guide: Workplace Join with a Windows Device": https://technet.microsoft.
com/en-us/library/dn280938.aspx.
m "Walkthrough Guide: Workplace Join with an iOS Device": https://technet.microsoft.
com/en-us/library/dn280933.aspx.

Configure Windows Hello

Windows Hello enables you to use a combination of optical recognition and fingerprint data
to sign in to a Windows 10 computer, and authenticate to apps, enterprise content, and
online authentication providers. Windows Hello is designed to be a user-friendly interface for
configuring biometric authentication in Windows 10.

You can configure Windows Hello from the Settings app, in the Sign-in Options section of
the Accounts page.
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Thought experiment
Creating and configuring authentication solutions

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You've been asked to create and configure a multi-factor authentication solu-
tion that can be used to validate users in an enterprise domain. You've also been
instructed to include digital certificates in that solution. Your client doesn’t want
to rely on a third party CA, and instead wants to use the Active Directory Certifi-
cate Services (AD CS) in Windows Server 2012 R2. Answer the following questions
regarding this task.

1. The network currently doesn’t include a PKI infrastructure. Will you need to add it?
2. Where will the client certificates you create be stored?
3. Where will the trusted root certificates you create be stored?

4. What command can you run, from a Run dialog box, on a client computer to
view the certificates stored on that machine?

Objective summary

Multi-factor authentication lets you further secure the authentication process with
certificates, virtual smart cards, picture passwords, and biometrics, by requiring more
than one method of authentication before access is granted.

Different networks exist for different needs. Homegroups enable simple sharing for
home networks; workgroups let you share and manage shared data in a non-domain
setting; and domains are used by larger enterprises and include Active Directory Do-
main Services (AD DS) to secure and manage authentication.

You can further secure authentication by including Secure Channel, account policies,
credential caching, and Credential Manager to help control access and manage logon
credentials.

Local accounts are good for homegroups and workgroups, but now even those net-
works rely on Microsoft accounts for authorization management. Microsoft accounts
can also be incorporated into domains to sync settings, such as desktop backgrounds.

Workplace Join enables you to enroll and control mobile devices on your domain for
the purpose of letting your users bring their own devices to work.

Windows Hello enables configuration of facial and fingerprint recognition for use with
the Windows 10 authentication process.

Objective 1.2: Support authentication and authorization
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. Which two of the following Windows PowerShell commands can you use to manage a
CA database?

A. Backup-CARoleService
B. Restore-CARoleService
C. Backup-CACertStore
D. Restore-CACertStore

2. Which two of the following technologies offer authentication protection, confiden-
tiality of the machine and its contents, private keys for security, and encrypted card
information that can't be mined or removed?

A. Physical smart card

B. A compatible TPM chip

C. Virtual smart card

D. A biometric fingerprint reader
E. BitLocker Drive Encryption

3. You create a homegroup on one computer and join it from another. This process goes
smoothly. However, when you try to access data shared with the homegroup from the
second computer, you can't. What's most likely the problem?

A. You aren't connected to the network.

B. You aren't using BitLocker Drive Encryption.

C. The time is configured incorrectly on the second computer.
D. You aren't running a compatible version of Windows.

4. Which of the following network types is a distributed concept, in which users manage
their own data sharing?

A. Workgroup
B. Homegroup
C. Domain

D. Workgroup or domain
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5.

7.

You want to secure communications over an untrusted network for applications that
need Internet access. You want to use TLS and SSL to achieve this. Which of the follow-
ing technologies offers this? Must the solution include a PKI infrastructure?

A.
B.
C.
D.

VPN
Remote Desktop Services
Microsoft Application Virtualization (App-V)

Secure Channel

You are trying to configure Group Policy to set an account lockout duration when us-
ers try and fail to authenticate their computers after a specific number of events. The
options are grayed out. Why?

A.
B.
C.

You must first configure the policy Account Lockout Threshold.
You must first configure the policy Reset Account Counter After.

You are trying to configure the policy for a workgroup computer, but these policies
are available only in domains.

You are in the Group Security Policy console, but need to be in the Group Policy
Editor.

Can Credential Manager and Credential Locker be used to store passwords for Win-
dows Store apps? Can Credential Manager and Credential Locker be used to store
passwords saved for local network resources?

A.
B.
C.
D.

Yes
No
Yes
No

You want to enable your domain users to access the same desktop background, app
settings, browser history, and so on that they see on their main computers at home (or
in another office). What should you do?

A.
B.

A Microsoft account would be optimal, but can’t be used in a domain.
Let the users associate their Microsoft accounts with their domain accounts.
Use Workplace Join.

Incorporate a Web Application Proxy server into your network.
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Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 1.1: Thought experiment
1. Office 365

2. Most likely using the cloud, with options that enable the user to sync that data even
when they aren't online

3. Billing; Global; Password; Service; User Management

Objective 1.1: Review

1. Correct answer: A

A.

Correct: Options to restrict the use of Microsoft accounts for a group of users in
a domain are in the Group Policy Management Editor window. Expand Computer
Configuration/ Policies/ Windows Settings/ Security Settings/ Local Policies/
Security Options.

Incorrect: The User Rights Assignment node doesn’t provide options for restrict-
ing Microsoft accounts.

Incorrect: To restrict a group of users in an Active Directory domain, you need to
access Group Policy, not Local Group Policy.

Incorrect: To restrict a group of users in an Active Directory domain, you need
to access Group Policy, not Local Group Policy. Also, User Rights doesn't offer the
options you need.

2. Correct answer: B

Incorrect: Users can do this from their local computers.

Correct: This is the correct answer; from their local computers, in the Settings app,
from the Accounts page.

Incorrect: You can't connect a Microsoft account using Group Policy.

Incorrect: This is achieved in the Settings app, but not from the Personalization
page.

3. Correct answer: D

A.

Incorrect: Active Directory synchronization is one of the things you can manage in
the Office 365 Admin Center, but others are correct here.

Incorrect: Valid, expired, and assigned licenses are some of the things you can
manage in the Office 365 Admin Center, but others are correct here.

Incorrect: User passwords, including resetting, is one of the things you can man-
age in the Office 365 Admin Center, but others are correct here.
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D. Correct: All of the above can be configured in the Office 365 Admin Center.
E. Incorrect: All the answers are correct, not just B and C.

Correct answer: E

A. Incorrect: DISM is only one of the correct options listed.

B. Incorrect: Windows PowerShell is only one of the correct options listed.
C. Incorrect: Configuration Manager is only one of the correct options listed.
D. Incorrect: Windows Intune is only one of the correct options listed.

E. Correct: All of the above

F. Incorrect: "Only C and D" isn't correct because A and B are correct also.
Correct answer: B

A. Incorrect: Special Group Polices are required.

B. Correct: Allow All Trusted Apps To Install is the required Group Policy setting that
must be enabled.

C. Incorrect: Allow Development Of Windows Store Apps isn't the correct Group
Policy setting to enable.

D. Incorrect: You should not block Microsoft accounts; you need to enable the Group
Policy setting listed for answer B.

Correct answer: B

A. Incorrect: You cannot make sideloaded apps mandatory and force their installa-
tion on clients by applying the applicable settings in Windows Intune.

B. Correct: This statement is false.
Correct answer: A

A. Correct: You deep link apps to make Windows Store apps available through the
company portal.

B. Incorrect: You do not use deep linking to force the installation of apps on Win-
dows 10 computers.

C. Incorrect: You don't use deep linking to add LOB apps to the Windows Store. It's
used to make Windows Store apps available through the company portal.

D. Incorrect: “None of the above” isn't correct. A is correct.

Objective 1.2: Thought experiment

1.
2.

Yes. AC CS in Windows Server 2012 requires an existing PKI infrastructure.

Client certificates are stored in the Personal certificate store for the applicable user ac-
count on the client computer.

Trusted root certificates are stored in the Trusted Root Certification Authorities store
on the client computer.

Certmgr.msc can be used to open the Certmgr window.

Answers
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Objective 1.2: Review

1. Correct answers: A and B

A.

C.
D.

Correct: Backup-CARoleService is the correct command for backing up the CA
database.

Correct: Restore-CARoleService is the correct command for restoring the CA
database.

Incorrect: This isn't a valid Windows PowerShell command.

Incorrect: This isn't a valid Windows PowerShell command.

2. Correct answers: B and C

Incorrect: A physical smart card can be removed.

Correct: The solution here requires a compatible TPM chip and a virtual smart
card.

Correct: The solution here requires a compatible TPM chip and a virtual smart
card.

Incorrect: A biometric fingerprint reader doesn’t offer private keys for security.

Incorrect: BitLocker Drive Encryption is used to protect data on the drive and isn’t
for authentication purposes.

3. Correct answer: C

Incorrect: If you've joined the homegroup, you are connected to the network.
Incorrect: BitLocker Drive Encryption isn't required to join a homegroup.
Correct: The time is configured incorrectly on the second computer.

Incorrect: If you have joined the homegroup, you are running a compatible ver-
sion of Windows.

4. Correct answers: A and B

A.
B.
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Correct: A workgroup uses a distributed method for sharing data.
Correct: A homegroup uses a distributed method for sharing data.

Incorrect: A domain uses a centralized method of sharing and managing data and
uses AD DS for authentication and user access.

Incorrect: Although a workgroup is a distributed sharing method, a domain isn't.
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5.

Correct answer: D

A.

Incorrect: A VPN enables users to access your local network when they are away
from the office. VPNs might use PPTP or L2TP to secure the connection.

Incorrect: Remote Desktop Services enables users to access session-based desk-
tops, virtual machine-based desktops, or applications from both within a network
and from the Internet.

Incorrect: App-V enables the application to run in a virtualized environment with-
out having to install or configure it on the local machine.

Correct: Secure Channel is a Security Support Provider (SSP), and the TLS/SSL pro-
tocol uses a client/server model that's based on certificate authentication. It does
require a PKl infrastructure.

Correct answer: A

A.

Correct: You need to first configure the policy Account Lockout Threshold to state
how many times a user can try to authenticate before additional measures are
taken.

Incorrect: The policy Reset Account Counter After is optional.
Incorrect: These policies are available in both workgroups and domains.

Incorrect: The Group Security Policy console is the appropriate place to create
these policies.

Correct answer: C

A.

C.

Incorrect: Credential Manager can store Windows Store passwords as well as local
ones.

Incorrect: Credential Manager can store Windows Store passwords as well as
those input for local resources.

Correct: Credential Manager can store Windows Store passwords as well as pass-
words for local resources.

Incorrect: Credential Manager can store both Windows Store passwords and local
user passwords.

Correct answer: B

Incorrect: A Microsoft account can be used in a domain if it isn't restricted
through Group Policy.

Correct: Enable the user to associate their own Microsoft account to achieve this.

Incorrect: Workplace Join enables users to connect to your domain with their own
personal devices.

Incorrect: If you add Web Application Proxy, users can join your enterprise from any
Internet-enabled location by using a device you've allowed using Workplace Join.

Answers
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Plan desktop and device
deployment

hen deploying Windows 10 devices, it is important to consider who will be using

the devices, how the devices will be used, and in what ways you can configure those
devices to ensure that you provide users with a functional, flexible, and secure Windows
environment. This chapter deals with several aspects of configuring Windows 10 in prepara-
tion for deployment to devices serving a variety of roles in the enterprise.

Objectives in this chapter:
m Objective 2.1: Migrate and configure user data
m Objective 2.2: Configure Hyper-V
m  Objective 2.3: Configure mobility options

m  Objective 2.4: Configure security for mobile devices

Objective 2.1: Migrate and configure user data

User data is an important consideration when supporting Windows computers, especially
when considering upgrading or migrating to a new version of Windows. This objective
covers important topics relating to user profiles, the primary location for user data in
Windows 10. You will see the tools and considerations relating to migrating and configuring
user data, which you need to be aware of for the exam.

This objective covers how to:
m Configure user profiles
m Configure folder location

m  Migrate user profiles
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Configure user profiles

User profiles hold the majority of user-configurable settings and data in Windows 10. Each
user who signs in to a Windows 10 computer is associated with a file-level profile folder,
stored by default in the C:\Users folder. This is the default location for user profiles in
Windows 10, for all users who sign in, including local and domain accounts. A user profile is
automatically created and configured for each user who signs in to a Windows 10 computer.

There are three main profile types in Windows 10: local profiles, roaming profiles, and
mandatory profiles.

Local profiles

Local profiles are stored in the C:\Users\%USERNAME% directory on a Windows 10 com-
puter. For example, a user with the username Adam would have his profile stored in the C:\
Users\Adam folder. A local profile is the default profile type in Windows 10, and the data for
the profile is located in several files and folders within the C:\Users\%USERNAME% folder, as
shown in Figure 2-1. This figure also shows the hidden system files in the folder. These files
will not be visible unless the Show hidden files option is selected in File Explorer.

Name Date modified Type Size
AppData File folder
+ Application Data File folder
[ Contacts File folder
s Cookies File folder
[ Desktop File folder
%) Documents File folder
¥ Downloads File folder
¢ Favorites File folder
& Links File folder
& Local Settings File folder
D Music File folder
4| My Documents File folder
& NetHood File folder
@ OneDrive File folder
&) Pictures File folder
& PrintHood File folder
s Recent File folder
4P Saved Games File folder
7 Searches File folder
s SendTo File folder
& Start Menu File folder
e Templates File folder
B videos File folder
NTUSER.DAT DAT File 2,560 KB
ntuser.datLOGT LOG1 File 256 KB
ntuser.datLOG2 LOG2 File 744 KB
NTUSER.DAT{bf54294f-2704-11¢5-80clb-e... BLF File 84 KB
NTUSER.DAT{bf54a94f-2704-11e5-80db-e... REGTRANS-MS File 512KB

FIGURE 2-1 The contents of a user-profile folder

The local profile is defined by a combination of the contents of the folders within a user
profile (such as AppData, Documents, Local Settings, and Start Menu) and the NTUSER.DAT
file. NTUSER.DAT contains registry settings that pertain to the user. When a user signs out, the
HKEY_CURRENT_USER registry hive is saved to NTUSER.DAT, and then applied to the Windows
10 environment the next time the user signs in.
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Roaming profiles

While a local profile is available only on the local computer that a user is signed in to, a roam-
ing profile is also stored in a network location. To use roaming profiles, your environment
needs to first satisfy specific requirements:

m The Windows 10 computer must be a member of an Active Directory Domain Services
(AD DS) domain.

m The user signing in needs to have a user account object created in the domain.

m The user account needs to have the profilePath attribute set to a network location to
which the user has Read and Write permissions granted.

You can configure a roaming profile for a domain user account in Active Directory Users
And Computers, from the Profile tab in the Administrator Properties dialog box, as shown in
Figure 2-2.

Administrator Properties _

Member OF I Dial-in I Environmert I Sessions
Remote control I Remote Desktop Services Profile I COM+

General I Address I Account ‘ Profile | Telephones I Organization

User profile
Profile path: |\\LO N-SVRT\PROFILES\%USERNAME: |

Logon script: | |

Home folder

®) Local path: | |

() Connect:

[ ok || cance || pty |[ Hep

FIGURE 2-2 Configuring a roaming profile

NOTE ENVIRONMENT VARIABLES

In Figure 2-2, the environment variable %USERNAME% is used in place of the user account
name. Using this variable inserts the user name for the currently logged in user. Using
environment variables can be useful when configuring roaming profiles for multiple user
accounts.

Objective 2.1: Migrate and configure user data

41



42

\J

When a user account is configured with roaming-profile settings, the local profile is copied
to the specified network location when the user signs out. When the user signs in to a com-
puter, the profile is copied from the network location to the local-profile folder.

EXAM TIP

You can also modify domain users, including changing user profile path, with Windows
PowerShell. The exam might contain questions about automating profile changes or
changing user account properties for multiple users. Windows PowerShell works very
well for this. You can read more about using the Set-ADUser cmdlet to modify user ac-
counts at https://technet.microsoft.com/en-us/library/hh852287(v=wps.630).aspx.

Mandatory profiles

A mandatory profile is a special type of roaming profile. Mandatory profiles are copied to a
network location, like roaming profiles. However, mandatory profiles are always read-only,
which means a mandatory profile cannot be altered by the user. If a user makes changes to
the Windows environment when using a mandatory profile, none of the changes are copied
to the network location of the profile, so the user will not see any changes reflected in the
Windows environment when they next sign in to a Windows computer.

Mandatory profiles are commonly used to provide enforced environment settings for
users who perform a specific or specialized task and are set when he or she is signed in to a
Windows computer. You can create a mandatory profile by renaming the NTUSER.DAT file in
a roaming profile to Ntuser.man. Any time the user signs in after this change has been made,
they'll use the mandatory profile.

MORE INFO USER PROFILES

For more information about user profiles, visit https://msdn.microsoft.com/en-us/library/
windows/desktop/bb776892(v=vs.85).aspx.

Configure folder location

While you can use roaming profiles to store user-profile contents in a network location, the
entire profile must be copied to and from the network location. You can also configure net-
work locations for specific folders within a user profile. When using an alternate folder loca-
tion that is stored on the network, all of the files in the folder are not stored locally, but in the
network location, by default. Mobile users will have offline versions of the folders available as
locally cached files, in case they are disconnected from the network. Changes to files within
folders that are redirected to the network are synchronized with the local cache on a file-by-
file basis, rather than the entire profile being copied, as happens with roaming profiles.

You can configure folder location in Windows 10 by performing the following steps:

1. Open File Explorer and expand This PC.
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2. On any of the folders except Local Disk, right-click the folder and then click
Properties.

3. Inthe Documents Properties dialog box, click the Location tab, and change the loca-
tion by performing either of the following steps:

= Typing a new file location

m Clicking Move, browsing to the new location, and clicking Select Folder

1 Documents Properties *
General Sharing Security
Location Previous Versions Customize

Files in the Documents folder are stored in the target
location below.

i

You can change where files in this folder are stored to
another place on this hard drive, another drive, or another
computer an your network.

| MUsershJason\Documents

Restore Default Move... Find Target ...

Cancel Aoy

FIGURE 2-3 Configuring folder location

Migrate user profiles

When upgrading Windows, or moving a user to another computer, user profiles are often the
first consideration in the migration process. Migrating user profiles can be a simple process
when there's a single user on a single computer, or it can be complicated, involving many us-
ers and computers in an enterprise environment.

Objective 2.1: Migrate and configure user data
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Use the User State Migration Tool

The User State Migration Tool (USMT) is a group of command-line utilities that enable you to
automate and customize the process of migrating user profiles. The USMT can copy user-
profile information to a migration store location, from where it can be retrieved and copied
to new computers.

You use the USMT to migrate user profiles between Windows computers. The USMT is
part of the Windows 10 Assessment and Deployment Toolkit (ADK). You can download the
Windows 10 ADK, including USMT, from the following URL: https.//msdn.microsoft.com/en-us/
windows/hardware/dn913721(v=vs8.5).aspx#winADK.

MORE INFO WINDOWS ADK

For more information about the Windows ADK and the tools it contains, go to https://technet.
microsoft.com/en-us/library/mt297512(v=vs.85).aspx#sec06l.

The USMT contains three command line tools:

m ScanState.exe Use this tool to scan and copy user-profile data to a migration store
for the purpose of copying the profile to new computers.

m LoadState.exe Use this tool to locate and copy user-profile data from a migration
store to new Windows computers.

m UsmtUtils.exe Use this tool to check a migration store for corruption, manage migra-
tion stores, and manage encryption during the migration process.

The USMT also includes the following three modifiable .xml files:
m MigApp.xml This file includes instructions to migrate supplication settings.

m MigDocs.xml This file is used to specify the files and folders that will be migrated by
USMT.

m MigUser.xml This file includes instructions to migrate user files based on name
extensions.

The other file typically used by USMT, but not included with the default USMT files is
Config.xml. You can generate Config.xml by using the /genconfig switch with ScanState.
exe. Config.xml enables you to specify certain items that are not included in the migration
processes of ScanState.exe and LoadState.exe.

USMT AND WINDOWS PE

The USMT command-line tools can be run as an online migration, within Windows, or from
Windows Preinstallation Environment (Windows PE), as an offline migration. Windows PE
provides a minimal version of Windows that can be used for several tasks on a Windows com-
puter, including deployment and troubleshooting. You can use the Windows 10 installation
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media to run Windows PE, or you can create a standalone copy of Windows PE to run from
bootable media, such as a DVD, removable hard drive, or USB flash drive.

MORE INFO UNDERSTANDING WINDOWS PE

For more information about Windows PE, such as benefits, scenarios for use, and
limitations, visit https://technet.microsoft.com/en-us/library/cc766093(v=ws.10).aspx.

MIGRATING USER PROFILES WITH USMT
When you're prepared to perform the migration process with USMT, you need to perform the
following high-level steps:

1. Install the Windows ADK on a technician computer.
2. Use ScanState.exe to generate Config.xml, if required.

3. Modify Config.xml, MigApp.xml, MigDocs.xml, and MigUser.xml to customize the
migration environment, if necessary.

4. Copy the USMT files to a network share or removable drive.

5. Create a folder on a network share or removable drive that can be used as a migration
store.

6. On the source computers, run ScanState.exe from the network share or removable
drive to collect files and settings,

7. Install Windows 10 on the destination computers that will be part of the migration.

8. On the destination computers, run LoadState.exe from the network drive or removable
drive to apply the files and settings in the migration store.
This process is commonly run as part of a Windows PowerShell or startup script to migrate
profiles on multiple computers or across an enterprise.

EXAM TIP

While you won't be asked to construct command-line arguments for ScanState.exe or
LoadState.exe, you might be asked on the test to choose a command that exhibits proper
syntax. To understand the syntax for the USMT commands thoroughly, study the USMT
technical reference at https://technet.microsoft.com/en-us/library/mt299211(v=vs.85).aspx.
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Thought experiment
Supporting a BYOD device
In this thought experiment, apply what you've learned about the objective. You can

find answers to these questions in the “Answers” section at the end of this chapter.

You are the network administrator of a 2012 Active Directory domain. All 20 client
computers run Windows 10. One of your users purchased her own computer and
brought it to work, and it too runs Windows 10 Enterprise. You approve the com-
puter and join it to the domain. There are some issues, though.

1. After logging on to the domain, the user can’t access her personal data. What
should you do?

2. You want the data the user would normally save to her Documents folder to
instead be saved to a share on the network. What should you do?

3. The user wants her local user profile to follow her from computer to computer.
What should you do?

Objective summary

m You can configure user profiles to support user environments in Windows with local
profiles, roaming profiles, and mandatory profiles.

m You can change the default location for several folders in the user profile to another
location, including a network location.

m You can use the USMT to migrate user profiles and user files for one or many Windows
computers.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1. Three family members share a single computer. All of their documents are saved in
a single Documents folder, as is the case with their pictures, videos, and music. All of
their data is mixed together, and this is causing problems. You've determined that they
are all using the same user profile. What should you do first to remedy this?

A. Configure a new folder location for each of the default folders.
B. Configure a roaming-user profile for each user.
C. Apply passwords to each user account.

D. Create a user account for each user.
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2. What happens when a user who has been assigned a mandatory user profile makes
changes to the desktop background and screensaver?

A. The changes are saved to the user profile when the user logs off because it is ac-
ceptable to change personalization options.

B. The user can't make these kinds of changes, so the question itself is invalid.
C. The changes are not saved to the user profile when the user logs off.
D. The Ntuser.man file is renamed Ntuser.dat.
3. Where do you configure folder location?
A. The Location tab in the Properties dialog box of the default folder
B. The Sharing tab in the Properties dialog box of the default folder
C. The Settings app, on the Sync Settings tab

D. From File Explorer, map a network drive

Objective 2.2: Configure Hyper-V

In Windows 10, Hyper-V provides a virtualization platform that enables you to run virtual ma-
chines hosted on a Windows 10 computer. These virtual machines run on the same platform
as Hyper-V in Windows Server products, which makes Windows 10 a capable environment for
building and testing virtual machines destined for the production virtualization environment.
This chapter will familiarize you with the primary functionality and components of Hyper-V.

This objective covers how to:

m Create and configure virtual machines
m Create and manage checkpoints

m Create and configure virtual switches
m Create and configure virtual disks

m Move virtual machine storage

Create and configure virtual machines

Prior to creating virtual machines, you need to ensure that your Windows 10 computer sup-
ports Hyper-V and that the Hyper-V feature is installed. To support Hyper-V, your Windows
10 computer must meet the following minimum requirements:

m  Windows 10 Professional or Enterprise, 64-bit edition
m A processor that supports Second Level Address Translation (SLAT)
m 4 GB of RAM

m  BIOS or UEFI-level hardware virtual support
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Enabling the Hyper-V feature

To enable the Hyper-V feature, open Programs And Features in Control Panel and click Turn
Windows Features On Or Off. In the Windows Features dialog box, expand Hyper-V and se-
lect all of the check boxes under the Hyper-V node, as shown in Figure 2-4.

Windows Features - O *

Turn Windows features on or off [ 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[1| | Active Directory Lightweight Directory Services

[ | Embedded Boot Experience

[l | Embedded Logen

[ | Embedded Shell Launcher

= Hyper-V

= Hyper-V Management Tools
Hyper-V GUI Management Tools
Hyper-V Medule for Windows PowerShell

= Hyper-V Platferm
Hyper-V Hypervisor
Hyper-V Services

FA Internet Fynlorer 11 b

Cancel

Figure 2-4 Enabling the Hyper-V feature

Q/ EXAM TIP

You can enable Hyper-V in Windows PowerShell with the following cmdlet:

Enable-WindowsOptionalFeature -FeatureName Microsoft-Hyper-V -All

Creating a virtual machine

Hyper-V Manager (pictured in Figure 2-5) is the GUI tool that you use to perform Hyper-V
configuration tasks.
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3 Hyper-V Manager — u] X
File Action View Help

=5 B

Ha oFFicEPC Virtual Machines

53 Hyper-V Manager Actions

Neme State CPUUsage  Assigned Memory  Uptime Status
New

No virtual machines were found on ths server. [ Import Virtual Machine...
[ Hyper-V Settings...
I Virtual Switch Manager...

& Virtual SAN Manager

7 Edit Disk...
) Inspect Disk...
(@) Stop Service
7 Remove Server
(3 Refresh
View

Help

< >

Checkpoints ®|

Details

No item selected

OFFICEPC -

FIGURE 2-5 The Hyper-V Manager console

To create a virtual machine, perform the following steps:

1.
2.

In Hyper-V Manager, from the Action menu, click New, and then click Virtual Machine.

Click Next to start the creation process.

Specify the name and location of the new virtual machine. It's best, for now, to keep
the default location, so click Next.
Choose the Generation option that best suits your needs and click Next:

m Generation 1 supports the same virtual hardware that the previous version of
Hyper-V did. You can use it on operating systems including Windows Server 2008
and Windows 7, among others.

m Generation 2 supports Secure Boot, SCSI boot, and PXE boot using a standard net-
work adapter. Guest operating systems must run at least Windows Server 2012 or a
64-bit version of Windows 8 or later.

Enter the amount of startup memory required and choose whether to use dynamic
memory for this machine. Click Next.

On the Configure Networking page, click Next. You'll only see options here if you've
previously created Network Switch settings.

Verify that the Create A Virtual Hard Disk option is selected and that the settings are
correct. Click Next.

Objective 2.2: Configure Hyper-V
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8. For our example here, leave Install An Operating System Later selected and click Next
(you could opt to install an operating system now, though).
9. Click Finish (note the new virtual machine in the bottom pane of the Hyper-V Manager).

10. Leave the Hyper-V Manager open.

Configuring a virtual machine

There are several configuration tasks that you can perform on a virtual machine, including the
following:

m Change memory and processor settings. The virtual machine must be in a Stopped
state to perform either of these on a Generation 1 virtual machine, but memory set-

tings can be modified on a Generation 2 virtual machine while the virtual machine is
running.

m Attach or detach virtual hard disk (VHD) files.
m Change network adapter settings.
m Attach virtual DVD or floppy-disk media.

To configure a virtual machine, right-click the virtual machine in Hyper-V Manager, and

then click Settings. In the GUI, all settings can be configured in the Settings For dialog box, as
shown in Figure 2-6.

27 Settings for Windows 10 on HVA

x
Windows 10 ~ 4 b [Q
& _Hardware A | ¥ AddHardware
HilAdd Hardware
o B105 You can use this setting to add devices to your virtual machine.
Boot from D Select the devices you want to add and dick the Add button.
B8 Memory SCSI Controller
2048 MB

Network Adapter

3 Frocessor
1 Virtual processor
= B IDE Controller 0
(@ Hard Drive

E i IDE Contraller 1
&4 DVD Drive
None
& 5CSI Controller
10 Network Adapter
Externall
7 com1
None
7 com2
None
[ Diskette Drive
None

&

Win10 Test_14C4F3DAFS...

[ Name
Windows 10

%] Integration Services
All services offered

(&1 Snapshot File Lacation
D:Hyper-V

i smart Paging Fie Location
D:Hyper-V

¥ Automatic Start Action
Restartif previously running

Legacy Network Adapter
Fibre Channel Adapter
RemoteFX 30 Video Adapter

Add

You can increase the storage avalable to a virtual machine by adding a SCSI controller
and attaching virtual hard disks to it. A SCSI controller requires integration services in
the guest operating system. Do not attach a system disk to a SCSI controller. System
disks must be attached to an IDE controller.

Cancel Apply

FIGURE 2-6 The Settings For dialog box
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NOTE EXPLORING VIRTUAL MACHINE SETTINGS

You need to explore all of the options in the Settings For dialog box, as shown in Figure 2-6.

Configuring virtual machines by using Windows PowerShell

Windows 10 contains a full set of Windows PowerShell cmdlets that you can use to config-
ure your virtual machine. Windows PowerShell can help to ease administrative effort when
performing repetitive configuration tasks or configuration tasks that need to be performed
on multiple VMs.

NOTE HYPER-V CMDLETS IN WINDOWS POWERSHELL

For a complete list of cmdlets that you can use to configure Hyper-V, visit
https://technet.microsoft.com/en-us/library/hh848559(v=wps.630).aspx.

WINDOWS POWERSHELL DIRECT

Windows PowerShell Direct is a new Hyper-V feature in Windows 10. Windows PowerShell
Direct enables you to run PowerShell commands remotely on a Windows Hyper-V virtual
machine without starting an active Hyper-V console session on the host computer.

The way Windows PowerShell Direct works is similar to Windows PowerShell remoting,
except that with Windows PowerShell Direct, you can specify the name of a virtual machine
being hosted on the computer rather than on a remote network computer. For example,
both of the following commands enable you to run Windows PowerShell cmdlets on a virtual
machine:

Enter-PSSession -VMName VMName

Invoke-Command -VMName VMName -ScriptBlock { commands }

Create and manage checkpoints

Checkpoints are used to save the state of a virtual machine (VM). A checkpoint includes all of
the contents on the hard disk, along with virtual machine configuration settings. If you need
to return a virtual machine to a configuration that existed at a previous point in time, you can
restore a checkpoint if one has been made. You create checkpoints manually, either through
Hyper-V Manager or by using the Checkpoint-VM cmdlet for Windows PowerShell.

CREATE A CHECKPOINT
To create a checkpoint, perform the following steps:

1. In Hyper-V Manager, right-click the VM for which you want to create a checkpoint.
2. Inthe menu, click Checkpoint.

3. The new checkpoint will appear in the Checkpoints pane, as shown in Figure 2-7.

Objective 2.2: Configure Hyper-V
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Virtual Machines
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S New Vitual Machine Off
< >
Checkpoints &)
El-Siz New Vitual Machine - (8/11/2015 - 10.27.48 PM)
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FIGURE 2-7 A checkpoint created for a virtual machine in Hyper-V Manager

RESTORE A CHECKPOINT

To restore a checkpoint for a virtual machine, right-click the checkpoint that you want to
restore, and then click Apply. After the checkpoint is applied, the virtual machine will return
to the state it was in when the checkpoint was taken.

NOTE DIFFERENCING DISKS

A differencing disk is a virtual hard disk (VHD) you create to quarantine changes you've
made to a VHD or the guest operating system. You store these changes in a separate file.
The differencing disk is associated with another VHD (that already exists) and can be any
kind of virtual disk. You choose the disk when you create the differencing disk. This VHD is
called the parent disk, and the differencing disk is the child disk.

Create and configure virtual switches
Virtual switches enable you to control how your virtual machines are connected to each other,
the host computer, and the rest of your network.

There are three types of virtual switches in Hyper-V:

m External Lets the VM connect to a physical NIC on the computer to communicate
with the external network, in the same logical way that the host computer is connected
to the network

m Internal Lets the VM communicate with the host computer and other virtual ma-
chines connected to the same switch

m Private Enables the virtual machine to communicate only with other virtual machines
connected to the same switch
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EXAM TIP

It is very likely that you'll be asked a question on the exam about the three different types

of virtual switches. You need to ensure you understand the functionality of each virtual

switch type.

To create a virtual switch, perform the following steps:

5.
6.

In the Hyper-V Manager, click Action, and then click Virtual Switch Manager.

In the Virtual Switch Manager For window, select the type of switch to create (you can
select External here, if you're performing these steps).

Click Create Virtual Switch.

From the drop-down list under What Do You Want To Connect This Virtual Switch

To, select the external network to use, if applicable. For now, you need to select an Eth-
ernet-based solution. You can also enable virtual local area network (VLAN) identifica-
tion if the network switch is going to be used with a specific VLAN.

Click OK.

If prompted, click Yes to apply the changes.

After you have created the switch, you can test it. If you created an external switch, for
example, you can test connectivity to the Internet easily. You can also open the Virtual Switch
Manager from the Action pane displayed on the right in the Hyper-V Manager console and
rename the new switch.

Create and configure virtual disks

Virtual machines need VHDs to function. VHDs are files that you can transport on a USB flash
drive. These files are in the format of either VHD or VHDX. VHDs reside on the host computer
and contain either an operating system or data that is used by the virtual machines. You can
boot to a VHD if the host is running Windows 7 or later.

There are two main differences between the two types of VHD formats:

m VHD can be as large as 2048 GB (about 2 TB). You use this format when you know

you'll be running the VHD on older operating systems, specifically anything before
Windows Server 2012 and Windows 8.

VHDX can be much larger, up to 64 TB. It is not compatible with versions of Hyper-V
or operating systems created before Windows Server 2012 or Windows 8. You use this
format when you know you'll be using the VHD on compatible machines. VHDX also
provides the following benefits:

m Protection against data corruption when there is a power failure (because updates
are logged effectively)

m |mproved performance on large-sector disks

m Larger block sizes for dynamic and differencing disks to enhance performance

Objective 2.2: Configure Hyper-V
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m Custom metadata that can be used to record information about the file, such as
operating system version, among other things

m The use of “trim” technology to reduce file size and to access and use free disk
space (“trim” requires disks to be directly attached to the VM, and hardware must
be compatible)

To create a VHD from the Hyper-V Manager, perform the following steps:

1. Inthe Action pane, click New, and then click Hard Disk.

2. Select the file type format to use (VHD or VHDX), the Size (Fixed, Dynamically Expand-
ing, or Differencing), Name, and Location, and then opt how to configure the disk. If
you want to apply the VM you created in this section, in the Name box you'll need to
type the name of the VM to use. When prompted, create a new blank VHD.

3. You can now attach the hard disk to a VM, export it, import it, inspect it, or perform
other administrative tasks, as necessary.

Move virtual machine storage
The easiest way to move a VM is to shut it down, export it to the new disk, and then import
it to the new location. You might need to export a VM from your production environment,
open it somewhere else (perhaps on your desktop with Client Hyper-V), perform any required
troubleshooting, and then export it back to the production environment.
To move a virtual machine, follow these steps:
1. Inthe Hyper-V Manager Wizard, right-click the VM to move and click Shut Down. Click
Shut Down again to verify.
2. Wait until the state of the VM shows Off. Then right-click the VM and click Export.
3. Specify where to save the file or click Browse to choose a location. If you receive an
Error message, save to a different location or create a subfolder.
4. Click Export.
5. If desired, open the folder that contains the exported VM and note the subfolders:
Snapshots, Virtual Hard Disks, and Virtual Machines.

When you import the VM, you work through a similar wizard that prompts you to browse
to the VM, select the VM, and provide other necessary details. Once you've specified these
details, you are prompted to select an Import Type. The three options are described here:

m Register The Virtual Machine In-Place (Use The Existing Unique ID For The
VM) If you only need to start using the VM where it is currently stored and you don't
want to move it or copy it, choose this option.

m Restore The Virtual Machine (Use The Existing Unique ID For The VM) If your
VM files are stored on a file share, a removable drive, a network drive, and so on, and
you want to move the files, choose this option.
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= Copy The Virtual Machine (Create A New Unique ID For The VM) If you have a

folder of VM files that you want to import multiple times (perhaps you are using them
as a template for new VMs), choose this option and copy the files.

To import a VM, perform the following steps:

1.
2.

Open Hyper-V on the target computer.
In the Actions pane, click Import Virtual Machine.
Click Next on the Import Virtual Machine Wizard.

Click Browse to locate the top-level folder associated with the export process, and then
click Next.

Select the VM to import, and then click Next.

Read the options available to you and choose how to register the VM. (Here we restore
the VM and use the existing unique ID.) Click Next.

Accept the default store folder for the VM files, and click Next. If you receive an Error
message, create a new folder inside the default store to hold the files.

Accept the default store folder for the VHDs, and click Next. If you receive an Error
message, create a new folder inside the default store to hold the VHD.

Click Finish.

Thought experiment
Creating a virtual machine

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You need to create a VM using a Windows 10 computer as the host that you can
move from computer to computer on a USB drive. You'll be using the VM on a
Windows Server 2012 computer in the production environment. The VM needs to
support Secure Boot and PXE Boot. Answer the following questions:

1. When you create the VM, which Generation option should you choose?

2. Will you need a valid product ID for the operating system you will be installing
on the VM?

3. You want the VM to be able to communicate with other VMs on the host
computer, but not with any host computer directly. What type of virtual switch
should you configure?

4. When you configure your VHD, what file format should you use?

5. To export the VM stored on the USB drive, which export option should you
choose?

Objective 2.2: Configure Hyper-V
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Objective summary
m To use Hyper-V in Windows 10, the host computer must:
m Have Windows 10 Professional or Enterprise 64-bit installed.
m Have a compatible Second Level Address Translation (SLAT) processor.
m Have 4 GB of RAM and BIOS-level hardware virtualization support.

m You create VMs in order to use a single computer to house multiple operating systems
to test various hardware and software scenarios as well as to save money, resources,
space, power consumption, and more.

m Checkpoints let you take snapshots of the configuration of a VM. You can restore to a
saved checkpoint at any time.

m Virtual switches can be used to configure the network environment and to separate
and secure multiple VMs.

m Virtual disks let you port VMs and are saved as either VHD or VHDX file formats. VHDX
is the newer format and is compatible only with Windows Server 2012 or later and
Windows 8 or later.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “"Answers” section at the end of this chapter.

1. You are trying to install Hyper-V from Control Panel, using the Turn Windows Features
On Or Off option, on a computer running Windows 10 Professional. However, Hyper-V
Platform is unavailable and can't be enabled. What is the reason for this?

A. The processor doesn't support SLAT.
B. The computer must be running Windows 10 Enterprise.
C. The computer is running a 32-bit operating system.

D. You can'tinstall the Hyper-V Platform from here; you have to run the Windows
PowerShell command: Enable-WindowsOptionalFeature —FeatureName Microsoft-
Hyper-V -All.

2. In which pane of Hyper-V Manager do you configure host networking and settings,
import virtual machines, and create new virtual machines?

A. Hyper-V Hosts
B. Checkpoints
C. Details

D. Actions
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3. You are creating a VM and need it to be backward-compatible with operating systems
prior to Windows Server 2012 and Windows 8. Which of the following describes the
type of VM you need to create?

A. Generation 1 with Integration Services
B. Generation1
C. Generation 2
D. Generation 2 with Integration Services

4. Which of the following is not a type of virtual switch?

A. Internal
B. External
C. Public
D. Private

5. What are some advantages of using the VHDX format for your VHD files (instead of the
VHD format)? (Choose all that apply)

A. Protection against data corruption when there is a power failure (because updates
are logged effectively)

B. Improved performance on large sector disks
C. Larger block sizes for dynamic and differencing disks to enhance performance

D. The ability to create differencing disks

Objective 2.3: Configure mobility options

Many Windows 10 computers, such as laptops and tablets will not remain stationary in an
office, but be used as mobile devices, moving from location to location. You need to under-
stand the considerations for mobile devices pertaining to power and battery configuration,
file synchronization, and network connectivity. This chapter will show you how to configure
mobility options in Windows 10.

This objective covers how to:
m Configure offline file policies
m Configure sync options
= Configure power policies
m Configure Windows To Go

= Configure Wi-Fi Direct
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Configure offline file policies

Remote connectivity for mobile devices has become increasingly more common through
virtual private network (VPN) and DirectAccess, in conjunction with Wi-Fi and mobile
broadband network connectivity. In a remote connectivity situation, users can connect
to network file servers when they are away from the office. However, there are instances
when no connection can be made, and users still need access to their files. You can allow
offline access for your Windows 10 users by configuring Offline Files and then creating
policies to manage it.

When the Offline Files feature is enabled, specified network files are cached locally for
offline access when the device isn't connected to the corporate network. A Windows 10 com-
puter will access the local cache in the following scenarios:

m The Always Offline Mode has been enabled. This feature provides faster access to files
and uses less bandwidth by letting the user always work offline, even when a connec-
tion is available.

m  Cost-Aware Synchronization is configured and enabled. This helps users avoid high
data-usage costs from synchronization while using metered connections that have us-
age limits or while roaming on a different network.

m The server is unavailable due to a network outage or server malfunction, or the net-
work connection is slower than a threshold you've configured, and thus working offline
could be more efficient for the user.

m  The user manually switches to Offline Mode (perhaps to optimize bandwidth usage on
a metered connection) by clicking the Work Offline button in File Explorer.

EXAM TIP

To synchronize a Windows 10 computer with a network folder, you can browse to the
folder using File Explorer, right-click the folder name, and select Always Available Offline.
Windows 10 does the rest and copies the contents of the selected folder to the local hard
drive. Along those lines, administrators can prevent users from saving offline copies of
files. Administrators use the Advanced Sharing dialog box and click Caching to open the
Offline Settings dialog box. There they can configure specific settings.

Administrators create policies that define the use of Offline Files, either in a domain or on
the local machine. Those policies can be located in the applicable Group Policy Editor. Two
policies are discussed here—enabling Always Offline Mode and enabling File Synchronization
On Costed Networks—but you need to become familiar with all of the Group Policy options
for working with Offline Files.

To enable the Always Offline Mode, use Group Policy to enable the Configure Slow-Link
Mode policy setting and set the latency to 1 (millisecond). Doing so causes client computers
running Windows 8 or later and Windows Server 2012 or later to automatically use the Always
Offline Mode. Follow these steps:
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1. Open Group Policy Management Console.
2. Right-click the Group Policy Object (GPO) you want to use and click Edit.

3. Navigate to Computer Configuration, Policies, Administrative Templates, Network,
Expand Offline Files.

4. Right-click Configure Slow-Link Mode and click Edit.
5. Click Enabled.
6. In the Options box, click Show (you might have to scroll).

7. Inthe Value Name text box, specify the file share for which you want to enable Always
Offline Mode or type *. to enable this for all file shares.

8. Inthe Value box, type Latency=1, and then click OK.
9. Click OK again.

To enable background file synchronization of Offline Files for a group of users while using
metered connections, use Group Policy to enable the Enable File Synchronization On Costed
Networks policy setting for the appropriate GPO by following this procedure:

1. Open Group Policy Management Console.
2. Right-click the GPO you want to use and click Edit.

3. Navigate to Computer Configuration, Policies, Administrative Templates, Network,
Expand Offline Files.

4. Right-click Enable File Synchronization On Costed Networks, and click Edit.
5. Click Enabled.
6. Click OK, and then click OK again.

EXAM TIP

Explore each entry available from the Offline Files options in Group Policy, including but
not limited to Configure Slow Link Speed, Synchronize All Offline Files Before Logging Off,
Synchronize All Offline Files When Logging On, and Enable Transparent Caching.

Configure sync options

This objective focuses on configuring sync options, not on creating sync partnerships. How-
ever, you need to know how to create a sync partnership anyway, so we briefly cover that
here. With that done, you'll review how to configure sync options in Sync Center, including
scheduling when syncing should happen and under what circumstances.

Sync Center and configuring sync options

To practice with Sync Center and configure options you need to first create a sync partnership
on a computer running Windows 10. To do this, navigate to a share on a different computer
or file server, right-click that share, and click Always Available Offline. After that is done, on
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that same Windows 10 computer, open Sync Center. You can access Sync Center (shown in
Figure 2-10) from Control Panel when viewing in the Large icons or Small icons view. Make

a note of the options on the left side before continuing you can use these once after sync-
ing is configured, to manage syncing. One option, Manage Offline Files, lets you view the
Offline Files dialog box, where you can disable offline files, view offline files, check disk usage,
encrypt your files, and more.

& Sync Center - m] *

« v @ » Control Panel » All Control Panel lterns » Sync Center » v O Search Sync Center -l

Control Panel Home . P
Keep your information in sync

® View sync partnerships View recent sync activity, sync now, or change your sync settings.

View sync conflicts
View sync results Stop All (]
Set up new sync partnerships Folders (1) ~
Manage offline files Offline Files Progress:

MNetwork files available offline Status: Sync in progress

Offline Files allows you to access network files while ...

Unspecified (3) ~

@ Conflicts
@ Sync Results
@ Sync Setup

FIGURE 2-10 The Sync Center

In Sync Center, once a sync partnership is available, you can opt to sync everything, or you
can select the Offline Files folder, click Schedule (not shown), and follow the wizard to config-
ure sync settings. There are two options:

m At A Scheduled Time; for example, every Monday at 11 A.M. or every day at 2 A.M.
m  When An Event Occurs; for example, every time you log on to your computer

Depending on your choice, you can opt for more scheduling options, such as only syncing
when the computer has been idle for a specific amount of time or if the computer is running
on external power (and not on its battery).

Configure power policies
You can switch power plans in Control Panel by selecting Hardware And Sound, Power Op-
tions. From there, you can also configure these options:

m Require a password on wakeup
m Choose what the power buttons do
m Choose what closing the lid does

m Create a power plan
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m Choose when to turn off the display
m Change when the computer sleeps

If you aren’t already familiar with these features, take some time now to explore them.
Make sure to create your own personal power plan by using the Create A Power Plan option
in the Tasks pane of the Power Options dialog box, because you might see something about
that on the exam. You might also be asked to state how many minutes must pass for each of
the three default plans (Balanced, High Performance, Power Saver) before the computer goes
to sleep or turns off the display, when running on its battery, or when plugged in. Addition-
ally, and you can explore this on your own, you'll need to know how to monitor battery usage
from the Notification area of the Taskbar and how to change common mobility settings such
as the power plan type, display brightness, and so on.

Beyond these end-user tools for managing power, there are other power-related items on
which you'll be tested, including how to use the command-line tool Powercfg.exe to view and
export power plans and configure power policies using Group Policy. Because these are less
common and likely less familiar, these concepts will be covered here.

Using Powercfg.exe

Powercfg.exe is a command-line tool you can use to configure settings that aren’t available
from Control Panel or Group Policy. One of the things you can do here is to export a power
management plan to a file and then import it to another computer. To get a list of the avail-
able power plans using this command, type powercfg.exe -list at a command prompt. If
you haven't yet created any custom plans, you'll only see the three default plans that come

with Windows 10, as shown in Figure 2-8. Choose the plan to export and note the GUID value.

To export the policy, type powercfg.exe —export power.pow GUID (where this is the GUID
value for the plan to export).

Bl Command Prompt — d *

FIGURE 2-8 The default Windows 10 power plans, as shown by Powercfg.exe
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There are some other parameters you can use with Powercfg.exe, and they are listed here:
http://technet.microsoft.com/en-us/library/cc748940(v=WS.10).aspx. You need to review these
so that you are familiar with everything that's offered. Here are a few you might want to try
now, just to get a feel for the command:

B -changename
B -delete

B -setactive

B -deviceenablewake and -devicedisablewake

Creating power policies

As with most Windows 10 components, you can use Group Policy to set policies related to
the available power plans. Use the Group Policy Management Editor to navigate to Computer
Configuration, Administrative Templates, System, Power Management. When you expand
Power Management in the left pane you can see the additional containers: Button Settings,
Hard Disk Settings, Notification Settings, Sleep Settings, and Video And Display Settings. In
the right pane you can see two options: Specify A Custom Active Power Plan and Select An
Active Power Plan. The available options from Windows 10, using the Local Group Policy
Editor are shown in Figure 2-9. As with any other Group Policy, you double-click the policy to
access the options to configure it.

1/ Locel Group Policy Editer
File Action View Help

LIS EE 7B 4

~ [ system
7] Access-Denied Assistance
| Audit Process Creation
| Credentials Delegation
| Device Guard
| Deviee Installation
| Device Redirection
| Disk NV Cache
I Disk Quotas
| Distributed COM
| Driver Installation
| Early Launch Antimalware
| Enhanced Storage Access
| File Classification Infrastructure
| File Share Shadow Copy Provider
7 Filesystem
| Folder Redirection
I Group Policy
7 Intemet Communication Management
o iscsl
9 KDC
| Kerberos
7 Locale Services
I Logon
| Mitigation Options
| NetLogon
| Power Management
I Button Settings
] Herd Disk Settings
Notification Settings

Sleep Settings
Video and Display Settings

7

| Remote Assistance
Remote Procedure Call

|2 setting(s)

Power Management

Select an item to view its description

Setting

JButton Settings

] Hard Disk Settings

Notification Settings

Slesp Settings

Jvideo and Display Settings

[l specify a custom active power plan
[E]Select an active power plan

State

Not configured
Not configured

Comment

Extended /{ Standard

FIGURE 2-9 The Power Management node in the Local Group Policy Editor

When you click one of the five nodes under Power Management, more options appear.
You can control every aspect of power management here. For instance, in the Sleep Settings

node, you can configure, enable, and disable the following (and more):
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Specify the system sleep timeout (plugged in)

Specify the system sleep timeout (on battery)

Require a password when the computer wakes (plugged in)
Require a password when the computer wakes (on battery)
Allow standby states (S1-S3) when sleeping (plugged in)
Allow standby states (S1-S3) when sleeping (on battery)

You need to explore all of the policies in every node before continuing.

Configure Windows To Go

Windows To Go enables users to run Windows 10 from a USB flash drive. Users can plug the
Windows To Go flash drive in any computer that supports USB boot. It's like having a PC in
your pocket. However, it does have limitations and specific requirements:

The host PC must meet the Windows 7 Certification requirements, but it can run any
operating system. Those requirements are available here: http://msdn.microsoft.com/
en-us/library/windows/hardware/dn423132. They include, but are not limited to, USB
boot compatibility, 1 gigahertz (GHz) or faster processor, 2 GB or more RAM, DirectX 9
graphics device with Windows Display Driver Model (WDDM) 1.2 or greater driver, and
an available USB 2.0 port or greater.

Windows To Go is not intended to replace desktops, laptops, or mobile devices such as
tablets. It is meant to support short-term, alternative workplace scenarios.

Windows To Go is only available for Enterprise customers who are part of the Microsoft
Software Assurance program.

Internal disks are offline to ensure data isn't accessed from the Windows To Go device.
Likewise, if a Windows To Go drive is inserted into a running system, the Windows To
Go drive will not be listed in File Explorer by default.

Trusted Platform Module (TPM) can't be used because TPM is tied to a specific com-
puter and Windows To Go drives are associated with multiple computers.

Hibernate is disabled by default in Windows To Go, although this can be changed in
Group Policy settings.

Windows Recovery Environment isn't available, and neither is refreshing or resetting. If
there is a problem with Windows To Go, the drive needs to be reimaged.

In addition to the USB boot support in the BIOS, the Windows 10 image on the Win-
dows To Go drive must be compatible with the processor architecture and firmware
type (32-bit Windows To Go on 32-bit hosts, 64-bit Windows To Go on 64-bit hosts for
Unified Extensible Firmware Interface [UEFI] BIOS, and 32-bit Windows To Go on 64-bit
Legacy BIOS).

Objective 2.3: Configure mobility options

63


http://msdn.microsoft.com/en-us/library/windows/hardware/dn423132
http://msdn.microsoft.com/en-us/library/windows/hardware/dn423132

64

Consider the following Windows To Go features:
m Store apps can roam between multiple PCs on a Windows To Go drive.

m Windows To Go will detect all hardware on the host computer and install necessary
drivers. When the Windows To Go workspace is used again on that same computer, it
will recognize it's already been used and load the correct set of drivers automatically.

m Administrators can create Windows To Go drives using the same deployment tools
they use to deploy Windows in an enterprise, namely DiskPart and the Deployment
Image Servicing and Management (DISM) tool. When creating an image, make sure to
include everything you'll need, such as device drivers, sync tools, and remote connec-
tivity options if used outside the company network.

m  Windows To Go is best configured on certified Windows To Go USB drives. The drives
must be USB 3.0, although they can be used in USB 2.0 ports on a host computer.

There are also a few Group Policy settings for Windows To Go. You can find those set-
tings in Computer Configuration, Administrative Templates, Windows Components, Portable
Operating System. You can enable or disable these to manage hibernation options and sleep
states, and to set default startup options. To learn more about these settings, double-click an
option to review and read the relevant information in the Help window. The Help information
for Allow Hibernate (S4) When Starting From A Windows To Go Workspace offers this: speci-
fies whether the PC can use the hibernation sleep state (S4) when started from a Windows To
Go workspace. It goes on to explain that if enabled, the PC can hibernate; if disabled, the PC
can't hibernate.

On the host side, users can search for Windows To Go from the Start screen and click
Change Windows To Go Startup Options. From there, they can enable the host to boot from
a Windows To Go workspace. To boot to the Windows To Go workspace, insert the USB drive
and do one of the following:

m [f the computer has already been configured to boot to the USB drive and a Windows
To Go workspace, as shown in Figure 5-19, the user can simply reboot or turn on the
computer.

m [ the computer is not USB-boot enabled, the user can reboot the computer, press the
required key combination to access the boot menu (perhaps F12 or F2), and choose
the USB Drive from the list.

m [f the computer is turned on and the operating system is available, the user can use the
Advanced Startup options to reboot using a device. You'll find that in the Settings app,
under Update And Recovery, Recovery.

Creating a workspace by using the Windows To Go Workspace Wizard
To create a Windows To Go workspace on a USB drive, you need to work through the Create
A Windows To Go Workspace Wizard. There's a video on TechNet that shows you all of the
steps for doing so (although it is on a Windows 8 machine and not on Windows 10) at: http.//
technet.microsoft.com/en-us/windows/dn127075.aspx. The basic steps are outlined next.
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1. Mount the Windows 10 installation file or image on the Windows 10 Enterprise com-
puter.

2. Insert the certified Windows To Go 3.0 USB drive into an available USB port and start
the Create A Windows To Go Workspace Wizard.

3. Work through the wizard to do the following:
m Select the USB flash drive to use.
m Select the image to use.

= Opt whether to protect and encrypt the drive with BitLocker and a password, which is
a good idea because USB drives are prone to being misplaced or stolen.

m  Opt whether to boot to the new Windows To Go workspace now.

Creating a workspace by using Windows PowerShell

You can use Windows PowerShell to create a Windows To Go workspace. Although the wizard
is easier to use, you'll need to use Windows PowerShell if you want to automate or customize
the process or if you want to create multiple workspaces simultaneously. The script required to
perform these tasks is quite complex and includes preparing the flash drive with a system par-
tition and a Windows partition and assigning drive letters. You'll have to apply the image using
the available Deployment Image Servicing and Management (DISM) tools. You can use the
BCDboot command-line tool to install the applicable boot files for both UEFI and BIOS. There
are quite a few steps involved, but in an enterprise it's worth the effort. You can view a sample
Windows PowerShell script here: http://technet.microsoft.com/en-us/library/jj721578.aspx.

Configure Wi-Fi Direct

Windows 10 computers can now directly connect to compatible devices one on one, using
Wi-Fi Direct, without requiring an intermediary like a router or network access point. Users
might use these types of connections to quickly transfer files to other workers using a com-
puter-to-computer connection, or they might even transfer media or perform media stream-
ing to other devices. You'll need to use Netsh to pair the two devices, only one of which has
to support Wi-Fi Direct. Once connected, the connected device will appear in the Settings
apps in the same way other devices do when they are connected.

You'll combine Netsh with wireless local area network (WLAN) and the desired parameters
to connect with Wi-Fi Direct. Here are some of the available parameters you can use with
Netsh WLAN at an elevated command prompt:

m Connect This parameter connects to a wireless network. You'll have to use connect
name= to input the profile name and service set identifier (SSID)= to input the SSID.

m Export hostednetworkprofile This parameter saves WLAN profiles to Extensible
Markup Language (XML) files.

m Refresh hostednetwork This parameter refreshes hosted network settings.
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Set This parameter sets configuration information. You'll have to add tags such as the

SSID, name of the profile, and so on.

Show all This parameter displays information for all networks that are currently vis-

ible. Figure 5-17 shows the partial results of running this command.
Start hostednetwork This parameter starts the hosted network.

Stop hostednetwork This parameter stops the hosted network.

Thought experiment
How to configure Offline Files

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You have users who need access to the files stored in the file servers of your com-
pany, no matter where they are. You have configured Offline Files to enable this. It's
working well except that when the users are on metered connections or are roam-
ing with a cellular connection, the costs are high. You want to reduce—or better
yet, eliminate—these costs. All users are running Windows 10.

1. What feature available with Offline Files would you enable in Group Policy to
help users avoid high data-usage costs from synchronization while using me-
tered connections that have usage limits or while roaming on another network?

2. What feature available with Offline Files would you enable in Group Policy to
provide fast access to files while also limiting the bandwidth used by having the
users work offline even if a connection is available?

3. You also want users to work offline when they aren’t on metered networks if the
connection is very slow. You've configured a threshold for this in Group Policy.
Does the user need to do anything when this threshold is met?

4. Can you configure Offline Files and these settings if your servers are running
Windows Server 2008 R2?

Objective summary

The Offline Files feature enables users to work with their personal files even when they
aren't connected to the network. Administrators can control behavior through Group
Policy settings.

Power plans help users to manage battery life on mobile devices. Administrators can
manage power plans by using the Powercfg.exe tool and Group Policy.

Windows To Go enables users to run Windows 10 from a USB flash drive.

Wi-Fi Direct lets users share files without an intermediary network device.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.
1. How do you enable Always Offline Mode?
A. Use Group Policy to enable the Configure Slow-Link Mode policy setting and set
Enable Transparent Caching to Enabled.
B. Use Group Policy to enable the Configure Slow-Link Mode policy setting and set
the latency to 1 (millisecond).

C. Use Group Policy to enable the Configure Slow-Link Mode policy setting and set
the latency to 0 (millisecond).

D. Open Sync Center and click Offline Files. Click Schedule and configure the schedule

to only sync manually.

2. You need to export a power plan you've created in the Power Options pane. What two
commands do you use to achieve this? (Choose all that apply.)

A. powercfg.exe —list

B. powercfg.exe —export power.pow GUID (where this is the GUID value for the plan
to export)

C. powercrg.exe —show all
D. powercfg.exe —export GUID (where this is the GUID value for the plan to export)

3. What is the first thing end users need to do before they configure sync options in Sync
Center?

A. In Sync Center, click Offline Files and then click Schedule to configure when to sync
files.

B. In Sync Center, click Set Up New Sync Partnerships and in the right pane, click Set
Up New Sync Partnerships.

C. In Sync Center, click Manage Offline Files and on the General tab, click Enable Of-
fline Files.

D. Navigate to a share on a different computer or file server, right-click that share,
and click Always Available Offline.

4. Which of the following is a limitation of Windows To Go?

A. Windows To Go is only available for Enterprise customers who are part of the Mi-
crosoft Software Assurance program.

B. TPM can't be used because it is tied to a specific computer and Windows To Go
drives are used on multiple computers.

C. Windows Recovery Environment isn't available, and neither is refreshing or reset-
ting. If there is a problem with Windows To Go, it needs to be reimaged.

D. All of the above.

Objective 2.3: Configure mobility options
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Objective 2.4: Configure security for mobile devices

You can prevent data from being accessed when mobile devices (or hard drives) are lost or
stolen. You can use the same technologies to protect against boot attacks, too, like rootkits.
There are other ways to secure devices, though, by using Group Policy settings, preventing
apps from obtaining a user’s location, encrypting data, using VPNs, and more. Here, you'll
review only about BitLocker and how to manage startup keys.

This objective covers how to:
m  Configure BitLocker

m Configure startup key storage

Configure BitLocker

BitLocker Drive Encryption lets you encrypt entire hard disks and disk volumes, which include
the Windows operating system drive, user files, and system files. You can use BitLocker to
protect 32-bit and 64-bit computers running Windows 10. On computers that have a trusted
platform module (TPM) version 1.2 or 2.0, BitLocker can also ensure that data is accessible
only if the boot components of the computer haven't been compromised (altered) and if the
disk is still installed in the original computer.

EXAM TIP

You can enable BitLocker before you deploy the operating system. When you do, you can
opt to encrypt used disk space only or encrypt the entire drive.

When using BitLocker, you have the option of requiring users to enter a password to
unlock the drive when they want to use it. You also have the option of requiring multifactor
authentication—perhaps by adding a smart card or a USB drive with a startup key on it—on
computers with a compatible TPM. BitLocker can also be managed through Group Policy.
For instance, you can require that BitLocker be enabled before the computer can be used to
store data.

EXAM TIP

Two partitions are required to run BitLocker because pre-startup authentication and
system integrity confirmation have to occur on a separate partition from the drive that is
encrypted.

You'll need to read all you can about BitLocker on TechNet, because there isn't enough
room here to discuss everything. Here, only the most basic information is listed. Refer to:
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http://technet.microsoft.com/en-us/library/hh831507.aspx#BKMK_Overview to learn more
about the following:

The requirements for hardware and software This includes TPM versions, BIOS
configuration, firmware requirements, drive size, and so on.

How to tell if your computer has a TPM An administrator might opt to type TPM.
msc and click Enter in a Run dialog box. An end user might opt to access Control
Panel, All Items, open BitLocker Drive Encryption and see if he can turn on BitLocker.

If a TPM isn't found, you'll have to set the required Group Policy to Require Additional
Authentication At Startup, which is located in Computer Configuration, Administra-
tive Templates, Windows Components, BitLocker Drive Encryption, Operating System
Drives. You need to enable this and then select the Allow BitLocker Without a Compat-
ible TPM check box.

What credentials are required to configure BitLocker Only Administrators can
manage fixed data drives, but Standard users can manage removable data drives (the
latter can be disabled in Group Policy). Standard users can also change the PIN or
password on operating system drives to which they have access via BitLocker.

How to automate BitLocker deployment in an enterprise One way is to use the
command-line tool Manage-bde.exe. Manage-bde command-line tools you might use
in your own work are detailed later in this section. There are other ways, including us-
ing Windows Management Instrumentation (WMI) and Windows PowerShell scripts.

The reasons why BitLocker might start in recovery mode Reasons include dis-
abling the TPM, making changes to the TPM firmware, making changes to the master
boot record, and so on.

How to manage recovery keys Recovery keys let you access a computer in the
event that BitLocker doesn't permit access. There are many ways to store these keys for
fixed drives, including saving them to a folder or your Microsoft account online, print-
ing them, and storing the keys on multiple USB drives.

NOTE USING BITLOCKER WITHOUT TPM

You can only enable BitLocker on an operating system drive without a compatible TPM if
the BIOS or UEFI firmware has the ability to read from a USB flash drive in the boot envi-
ronment. This is because BitLocker requires a startup key. If you do this, though, you won’t
be able to take advantage of the pre-startup system integrity verification or multifactor

authentication.

Objective 2.4: Configure security for mobile devices
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Configuring BitLocker in Control Panel

Before you configure BitLocker, there are a few more things to know. The first time you en-
able BitLocker, you'll be prompted to create a startup key. This is what's used to encrypt and
decrypt the drive. The startup key can be stored on a USB drive or the TPM chip. If you opt
for USB, you'll have to insert that USB drive every time you want to access the computer, and
you'll also have to enter the key. If a compatible TPM chip is used, the key retrieval is auto-
matic. You can also opt for a PIN. This can be created only after BitLocker is enabled. If you
lose the startup key, you'll need to unlock the drive using a recovery key. This is a 48-digit
number that can be stored in numerous ways, including on a USB drive.

There are five authentication methods for protecting encrypted data using BitLocker,
consisting of various combinations of TPM, startup PIN, and startup keys; just a TPM; or just a
startup key. Here is a brief summary of these options:

m TPM + startup PIN + startup key This is the most secure, but it requires three au-
thentication tasks. The encryption key is stored on the TPM chip, but an administrator
needs to type a PIN and insert the startup key (available on a USB drive).

m TPM + startup key The encryption key is stored on the TPM chip. In addition to this,
the administrator needs to insert a USB flash drive that contains a startup key.

m TPM + startup PIN The encryption key is stored on the TPM chip, and an adminis-
trator needs to enter a PIN.

m Startup key only An administrator needs to insert a USB flash drive with the startup
key on it. The computer doesn’t need to have a TPM chip. The BIOS needs to support
access to the USB flash drive prior to the operating system loading.

m TPM only The encryption key is stored on the TPM chip, and no administrator login is
required. TPM requires that the boot environment has not been modified or compro-
mised.

Additionally, the drive that contains the operating system must have two partitions, the
system partition and the operating system partition, both of which need to be formatted
with NTFS.

To configure BitLocker and encrypt the operating system drive on a Windows 10 computer,
follow these steps:

1. Open Control Panel, change the view to Small Icons or Large Icons, and click BitLocker
Drive Encryption.

2. Click Turn On BitLocker (if you receive an error that no TPM chip is available, enable
the required Group Policy setting).

3. Choose how to unlock your drive at startup; Enter A Password is chosen in this ex-
ample.

4. Enter the password, reenter to confirm, and then click Next.

5. Opt to save the password; Save To Your Microsoft Account is selected in this example.
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Click Next (in this instance, you can perform this step again to perform a secondary
backup before moving on).

Choose to encrypt either the used disk space or the entire drive. Click Next.
Leave Run BitLocker System Check selected, and click Continue.

Click Restart Now. If prompted, perform any final tasks, such as removing CDs or DVDs
from drive bays, and then click Restart Now again, if necessary.

10. On boot-up, type or provide the startup key.

11. Note the pop-up notification in the Desktop taskbar that encryption is in progress. It

will take some time to complete.

Return to Control Panel and review the BitLocker window. Note that from there you can
perform additional tasks, including backing up your recovery key, changing your password,
removing the passwords, and turning off BitLocker. You can see which actions require admin-
istrator approval by the icon next to the options.

Configuring BitLocker by using the Manage-bde tool

You don't have to use Control Panel to manage BitLocker Drive Encryption. You can work
from a command line, using commands that can turn on or turn off BitLocker, specify unlock
mechanisms, update recovery methods, and unlock BitLocker-protected data drives. Many of
these commands are used in large enterprises and are not applicable to this objective; how-
ever, there are several parameters you might use with the Manage-Bde command-line tool,
including but not limited to the following:

—status Use this parameter to provide information about the attached drives, includ-
ing their BitLocker status, size, BitLocker version, key protector, lock status, and more.

—on This parameter encrypts the drive and turns on BitLocker, used with a drive letter
such as C that follows the —on parameter.

-off This parameter decrypts and then turns off BitLocker, used with a drive letter
such as C that follows the —off parameter.

—pause and -resume Use —pause with a drive letter to pause encryption; use —re-
sume with a drive letter to resume encryption.

—-lock and —unlock Use these parameters with a drive letter to lock and unlock the
drive.

—changepin This parameter changes the PIN for the BitLocker-protected drive.
—-recoverypassword Use this parameter to add a numerical password protector.
-recoverykey This parameter adds an external key protector for recovery.

—password Use this parameter to add a password key protector.

Objective 2.4: Configure security for mobile devices 71



72

5/

EXAM TIP

Refer to this article on TechNet to see all of the available parameters http://technet.microsoft.
com/en-us/library/dd875513(v=WS.10).aspx. You can also type manage-bde /? at a command
prompt to see a list on your own computer.

Configure startup key storage

This objective covers how to configure startup key storage. However, to understand what a
startup key is, you need to first understand what it isn't. There are several key management
terms to contend with:

TPM owner password You need to initialize the TPM before you can use it with
BitLocker Drive Encryption. When you do, you create a TPM owner password that is
associated only with the TPM. You supply the TPM owner password when you need to
enable or disable the TPM or reset the TPM lockout.

Recovery password and recovery key The first time you set up BitLocker, you are
prompted to configure how to access BitLocker-protected drives if access is denied.
This involves creating a recovery key. You'll need the recovery key if the TPM cannot
validate the boot components, but most of the time, a failure to access a BitLocker
drive occurs because the end user has forgotten the PIN or password.

Password A password can be used to protect fixed, removable, and operating system
drives. It can also be used with operating system drives that do not have a TPM. The
password can consist of 8 to 255 characters as specified by the Configure Use Of Pass-
words For Operating System Drives, Configure Use Of Passwords For Removable Data
Drives, and Configure Use Of Passwords For Fixed Data Drives Group Policy settings.

PIN and enhanced PIN If you use a TPM, you can configure BitLocker with a PIN that
the user needs to enter to gain access to the computer. The PIN can consist of 4 to 20
digits as specified by the Configure Minimum PIN Length For Startup Group Policy set-
ting. Enhanced PINs use the full keyboard character set in addition to the numeric set
to allow for more possible PIN combinations. You need to enable the Allow Enhanced
PINs For Startup Group Policy setting before adding the PIN to the drive.

Startup key You use a startup key, which is stored on a USB flash drive, with or with-
out a TPM. The USB flash drive must be inserted every time the computer starts. The
USB flash drive needs to be formatted by using the NTFS, FAT, or FAT32 file system.

Now that you know what a startup key is, you can save your computer's startup key on a
USB flash drive. Right-click the BitLocker-protected drive to get started and then follow the
prompts.
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Thought experiment
TPM and BitLocker

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

A client wants to enable BitLocker on her laptop and has called you to set it up. She
wants to protect the data on the computer if the computer is stolen or if the hard
drive is removed. You need to find out if a compatible TPM chip is available, and if
not, configure the computer so that BitLocker can be used effectively.

1. What can you type in a Run box to find out if a compatible TPM is available on
the computer?

2. If aTPM is not found, what policy do you need to change in Local Group Policy
on the computer?

3. If a TPM is not found, what must be true regarding the BIOS or UEFI
firmware?

4. If a TPM is found, what is the most secure authentication option to ap-
ply during startup?

Objective summary

m BitLocker can be used to protect mobile devices and mobile drives from theft, loss, or

attacks by hackers.

®m You need to carefully manage startup keys, recovery keys, and other items related to

BitLocker Drive Encryption so that you access the drive if it is compromised or if the
user forgets the PIN or password.

® The command-line tool Manage-bde along with applicable parameters lets you man-

age BitLocker from a command line.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1.

You opted to store your startup key on a USB flash drive when you set up BitLocker.
Which of the following is true? (Choose all that apply.)

A. You now need to insert that drive every time you want to access the computer and
enter the key.

B. If you lose the startup key, you'll need to unlock the drive using a recovery key.
This is a 48-digit number that can be stored in numerous ways, including on a USB
drive.
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C. The computer must have a compatible TPM chip.
D. All of the above.

When using Bit Locker To Go in an enterprise, how can you prevent users from copying
data to USB drives that aren’t encrypted with BitLocker To Go?

A. You need to enable the Control Use Of BitLocker On Removable Drives Group
Policy setting.

B. You need to enable the Deny Write Access To Removable Drives Not Protected By
BitLocker setting in Group Policy.

C. You need to enable the Group Policy setting Enforce Drive Encryption Type Of
Removable Data Drives.

D. AandB

Which command shows how to enable encryption and thus BitLocker on drive D on a
Windows 10 computer, and add numerical and external key protectors?

A. Manage-bde —on D: -ForceRecovery —RecoveryKey f:\

B. Manage-bde —on D: -unlock —RecoveryKey f:\

C. Manage-bde —on D: -enable —RecoveryKey f:\

D. Manage-bde —on D: -RecoveryPassword —RecoveryKey f:\

Which of the following is true of BitLocker To Go? (Choose all that apply.)

A. BitLocker To Go enables you to protect removable USB devices with BitLocker
encryption.

B. A BitLocker To Go device can be a USB flash drive.
C. A BitLocker To Go device can be a Secure Digital (SD) card.
D. A BitLocker To Go device can be a removable hard disk.

E. BitLocker To Go drives can be formatted with NTFS, FAT16, FAT32, or exFat file
systems.

F. All of the above
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Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 2.1: Thought experiment

1.
2.
3.

Use USMT to transfer the user’s local profile to her domain profile.

Configure folder location.

Configure a roaming user profile.

Objective 2.1: Review

1.

Correct answer: D

A.

Incorrect: Choosing a different location for the default folders to save to will only
change where they are saved. You can't configure three different places for one folder.

Incorrect: Roaming user profiles are used in domains. This would not solve the
problem.

Incorrect: If you were to create accounts for each user, you could then apply pass-
words to protect those accounts.

Correct: You need to create an account for each user. The first time each user logs
on, a user profile will be created. Then, each user will have his or her own secure
place to save personal files, and the files won't be mixed up with those of other us-
ers. (You'll have to move the existing files to the proper folders, too.)

Correct answer: C

A.

Incorrect: Mandatory user profiles don't allow any changes to the profile to be
saved.

Incorrect: The user can make changes during the session, but they won't be saved
to the mandatory user profile.

Correct: This is the correct behavior.

Incorrect: This does not happen. These two terms refer to how to make a roaming
user profile mandatory, but it doesn't work both ways.

Correct answer: A

Correct: The Location tab in the Properties dialog box of the default folder.

Incorrect: Location is configured from the Location tab in the Properties dialog
box of the default folder.

Incorrect: Location is configured from the Location tab in the Properties dialog
box of the default folder.

Incorrect: Location is configured from the Location tab in the Properties dialog
box of the default folder.
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Objective 2.2: Thought experiment

1.
2.

Generation 2, because it supports the listed requirements and Generation 1 doesn't.
Yes. All installations of an operating system, even those installed on virtual drives,
require a product ID.

Private. You want the VM to be able to communicate with other VMs on the host
computer, but not with any host computer directly. The other options, External and
Internal, do not meet these criteria.

VHDX. Although you won't likely need the feature that enables the disk to be up to
64 TB, you do use this format when you know you'll be using the VHD on Windows

Server 2012 and later or Windows 8 or later.

Restore The Virtual Machine (Use The Existing Unique ID For The VM). If your VM files
are stored on a file share, a removable drive, a network drive, and so on, and you want
to move it, choose this option.

Objective 2.2: Review

1.

Correct answer: A

A. Correct: If everything else is available except for Hyper-V Platform, the processor
is not compatible.

B. Incorrect: If the computer were running Windows 10, no Hyper-V options would
appear.

C. Incorrect: If the computer were running a 32-bit operating system, no Hyper-V
options would be available.

D. Incorrect: You can enable Hyper-V this way, but if the Hyper-V Platform can't be

enabled from Control Panel it can't be enabled this way either.

Correct answer: D

A. Incorrect: The Hyper-V Hosts pane lists the virtual machines available on the
hosts.

B. Incorrect: The Checkpoints pane shows a list of saved checkpoints for the selected VM.

C. Incorrect: The Details pane shows information about the selected VM.

D. Correct: The Actions pane offers a list of tasks you can perform.

Correct answer: B

A. Incorrect: Generation 1 does support earlier operating systems, but uninstalling
Integration Services is not required.

B. Correct: Generation 1 supports the desired operating systems.

C. Incorrect: Generation 2 does not support older operating systems.

D. Incorrect: Generation 2 with Integration Services does not support older operating

systems.
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4.

Correct answer: C

A.
B.
C.
D.

Incorrect: Internal is a valid option for a virtual switch.
Incorrect:. External is a valid option for a virtual switch.
Correct: Public is not a valid option for a virtual switch.

Incorrect: Private is a valid option for a virtual switch.

Correct answers: A, B, and C

A.

Correct: Protection against data corruption when there is a power failure (because
updates are logged effectively) is a valid feature.

Correct: Improved performance on large sector disks is a valid feature.

Correct: Larger block sizes for dynamic and differencing disks in order to enhance
performance is a valid feature.

InCorrect: You can create differencing disks with both file types.

Objective 2.3: Thought experiment

1.
2.

Cost-Aware Synchronization
Always Offline Mode

No, the computer will go offline when the threshold is met.

No. Always Offline and Cost-Aware Synchronization are only available for clients and
servers running the latest operating systems.

Objective 2.3: Review

1.

Correct answer: B

A.

Incorrect: You need to configure the Slow-Link Mode setting to 1 millisecond to
achieve your goal.

Correct: This is the proper way to make the configuration change.

Incorrect: You need to configure the Slow-Link Mode setting to 1 millisecond to
achieve your goal.

Incorrect: Always Offline Mode is a setting in Group Policy, not in Sync Center.

Correct answers: A and B

Correct: First, you need to list the power plans to obtain the GUID for the one to
export.

Correct: Second, you need to export the power plan using this command.

Incorrect: The parameter —show all is used with the Netsh command and is not
used here to list the available power plans.

Incorrect: You need to include a name for the file, such as Power.pow, in the
command.
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3. Correct answer: D

A.

Incorrect: In Sync Center, you can click Offline Files and then click Schedule to
configure when to sync files, but before that, you need to set up a sync partnership
for which to schedule syncing.

Incorrect: In Sync Center, Set Up New Sync Partnerships is an option, but you are
only prompted to configure the sync partnerships manually. There is no option
there to click to set up new sync partnerships.

Incorrect: In Sync Center, you can click Manage Offline Files, and there is a
General tab. However, the first step to configuring Offline Files is to set up a sync
partnership.

Correct: You need to navigate to a share on a different computer or file server,
right-click that share, and click Always Available Offline to get started.

4. Correct answer: D

Incorrect: All answers are correct.
Incorrect: All answers are correct.
Incorrect: All answers are correct.

Correct: All of the above are correct.

Objective 2.4: Thought experiment

1. TPM.msc.

2. You'll need to set the required Group Policy to Require Additional Authentication At
Setup, which is located in Computer Configuration, Administrative Templates, Windows
Components, BitLocker Drive Encryption, Operating System Drives. You need to enable
this and then select the Allow BitLocker Without A Compatible TPM check box.

3. The BIOS or UEFI firmware must have the ability to read from a USB flash drive in the
boot environment.

4. TPM + startup PIN + startup key.

Objective 2.4: Review

1. Correct answers: A and B

A.

Correct: This is true.
Correct: This is true.

Incorrect: The computer does not need a compatible TPM chip. It can have one,
but it doesn’'t have to.

Incorrect: Because C is incorrect, this is incorrect also.
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2.

Correct answer: B

A. Incorrect: Control Use Of BitLocker On Removable Drives defines whether users
can add or remove encryption from removable drives.

B. Correct: You need to enable the Group Policy setting Deny Write Access To Re-
movable Drives Not Protected By BitLocker.

C. Incorrect: Enforce Drive Encryption Type Of Removable Data Drives relates to how
much of the drive should be encrypted with BitLocker.

D. Incorrect: Because A is not correct, this is not correct.

Correct answer: D

A. Incorrect: —forcerecovery is not a key-related parameter.

B. Incorrect: —unlock is used to allow access to BitLocker-encrypted data.
C. Incorrect: —enable is used to enable automatic unlocking of a drive.

D. Correct: This is the proper syntax. —recoverypassword and —recoverykey are both
key protectors.

Correct answer: F

A. Incorrect: Because all answers are correct, F is the correct answer.
B. Incorrect: Because all answers are correct, F is the correct answer.
C. Incorrect: Because all answers are correct, F is the correct answer.
D. Incorrect: Because all answers are correct, F is the correct answer.
E. Incorrect: Because all answers are correct, F is the correct answer.

F. Correct: All of the above are true of BitLocker To Go drives.
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Plan and implement a
Microsoft Intune device
management solution

icrosoft Intune provides remote management and administration for Windows, Windows

Phone, iOS, and Android devices. You can manage enterprise devices and bring your own
device (BYOD) devices together in the same cloud-based console. Microsoft Intune provides
functionality for remote policies, remote device management such as remote wipe or remote
lock, application and software update deployment, as well as inventory and reporting. This
chapter reviews how to implement Microsoft Intune-based device management in preparation

for the exam.

Objectives in this chapter:
m Objective 3.1: Support mobile devices
m  Objective 3.2: Deploy software updates by using Microsoft Intune

m  Objective 3.3: Manage devices with Microsoft Intune

Objective 3.1: Support mobile devices

Windows 10 supports several features for mobile devices that enable greater control over
and manageability of mobile devices. Devices that are often disconnected from the corpo-
rate network and used in a variety of physical locations warrant special consideration re-

garding device security, remote management, data access, connectivity, and administration.

This objective will help you to understand these considerations and configure Windows 10
and Microsoft Intune to support them.

This objective covers how to:
m Support mobile access and data synchronization
m Support broadband connectivity

m Support Mobile Device Management
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Support mobile access and data synchronization

Users that have devices disconnected from the corporate network often require access to
corporate documents and data. Windows 10 provides features that enable administrators to
make corporate data available while a device is disconnected from the network, or completely
offline.

Supporting mobile access with Work Folders

Work Folders provides the ability to synchronize data between a mobile device and one or
more folders hosted on a corporate network file server. Work Folders enables synchronization
for devices that are either domain-joined on non-domain-joined, so BYOD users can have ac-
cess to corporate files without requiring a device that is joined to the domain. You can control
the behavior of Work Folders with Group Policy, or configure it from Work Folders in Control
Panel, as shown in Figure 3-1.

[ Work Folders — [m| X

A [ « All Control Panel ltems > Work Folders v O Search Control Panel el

Control Panel Home

Manage Work Folders

Set up Work Folders Use Work Folders to make your work files available on all devices you use, even when offline.

a Set up Work Folders
L

FIGURE 3-1 Work Folders in Control Panel

EXAM TIP

Work Folders was introduced in Windows 8.1 and Windows Server 2012 R2. To use Work
Folders, your client and file server operating system must Windows 8.1, Windows 10,
Windows Server 2012 R2 or Windows Server 2016. In environments where file servers are
older versions of Windows Server, or where users have devices running Windows 8 or earlier,
you will need to have something other than Work Folders to provide offline file access
for those users. Watch for questions regarding Work Folders on the exam that mention
several different versions of Windows.
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CONFIGURING WORK FOLDERS IN CONTROL PANEL
To configure work folders in Control Panel, users must complete the following setup tasks:

1.
2.
3.
4.

Click Set Up Work Folders in Control Panel.
Enter a corporate email address or a Work Folders universal resource locator (URL).
Accept or change the local path for Work Folders storage.

Review and accept the security policies.

CONFIGURING WORK FOLDERS BY USING GROUP POLICY
You can also configure domain-joined Windows devices to use Work Folders by using Group
Policy. There are two Group Policy settings used to configure Work Folders:

m Specify Work Folders settings This setting is found in User Configuration\Administrative

Templates\Windows Components\Work Folders. When you enable this setting, you also
specify a Work Folders URL that will be used by Windows to configure Work Folders for the
user. You can also select the Force Automatic Setup option which will set up Work Folders
automatically for any users affected by the policy. Users will not be able to choose whether
or not they use Work Folders, and the default value for local Work Folders location
(%USERPROFILE%\Work Folders) will be used.

Force Automatic Setup For Ull users This setting is found in Computer Configuration\
Administrative Templates\Windows Components\Work Folders. When you enable this
option, domain-joined computers will use the settings specified in Specify Work Folders
settings to configure Work Folders.

When Work Folders is configured for a Windows 10 computer, the Work Folders folder is
available in File Explorer under This PC.

NOTE ADDITIONAL CONFIGURATION

Work Folders functionality is dependent on server configuration. Work Folders is available

for Windows Server 2012 R2 or later file servers, and requires additional configuration of

components such as certificates and DNS.

To learn more about Work Folders and server configuration, visit https://technet.microsoft.
com/en-us/library/dn265974.aspx

Supporting mobile access with Sync Center

Sync Center enables domain-joined computers to synchronize local copies of network files
for offline use. Sync Center in combination with Offline Files can provide offline file access for
client computers running any version of Windows as far back as Windows XP.
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A sync partnership is the functional component within Sync Center. A sync partnership
defines the network location where the files are located along with specific synchronization
details. You can define sync partnerships within Sync Center in Control Panel, pictured in Fig-
ure 3-2. Sync Center offers several options for configuring and monitoring sync partnerships
and Offline Files.

& Sync Center - m] x

- © A (& « All Control Panel ltems > Sync Center » v @ | Search Sync Center »

Control Panel Home . P
Keep your information in sync

¢ View sync partnerships Wiew recent sync activity, sync now, or change your sync settings.
View sync conflicts
View sync results Sync All a
Set up new sync partnerships Folders (1) N
Manage offline files Offline Files Progress

Network files lable offline Status: Last sync on 8/12/2015 3:58 PM
Offline Files allows

ou te access ne..

FIGURE 3-2 The Sync Center in Control Panel

SCHEDULING SYNCHRONIZATION

In Sync Center, after a sync partnership is configured, you can either synchronize everything
by clicking Sync All, or you can select the Offline Files folder, click Schedule, and use the wiz-
ard provided to configure sync settings. You can use two scheduling options:

m At ascheduled time For example, every Monday at 11 A.M. or every day at 2 A.M.
m When an event occurs For example, every time you log on to your computer.

You can configure additional scheduling options, such as preventing syncing unless the
computer has been idle for a specific amount of time or the computer is running on external
power. You can also trigger synchronization based on an event in the operating system, such
as when the user signs in, when the user locks Windows, or when the user unlocks Windows.

Support broadband connectivity

Windows 10 devices are often connected to corporate networks for access to Internet and
corporate network infrastructure. However, as devices become more mobile, users need to
connect to resources from locations outside of the corporate network. In many cases, Wi-Fi
networks can provide the connectivity required, but in the absence of these, many users opt
to use broadband mobile access from personal hotspots or a tethered connection from a
mobile phone.
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These connections warrant different considerations as data usage is usually tracked and
charged back by internet service providers (ISPs). This type of connection is referred to as a
metered network. Windows 10 offers several options to control data usage when connected
to a metered network.

Support Mobile Device Management

Mobile Device Management (MDM) enables administration of remote mobile devices across
multiple platforms. Microsoft Intune supports MDM for managing remote mobile devices.
Microsoft Intune supports direct management by using MDM for the following devices and
associated requirements for enrollment:

m Apple iOS 7 and later Obtain an Apple Push Notification service certificate. This
enables Microsoft Intune to communicate securely with iOS devices.

= Android 4.0 and later Download the Microsoft Intune Company Portal app from
the Google Play store.

= Windows Phone 8.0 and later Deploy the Company Portal app to the phone along
with the required certificates.

m Windows 8.1 and later Install the Microsoft Intune client app from the Admin Portal.

You can use Microsoft Intune to perform several management tasks for these devices in
several different areas:

= App management
® App deployment
®m App restrictions
m  Mobile application management
m Device security and configuration
m Configuration policies
m Password management
m Remote wipe and lock
m Custom policies
m  Company resource access
m VPN profiles
m Wi-Fi profiles
= Email profiles
m Certificate profiles

= Conditional access profiles
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® Inventory and reporting
m Hardware inventory
m Application inventory

m Reporting

Configuring MDM for Microsoft Intune

To support MDM in Microsoft Intune, you must first configure the MDM authority. Microsoft
Intune can provide an MDM authority, or you can use System Center 2012 R2 Configuration
Manager or Office 365 as your MDM authority. You can configure MDM in Microsoft Intune
by performing the following steps:

1. From the Microsoft Intune Dashboard page, click Admin.
2. On the Administration page, in the navigation pane, click Mobile Device Management.
3. Inthe Mobile Device Management pane, click Manage Mobile Devices.

4. On the Manage Mobile Devices page, select the check box beside Use Microsoft Intune
To Manage My Mobile Devices, and then click OK.

Manage Mobile Devices

'jm;'.';'i j

CHEHIG

[« Use Micresaft Intune to manage my mobile devices

1, Warning: Selecting Microsoft Intune to manage your mobile devices cannot be easily changed
or undone at a later date without the help of support personnel.

Do not select this option if you want to manage mobile devices using other services such as
System Center 2012 Configuration Manager.

Learn more about these services.

o | oo

FIGURE 3-3 The Manage Mobile Devices dialog box

5. After confirming Microsoft Intune management, you are presented with a screen that
shows what steps are required to enable management of each of the device types
mentioned earlier in this section.
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Enrolling devices

You enable MDM management for devices by enrolling them. The enroliment process is
different for each platform, and each platform has a specific set of requirements, mentioned

earlier in this chapter. The following list provides the enrollment process for each platform:

Windows 8 Phone Open system settings and select Company apps. Select Install
Company app or Hub.

Windows RT From PC Settings, click Network, and then click Workplace. Enter the
user ID, click Turn On, and accept the prompt to allow apps and services.

Windows 8 and later No action required once the Microsoft Intune client is in-
stalled.

iOS 6 or later Get the Microsoft Intune Company Portal app from the App Store.
Open the app and follow the enrollment wizard.

Android 4.0 or later Open the Microsoft Intune Company Portal app and follow the
enrollment wizard.

MORE INFO MOBILE DEVICE MANAGEMENT CAPABILITIES

For more information on MDM in Microsoft Intune, visit the following URL at https://
technet.microsoft.com/en-US/library/dn600287.aspx.

Thought experiment
Providing functionality for mobile devices

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

Your organization has implemented a bring your own device (BYOD) strategy that
enables users to use their personal mobile phones and tablets for corporate pur-
poses as long as they comply with company policy regarding security and manage-
ment features. After consulting an employee survey, you find that the users in your
organization have either iOS, Android, or Windows Phone devices.

You have been asked to provide two aspects of functionality for the users in your
organization: Ensure that devices can me managed and monitored centrally by IT
staff, and provide a method for users to access files on company file servers.

1. What should you use to manage the devices?

2. What can you use to give the users access to their data on all of the platforms
listed above?

3. What additional configuration or requirements are necessary for company file

servers?
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Objective summary

®m You can use Work Folders and Sync Center to support mobile data access in Windows 10.

m Broadband Wi-Fi hotspots and tethered connections can be used to provide network
access in Windows 10. These connections can be configured to support metered ser-
vices and reduced data usage over a metered service.

= Mobile Device Management in Microsoft Intune can allow administrators to remotely
manage devices on several different platforms without requiring corporate network
connectivity.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. By default, where are the local copies of Work Folders stored on a Windows 10 device?

A.
B.
C.
D.

C:\Windows\Work Folders
%USERPROFILE%\Documents
C:\Documents and Settings\Documents
%USERPROFILE%\Work Folders

2. How and where do you, as an administrator, provision mobile users for device enroll-
ment if you don't have AD DS in your environment?

A.

In the Windows Intune administrator console, from the Administrator pane in
Mobile Device Management

In the Windows Intune administrator console, from the Groups pane, in All Mobile
Devices

In the Windows Intune account portal, under Admin, from the Users tab
In the Windows Intune account portal, under Admin Console, from the Users tab

In the Windows Intune Company Portal

3.  Which of the following devices is not supported for MDM in Microsoft Intune?
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Windows RT
i0S 6.1
Android 4.4
Windows 7
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Objective 3.2: Deploy software by using Microsoft
Intune

Microsoft Intune provides you with an alternative method of managing software updates for
devices that are outside of the corporate network. You can use Microsoft Intune to approve
or decline updates, configure installation methods, deploy updates, or monitor the progress
of these deployments.

This objective covers how to:

m Use reports and In-Console Monitoring to identify required updates
m  Approve or decline updates

m Configure automatic approval settings

m Configure deadlines for update installations

m Deploy third-party updates

Use reports and In-Console Monitoring to identify
required updates

Microsoft Intune provides dashboard reporting for updates required by managed devices.
There are several locations from which you can obtain information about updates, but the
Updates page, shown in Figure 3-4, is the most comprehensive.

Microsoft Intune Help  SignOut  Welcome
A Updates
DASHBOARD TASKS

4 Al Updates Update Status

i Critical Updates I Add Updates
GROUPS Security Updates 3 After adding update:
1
Definition Updates : E

~ o
(52 Service Packs New to approve

UPDATES

Configure Updg
Automatic approval §

Update Rollups
" " products.

Mandatory Updates

Mon-Microseft Updates
PROTECTION REPORTS

0 Fm] View Update Re
ALERTS S View softwere updat

pending or are need
@
APPS LEARN ABOUT

E

LICENSES

g

POLICY

REPORTS

Managing Updates

v
annin < >

B® Microsoft  © 2015 Microsoft. All rights reserved  Privacy & Cookies Feedback Remaote Tasks (0]
" E o

FIGURE 3-4 The Updates page in Microsoft Intune
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The Updates page contains a dashboard view displaying the overall update status for
devices managed by Microsoft Intune. It also groups updates according to type and provides
links to view updates by those groups. When you click any group, Microsoft Intune displays
the updates corresponding to the group. Figure 3-5 shows a list of new updates to approve.

Microsoft Intune Help  SignOut
A Updates Updates (3) filtered Filters: | New updates te approve v | | Search updates P
DASHBOARD Ovendiew S . N s . . = .
== ViewProperties  Edit Approve  Dedne  Delste  Upload E B
E Critical Updates Narme Classification Self Published
GROUPS Security Updates .
Definition Updiates Update for Windows 10 for x64-based Systems (KB30E  Critical Updates No
~ i Update for Windows 10 for 64-based Systems (KB30E ~ Critical Updates No
K Service Packs
Windows Malicious Software Removal Tool for Windor  Update Rellups Mo
L Update Rollups P P
Mandatory Updates
Non-Microsoft Updates
PROTECTION
ALERTS
APPS
1 ] >
|ﬁ,| Update for Windows 10 for x64-based Systems (KB3081452) v
LICENSES Recommended Actions General Information -
= Approve this update Description:  Install this update to resch
E Windows. For a complete |
poLICY Current Status issues that are included in
the associated Microsoft K
i 1 Computers that need this update to be approved < .
article for more informatio
ﬁi @ This update supersedes other updates. install this item, you may h
3 your compuf
REPORTS

Appliesto:  Windows 10, Windows 10
i v . ] ,

Remote Tasks (0)

FIGURE 3-5 Viewing updates that require approval

To obtain more detailed information, you can create and view a report by clicking the View
Update Reports link in the Overview section of the Updates page. After clicking View Update
Reports, you are presented with the Update Reports page, from where you can configure
report settings and generate a report to view specific updates.
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FIGURE 3-6 The Update Reports page in Microsoft Intune

To generate a report, you should specify the specific criteria of updates you want to see,
including the following:

m Update classification
m Update status

= MSRC rating

m Effective approval

m Device group

When the parameters of the report have been set, you can generate and view the re-
port by clicking View Report. The report is generated and displayed in a new window (see
Figure 3-7).
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Table of Contents Updates o)
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Update Report
I» Windows Malicious Software Removal Tool for Wind: Update Rollups No

FIGURE 3-7 An Update Report

Approve or decline updates

To deploy updates to Microsoft Intune clients, you must approve them in the Intune Administration
console. To choose how to handle an update, perform the following steps:

1. Inthe Intune Administration console, click Updates.

2. Inthe All Updates node, select the update that you want to approve and click Approve
or Decline in the toolbar, depending on how you want the update handled.

3. On the Select Groups page, shown in Figure 3-8, select the groups to which you want
the update deployed, click Add, and then click Next.
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Q Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2 x64 Edition - August 2015 (KB8I0830)

Select the groups to which you want to deploy this update.

by - o ()
Mame Path

4 All Devices
Deployment Action London All Devices
All Computers
b All Mobile Devices
Ungrouped Devices

Londo

Remove

FIGURE 3-8 Selecting groups to which the update will be deployed

On the Deployment Action page, shown in Figure 3-9, select the approval status for
the update. You can choose from among Required Install, Do Not Install, Available
Install, and Uninstall. Click Finish.

Q Windows Malicious Software Removal Tool for Windows 8, 8.1, 10 and Windows Server 2012, 2012 R2 x64 Edition - August 2015 (KB890830)

Specify the type of deployment that you want to run for this update, and then review the deployment settings.

Select Groups

Select the approval settings.

S — Set your deployment settings by selecting the Approval Status and Deadline options.

Name Approval Deadline

All Devices/London |/ Required Install ~ Mone -

Update Requirements:
This update has the following characteristics:

- The update cannot be uninstalled

FIGURE 3-9 Choosing approval status for an update

Configure automatic approval settings

Automatic approval rules enable you to configure Microsoft Intune to approve updates
automatically, based on product category and update classification. When you configure an
automatic approval rule, the update will be deployed automatically rather than requiring an
administrator to perform manual approval. For example, you might configure an automatic
approval rule for Windows 10 operating system updates that are classified as critical or secu-
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rity. Any Windows 10 operating system update that Microsoft publishes that has the critical or
security classification will automatically be deployed to Microsoft Intune clients.

\}) ExamTip

" Remember that approval rules will only apply if Microsoft Intune manages the product and
classification that are the subject of the rule. There’s no sense in configuring an approval
rule for Windows 10 updates if Microsoft Intune isn't configured to manage updates for
Windows 10 devices.

To create an automatic approval rule, perform the following steps:
1. Inthe Admin workspace of the Intune Administration console, click Updates. Scroll to

Automatic Approval Rules, and then click New.

2. On the General page of the Create Automatic Approval Rule Wizard, create a name
and provide a description for the rule, and then click Next.

3. On the Product Categories page, select the products to which the automatic approval
rule applies, and then click Next.

4. On the Update Classifications page, select the update classifications for which the rule
will perform an automatic approval, and then click Next.

5. On the Deployment page, select the Intune groups for which the automatic approval
rule will approve the update. You can also configure an installation deadline for up-
dates approved by this rule. Click Add, and then click Next to proceed.

6. On the Summary page, click Finish to complete the installation of the updates.

Configure deadlines for update installations

In the previous steps for configuring automatic approval, you had the option to choose an
installation deadline for updates. In order to choose an installation deadline, you must first
select the check box labeled Enforce An installation Deadline For These Updates. Once this
check box has been selected, you can choose from the available options to enforce the dead-
line for installation:

m 1 Day After Approval

3 Days After Approval

7 Days After Approval

14 Days After Approval

21 Days After Approval
m 28 Days After Approval
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If the update is not installed, or if the computer is not restarted before the deadline con-
figured for the update, the update will be automatically installed when the deadline passes
and the computer will be automatically restarted, if required by the update.

Deploy third-party updates

You can also use Microsoft Intune to deploy updates from third parties. You do this by manu-
ally uploading the update files, which can be in MSI, MSP, or EXE format. To upload and
configure a third-party update to Microsoft Intune, perform the following steps:

1. Inthe Updates workspace of the Intune Administration console, click Add Updates
under Tasks.

2. On the Before You Begin page, click Next.
On the Update Files page, select the file you want to upload, and click Next.

4. On the Update Description page, complete the fields describing the update, and then
click Next.

5. Select a classification. You can choose from among Updates, Critical Updates, Security
Updates, Update Rollups, or Service Packs. Click Next.

6. On the Requirement page, select the operating system and architecture (x86 or x64)
requirements for the update, and then click Next.

7. On the Detection Rules page, specify how Microsoft Intune can check whether the
update has already been deployed on the Microsoft Intune client. This check can be

performed by looking for an existing file, an MSI product code, or a specific registry
key. Click Next.

8. On the Prerequisites page, identify any prerequisite software required for update in-
stallation and then click Next. You can specify None if no prerequisites are required or
specify an existing file, an MSI product code, or a specific registry key.

9. On the Command Line Arguments page, specify any command-line arguments re-
quired to deploy the update and then click Next.

10. On the Return Codes page, specify how Intune should interpret return codes the up-
date installation generates. Click Next. Finally, click Upload to complete.

After the update is uploaded to Intune, you can approve it using the same method you use
to approve other software updates.
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Thought experiment
Microsoft Intune for update deployment for Contoso remote clients
In this thought experiment, apply what you've learned about this objective. You can

find answers to these questions in the “Answers” section at the end of this chapter.

You are responsible for managing software updates for remote clients at Contoso.
All remote clients use the Windows 10 operating system and run the same suite of
third-party applications. You want to ensure that any security and critical updates

are deployed as soon as possible. You will review other updates before deciding to
deploy them. With this information in mind, answer the following questions:

1. How can you ensure that Windows 10 security and critical updates are installed
as soon as possible?

2. What steps must you take to deploy updates for the suite of third-party applications?

Objective summary

® You can use the Microsoft Intune Updates page to view available and required updates.
You can also generate reports to obtain more specific information about Microsoft
Intune updates.

®m You can use Microsoft Intune to approve or decline updates for groups of managed
devices.

m You can configure automatic approval for updates through the Microsoft Intune con-
sole

m  Microsoft Intune allows for deployment of third-party updates in MSI, MSP, or EXE
format.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1. You have noticed that updates for Windows 8 and Windows 8.1 are present within the
list of available updates in the Intune console, but updates for Windows 10 are not
present. Which of the following should you configure to resolve this problem?

A. Automatic approval rules
B. Third-party updates
C. Update policies

D. Update categories and classifications
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2. You want to ensure that a user who is signed on to a computer can control whether
Windows restarts after the installation of scheduled updates deployed from Intune.
Which of the following would you configure to accomplish this goal?

A. Update categories and classifications
B. Update policies

C. Third-party updates

D. Automatic approval rules

3. You want computers running Windows 8.1 in your organization’s London branch office
to install critical operating system updates automatically. Computers running Windows
8.1 in your organization’s Liverpool office should install critical operating system up-
dates only if an administrator manually approves those updates. Which of the follow-
ing should you configure to accomplish this goal? (Choose two. Each correct answer
provides part of a complete solution.)

A. Configure multiple computer groups.
B. Configure update policies.
C. Configure update categories and classifications.

D. Configure automatic approval rules.

Objective 3.3: Manage devices with Microsoft Intune

You can use Microsoft Intune to extend traditional device management beyond the corporate
network and into the public Internet. With the cloud-based nature of Microsoft Intune, de-
vices are manageable from any location, with the only specific requirement being an Internet
connection. This objective will review the management capabilities of Microsoft Intune and
how you can use those capabilities to manage devices in your organization.

This objective covers how to:

m  Provision user accounts

= Enroll devices

m View and manage all managed devices

m  Configure Microsoft Intune subscriptions

= Configure the Microsoft Intune connector site system role
= Manage user and computer groups

= Configure monitoring and alerts

= Manage policies

®m  Manage remote computers

Objective 3.3: Manage devices with Microsoft Intune
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Provision user accounts

User accounts are an important part of Microsoft Intune functionality. You can control the ap-
plication of Microsoft Intune management functionality for specific users, depending on how
they are configured and to which groups they belong.

You can add users to Microsoft Intune in one of three ways:
m Create users manually in the Microsoft Intune console.
m Synchronize user accounts with Active Directory Domain Services.

m Import users from a comma-separated values (CSV) file.

IMPORTANT MICROSOFT INTUNE USER LICENSES

A user must have a license to your subscription before they can sign in to use the Microsoft
Intune service. When a user has a license, they are a member of the Microsoft Intune user
group. This group includes all users who have a license to use the subscription. Each user
license supports enrolling up to five devices.

Creating users manually

You can create users manually within the Microsoft Intune console by entering the information
about each user. To create a user account in Microsoft Intune, perform the following steps:

1. From the Microsoft Intune Account Portal page (https://account.manage.microsoft.com),
click Users in the navigation pane.

2. On the Users page, click New, and then click User.

3. Complete the fields (Display Name and User Name are required fields) and then click
Next.

4. On the Settings page, use the Assign Role section to assign administrator permission, if
necessary, set the location for the user, and then click Next.

5. On theMicrosoft Intune User Group page, select the check box for Microsoft Intune,
and then click Next.

6. On the Send Results In Email page, select the check box if you want to send the results
of the user creation process to an email address. You can also specify the email address
on this page.

7. Click Create.
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Synchronizing user accounts with Active Directory Domain Services

Microsoft Intune can integrate with Active Directory Domain Services (AD DS) to provide user
account synchronization from AD DS to Microsoft Intune. This synchronization process en-
ables you to avoid duplicate account creation and information by leveraging the information
already stored in AD DS and importing it into Microsoft Intune through the synchronization
process. Microsoft Intune uses Azure Active Directory (AAD) to store user information, which
can also be used with other Microsoft cloud products such as Microsoft Azure and Office 365.

The primary component required by the synchronization process is the Azure Active
Directory Synchronization Tool (DirSync). Dirsync provides integration between AD DS and
Microsoft Intune. Once configured, DirSync will synchronize selected AD DS user accounts
and information to Microsoft Intune. You can synchronize Microsoft Intune with AD DS by
using DirSync in two primary ways:

m DirSync with Password Sync When using the DirSync tool, you can choose to pro-

vide password sync, which synchronizes password information between sites to enable
the users to maintain a single user account and password.

m DirSync with Single Sign-on This method of synchronization leverages Active Directory
Federation Services (ADFS) to provide a single sign-on environment.

MORE INFO DIRSYNC

Directory synchronization is an important part of the setup process for Microsoft Intune.
You can learn more about DirSync by visiting the following URL at https://technet.microsoft.
com/en-us/library/dn790211.aspx

Import users from a CSV file

There are many situations in which you do not have Active Directory Domain Services, or
might have access to user information from another source such as another directory service
or a human resources database. In these cases, the information from the source can usually
be exported to a comma separated value (CSV) file, which can be used to create the users in
Microsoft Intune.

To import users from a CSV file, perform the following steps:

1. From the Microsoft Intune Account Portal page (https.//account.manage.microsoft.
com), click Users in the navigation pane.

2. On the Users page, click New, and then click Bulk Add.

3. On the Select A CSV File page, click Browse, locate the CSV file you want to use, and
then click Open. You can also choose to use a blank CSV or download a sample CSV
file to understand how the file must be formatted. After the file has been selected,
click Next.

4. The Verification Results page displays the results from the import. If desired, you can
click View to view the log file from the import.
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MORE INFO CREATING USERS IN MICROSOFT INTUNE

To learn more about creating users in Microsoft Intune, visit https://technet.microsoft.com/
en-us/library/dn646983.aspx#BKMK_AddUsersAssignLicenses.

Enroll devices

When you enroll devices in Microsoft Intune, you are installing an agent component that
both registers the device with Microsoft Intune and provides certain administrative capabili-
ties over the device through Microsoft Intune.

Microsoft Intune supports enrollment in a number of different ways, depending on the
device being enrolled:

m Windows 8 Phone Open System Settings and select Company apps. Select Install
Company App Or Hub.

m Windows RT From Settings, click Network, and then click Workplace. Enter the user
ID, click Turn On, and accept the prompt to allow apps and services.

m Windows 8 and later No action required once the Microsoft Intune client is in-
stalled.

m iOS 6 or later Get the Microsoft Intune Company Portal app from the App Store.
Open the app and follow the Enrollment Wizard.

m Android 4.0 or later Open the Microsoft Intune Company Portal app and follow the
Enrollment Wizard.

If you want to enroll a large number of devices in an enterprise scenario, you can use the
device enrollment manager account in Microsoft Intune. The device enrollment account is
a special account in Microsoft Intune that allows you to enroll as many devices as you want
(other users are limited to a maximum of five devices).

By default, there is no device enrollment account user present in Microsoft Intune. You can
create a device enrollment account by performing the following steps:

1. Go to the Microsoft Intune account portal and sign in your administrator account.

2. Create a standard user account. You will modify this user in later steps to create the
device enrollment manager account.

3. Log on to the Microsoft Intune administration console as an administrator.

4. In the navigation pane, click Admin. Go to Administrator Management and select
Device Enrollment Managers node.

5. Click Add. The Add Device Enrollment Manager dialog box opens, as shown in Figure
3-10.
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Add Device Enrollment Manager

Enter user credentials

Before you add a device enrollment manager, the user must already exist in the Microsoft
Intune administrator console, We do not recommend using an administrator account.

A subscription license is required for each user that accesses the Service. Determine
whether you need to add more licenses before you use this feature.

Provide the User ID for the device enrollment manager.

User ID:

Cancel

FIGURE 3-10 The Add Device Enroliment Manager dialog box

1. Enter the User ID of the Intune account and then click OK. The device enrollment man-
ager user cannot be an Intune administrator.

2. The device enrollment manager can now enroll mobile devices using the same proce-
dure a user uses for a BYOD (bring your own device) scenario in the company portal.

View and manage all managed devices

Managed devices can be viewed from several different pages in Microsoft Intune. The Groups
page, as shown in Figure 3-11, contains views for devices based on Microsoft Intune group
membership. The following default views will provide access to a list of devices that corre-
spond with the definition of that view:

= All Devices
m  All Computers

m  All mobile devices
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FIGURE 3-11 The Groups view

From these views, you can manage and interact with the devices listed.

Configure Microsoft Intune subscriptions

Microsoft Intune subscriptions dictate the capability and number of users that an instance
of Microsoft Intune can support. You configure subscriptions in Microsoft Intune from the
Account Admin page, https.//account.manage.microsoft.com.

There are several options for subscription management on the Account admin page, under
Subscriptions:

m Manage From the Manage page, as show in Figure 3-12, you can view your existing
subscriptions and billing information for your account.
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FIGURE 3-12 The Manage page in Microsoft Intune

m Licenses The Licenses page displays which licenses have been attached to the Microsoft
Intune account, as shown in Figure 3-13.

Jason Kelli|
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Service Health
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FIGURE 3-13 The Licenses page in Microsoft Intune
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m Purchase This page, as shown in Figure 3-14, contains links to sign-up pages for both
the paid and trial versions of Microsoft Intune and the Enterprise Mobility Trial.

Jason Ke

H Company Portal | Admin Console | Account Portal ~

Microsoft Intune oy

A

1 Purchase subscriptions
Dashboard
Setup .
Overview MlcrOSOﬂ Intune View current subscriptions ¥
E Microsoft Intune helps organizations provide their employees with access

Management to corporate applications, data, and resources from anywhere on almost
Users any device, while helping secure corporate information.
Security Groups Learn more | Trial
Domains

Enterprise Mobility Suite Direct Trial

Subscriptions B} . .
Enterprise Mobility suite provides a convenient cost effective way for

Manage customers to purchase Microsaft's end user and device cloud services:
Licenses Azure Active Directory Premium, Azure Rights Management, & Microsoft
Purchase Intune,
Software
Learn more | Trial
Support
i $7.30
Oveniiew Microsoft Intune per et eense, per monih
Service Requests Microsoft Intune helps arganizations provide their employees with access.
Service Health to corporate applications, data, and resources from anywhere on almost
any device, while helping secure corporate information.
Already purchased: Add more
1 user license
0 gigabytes Microsoft Intune Extra Storage "
< >

FIGURE 3-14 The Purchase page in Microsoft Intune

m Software The Software page opens in a new window or browser tab, and it contains
links to download the components that are included in your Microsoft Intune subscrip-
tion, as shown in Figure 3-15.

Microsoft*Online Services i T

Customer Portal

| Download Products |
Product Name Details Product Key Download
:-J‘_'Mndows Intune
- Windows Intune (Per User) (Device Licenses - 1)
Forefront Identity Manager 2010 R2 with SP1 View View Download
Microsoft Identity Manager 2016 View View Download
System Center 2012 R2 Endpaint Protection View View Download
System Center 2012 R2 Config Mgr Client Mgmit License View View Download
System Center 2012 Endpoint Protection View View Download
Expand Products
Contact Us | Terms of Use | Tr | Privacy Mic

FIGURE 3-15 The Software page in Microsoft Intune
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Configure the Microsoft Intune connector site role

The Microsoft Intune Connector site role enables an instance of System Center 2012
Configuration Manager to use Microsoft Intune as a management point for Configuration
tasks. The Microsoft Intune site connector role is installed on System Center 2012
Configuration Manager and communicates with the Microsoft Intune service to en-

able administration for Microsoft Intune managed devices from the System Center 2012
Configuration Manager console, thereby extending the scope of your System Center 2012
Configuration Manager environment to the Internet.

To configure the Microsoft Intune connector site role in System Center 2012 Configuration
Manager, perform the following steps:

1. Inthe Configuration Manager console, click Administration.

2. Inthe Administration workspace, expand Site Configuration, and then click Servers and
Site System Roles.

3. Add the Microsoft Intune connector role to a new or existing site system server by
using step 4 or 5, respectively. New site system server: On the Home tab, in the Create
group, click Create Site System Server to start the Create Site System Server Wizard.

4. Existing site system server: click the server on which you want to install the Microsoft
Intune connector role. Then, on the Home tab, in the Server group, click Add Site
System Roles to start the Add Site System Roles Wizard.

5. On the System Role Selection page, select Microsoft Intune Connector, and click Next.

6. Complete the wizard.

Manage user and computer groups

Groups are an important organizational component in Microsoft Intune. You can use groups
to group computers or users together into logical units for management and administration
tasks. By default, the following groups exist in Microsoft Intune.

m  All Users
= Ungrouped Users

m All Devices

All Computers
All Mobile Devices

All Direct Managed Devices

= All Exchange ActiveSync Managed Devices
= All Corporate Pre-Enrolled Devices
® Ungrouped Devices

Users and devices can belong to multiple groups in Microsoft Intune. When creating a
group, you can define group membership in one of two ways:
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m Criteria Membership These are dynamic rules that Intune runs to include or exclude
members. These criteria use security groups and other information synchronized from
your local Active Directory. When the security group or data that is synchronized
changes, the group membership can change.

m Direct Membership These are static rules that explicitly add or exclude members.
The membership list is static.

Creating a device group
To create a group containing devices, perform the following steps:

1. In the Microsoft Intune administration console, click Groups, click Overview, and then
click Create Group.

2. Specify a name and optional description for the group, select a device group as the
parent group, then click Next.

3. On the Define Membership Criteria page, select the type of devices the group will
include. Additional options to configure the group depend on the type of devices you
select:

m  Computer: Specify whether to include all members of the parent group, the
Organizational Units (OU) you want to include or exclude and the domains you
want to include or exclude. The OU and domain information for a computer is
obtained from inventory.

m  Mobile: Specify to include only mobile devices that are managed by Intune, those
managed by Exchange ActiveSync, or both.

m  All devices: this option includes all devices with no exclusions based on criteria.

4. On the Define Direct Membership page, include or exclude individual devices you
specify by clicking Browse. If you use the option to select devices that are not in the
parent group you specified, those devices are automatically added to the parent

group.
5. On the Summary page, review the actions that will be taken, and then click Finish.

Creating a user group
To create a user group, perform the following steps:

1. In the Microsoft Intune administration console, click Groups, click Overview, and then
click Create Group.

2. Specify a name and optional description for the group, select a user group as the
parent group, then click Next.

3. On the Define Membership Criteria page, specify whether to include all members of
the parent group or to start with an empty group. You can then configure the follow-
ing criteria:
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m Security groups: Include or exclude members based on the groups of users that
you manually configure in the account portal or that synchronize from your local
Active Directory. If the membership of a security group changes, membership of
user groups based on that security group can also change.

= Manager: When you synchronize users from your local Active Directory and the
user information includes the manager of the user, you can use these criteria to
include or exclude users from the group. However, to use a specific manager as
criteria, that manager must be a user account that synchronized from your local
Active Directory.

4. On the Define Direct Membership page, include or exclude individual users you specify
by clicking Browse. If you use the option to select users that are not in the parent
group you specified, those devices are automatically added to the parent group.

5. Onthe Summary page, review the actions that will be taken, and then click Finish.

EXAM TIP

Groups often come up in exam questions as part of a scenario. While the question might
not be specifically directed at groups, group membership is typically an important part of
the answer. To learn more about Microsoft Intune groups, visit https://technet.microsoft.
com/en-us/library/dn646990.aspx.

Configure monitoring and alerts

You can use Microsoft Intune to monitor your managed devices. There are two primary ways
that you can monitor the status of your Microsoft Intune environment:

m Reports You can use reports to monitor the status of devices including software
update status, software installed, and certificate compliance.

m Alerts You can use alerts to provide notifications based on Microsoft Intune events
or status parameters.

Using reports

Reports can provide information about both past and future events in Microsoft Intune, and

they can help to forecast future needs and confirm the current state of your environment.
There are several types of reports available in Microsoft Intune:

m Update reports Shows the software updates that succeeded on computers in your
organization, in addition to the updates that failed, are pending, or are needed. For
more information on software updates.

m Detected software reports Shows software installed on computers in your organi-
zation and includes the software versions. You can filter the information that displays
based on the software publisher and the software category. You can expand the up-
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dates in the list to show more detail (such as the computers on which it is installed) by
clicking the directional arrow next to the list item.

m Computer inventory reports Shows information about managed computers in your
organization. Use this report to plan hardware purchases and to understand more
about the hardware needs of users in your organization.

= Mobile device inventory reports Shows information about the mobile devices
in your organization. You can filter the information that displays based on groups,
whether the device is a jailbroken or rooted device, and by operating system.

m License purchase reports Shows the software titles for all licensed software in se-
lected license groups, based on their licensing agreements.

m License installation reports Shows reports that compare installed software on com-
puters in your organization with your current license agreement coverage.

m Terms and conditions reports Show whether users accepted terms and conditions
you deployed, and which version they accepted. You can specify up to 10 users whose
acceptance of any terms and conditions that were deployed to them are shown, or
show the acceptance status for a particular term deployed to them.

= Noncompliant apps reports Shows information about the users who have apps
installed that are on your lists of compliant and noncompliant apps. Use this report to
find users and devices that are not in compliance with your company app policies.

m Certificate compliance reports Show which certificates have been issued to users
and devices through the Network Device Enrollment Service. Use this report to find
certificates that are issued, expired, and revoked.

m Device history reports Show a historical log of retire, wipe, and delete actions. Use
this report to see who initiated actions on devices in the past.

Creating a report

1. Inthe Microsoft Intune administrator console, click Reports, and then click the report
type you want to generate, described on the table above.

2. On the Create New Report page, accept the default values or customize them to filter
the results that will be returned by the report. For example, you could select that only
software published by Microsoft will be displayed in the detected software report.

3. Click View Report to open the report in a new window.

Using alerts

Alerts provide notification based on Microsoft Intune status events. You can use alerts in
several ways in Microsoft Intune:

m View all recent alerts to obtain a high-level view of device health.

m [dentify specific issues that are occurring in your environment with regard to timing,
and scope.

108 Plan and implement a Microsoft Intune device management solution



Use filter alerts to target specific events or issues in your environment.

There are several alert categories available in Microsoft Intune:

Endpoint protection Informs you when computers have malware warnings, are not
protected, or have malware that requires action. These alerts also notify you when
malware was seen for the first time or was recently resolved.

Monitoring Informs you when a service is stopped, disk space is too low, or disk
fragmentation is high.

Notices Informs you about configuration tasks that need to be performed (such as
configuring automatic approvals for updates) and service announcements that display
on the Notice Board on the System Overview page.

Policy Informs you when a device is unable to apply one or more policy settings.

Remote Assistance Informs you when a user on a managed computer has initiated a
request for remote assistance.

System Informs you when client deployments have failed. Also contains a sub-
category of Mobile Device Management, which informs you when mobile device issues
occur, including Exchange connectivity.

Updates Informs you when specific updates are waiting for approval, such as Security
Updates or Critical Updates.

Creating a new notification rule

1.

2.

5.

In the Microsoft Intune administrator console, click Administration, click Alerts and
Notifications, click Notification Rules, and then Create New Rule.

In the Create Notification Rule Wizard, enter a Name for the notification rule, select
the Categories and Severity for the notification rule, and then click Next.

On the Select Device Groups page, select the device groups to which this rule will ap-
ply, then click Next.

On the Select Email Recipients page, select the users who will receive the email notifi-
cations generated by this rule.

Click Save to save the rule and close the wizard.

Manage policies
You can use Microsoft Intune policies to enforce functionality and security related features on

mobile devices and Windows computers. Policies are managed from the Policy page in Microsoft
Intune, pictured in Figure 3-16. To view the Policy page, sign in to Microsoft Intune and click the

Policy icon in the navigation bar.
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FIGURE 3-16 The Microsoft Intune Policy page

Exploring Microsoft Intune policies
The Microsoft Intune Policy page is broken down into several sections:

m Overview The Overview page (as shown in Figure 3-1) provides a dashboard view of
current policy status, shortcuts to common policy-related tasks, and links to relevant
help topics.

m Policy Conflicts This page shows conflicts where Intune policy was not applied ac-
cording to configuration. Each conflict is listed with relevant details including where
and when the conflict occurred.

= Configuration Policies On this page, you can create and manage policies that con-
figure Windows computers and mobile devices. A large portion of Intune policies are
configured from this page.

m Compliance Policies The Compliance Policies page provides the ability to create and
manage policies related to compliant devices and enforcing compliance.

m Conditional Access On this page, you can control access to Microsoft Exchange,
Exchange Online and SharePoint Online for managed devices.

m Corporate Device Enrollment On this page, you can create a device enrollment
profile to enable enrollment for iOS based devices.
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= Terms and Conditions On this page, you can create policies to explain how enroll-
ment, access to work resources, and using the company portal affect devices and
users. Users must accept the terms and conditions before they can use the company
portal to enroll and access their work resources.

EXAM TIP

Microsoft Intune policies feature similar functionality and some of the same settings as
Group Policy. You need to know that in the case of a settings conflict between Intune
policy and Group Policy, Group Policy takes precedence and will be applied instead of the
Intune policy.

Configuring Microsoft Intune policies

You configure Microsoft Intune policies in the Policy section, either from the Overview page,
using the Add Policy task or from the Configuration Policies or Compliance Policies pages.
Once a policy is created, you can deploy the policy by managing deployment.

CREATE A POLICY

In the following example, you will create a policy using Microsoft Intune to disable notifica-
tions from User Account Control (UAC). To create a new policy in Microsoft Intune, perform
the following steps:

1. From the Microsoft Intune Policy section, on the Overview page, click Add Policy.

2. Onthe Create A New Policy page, expand the Windows node, click General Configuration
(Windows 8.1 and later), ensure that Create And Deploy A Custom Policy is selected as
shown in Figure 3-17, and then click Create Policy.

Create a New Policy

Select a template for the new policy

Select the template that includes the settings you want to manage with the new policy. You use a template to create a policy,
and then you can configure the settings in that policy. You cannot change a template.

-
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FIGURE 3-17 Select a template for a new policy
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3. On the Create Policy page, supply values for the Name and Description of the policy,
scroll down and select the User Account Control Is Not Configured option.

4. Under User Account Control, click the drop-down box, and then select Never Notify.

5. Click Save Policy.

DEPLOY A POLICY
The newly created policy will not provide any functionality until it is deployed in Microsoft.
When you create a policy, you are prompted at the end of the creation process to deploy
the policy. You can choose to deploy immediately or you can deploy the policy manually. To
manually deploy a policy, perform the following steps:
1. From the Policy section in Microsoft Intune on the Configuration Policies page, click a
policy, and then click Manage Deployment.

2. Inthe Manage Deployment window, select the groups to which you want to deploy
the policy, and then click OK.

After deployment is complete, you can make changes to the deployment configuration by
selecting the policy, and clicking Manage Deployment.

MANAGE REMOTE COMPUTERS
You can use Microsoft Intune to manage several aspects of functionality for managed com-
puters. The user interface for these actions is found in any Microsoft Intune screen where one
or more devices is listed. The actions include the following:

m Retire/Wipe When you choose this option, you are given two options:

m Selective Wipe This option will remove only company data managed by Intune,
leaving personal data intact. The type of company data removed varies by platform
and includes profiles, applications, policies and the Intune Endpoint Protection
software.

m Full Wipe This option will wipe the device and return it to its factory default set-
tings by removing all data, including user personal data, from the device.

m Delete This command removes the device from Microsoft Intune, but does not
modify device settings or software.

® Run A Full Malware Scan This command runs a full malware scan by using
Microsoft Intune Endpoint Protection on the selected device.

= Run A Quick Malware Scan This command runs a quick malware scan by using
Microsoft Intune Endpoint Protection on the selected device.

m Restart Computer This command restarts the remote device

m Update Malware Definitions This command initiates an update of malware defini-
tions for the Microsoft Intune Endpoint Protection client.

m Refresh Policies This command requests a manual refresh of the client policies from
the Microsoft Intune site.
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m Refresh Inventory This command requests updated inventory information to be
sent from the device to Microsoft Intune.

MORE INFO MICROSOFT INTUNE POLICY DETAILS

For more information about Microsoft Intune policies and to see the list of available poli-
cies, visit https://technet.microsoft.com/en-us/library/dn743712.aspx.

Thought experiment
Deploying policies to remote computers
In this thought experiment, apply what you've learned about this objective. You can

find answers to these questions in the “Answers” section at the end of this chapter.

You have been asked to provide a method for configuration of twenty Windows 10
laptop computers in your organization. These laptops are used by travelling sales
representatives who connect to the Internet and run a custom-developed sales web
app. They are very rarely connected to the corporate intranet. You are required to
ensure that the sales representatives’ laptops have Windows Firewall enabled, and
that future changes to the required policy happen as soon as possible.

1. What would be the most effective way to apply this policy?

2. What policy template should be used?

Objective summary

m You use user accounts in Microsoft Intune to deploy software, policies and group de-
vices in the environment.

= When you enroll devices, they are manageable by Microsoft Intune.

m  Microsoft Intune has several different views available to see and interact with the de-
vices in your environment.

m  Microsoft Intune subscriptions govern the functionality and the number of users that
can be created in Microsoft Intune.

m The Microsoft Intune connector site is configured in System Center 2012 Configuration
Manager to provide integration with Microsoft Intune and to enable management of
Microsoft Intune devices with System Center 2012 Configuration Manager.

m User and computer groups are used to establish logical collections of users and de-
vices.

®m You can configure and view reports and alerts to obtain information about your
Microsoft Intune environment.

m  Microsoft Intune policies enable greater control and management of Microsoft
Intune-managed devices.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following devices is not supported for management using Microsoft
Intune?

A. A smart phone running Android 4.3

B. A Windows XP SP1 laptop

C. AniPad Air running iOS 7.1

D. A Windows desktop running Windows 8.1

2. Which one of the following account types has the ability to enroll more than five
devices?

A. Administrator

B. Device Enrollment Manager

C. Device Administrator

D. User Management Administrator

3.  Which one of the following templates contains the policy setting User Account Control
Is Not Configured For A Windows 10 Computer?

A. A.Custom Configuration (Windows 10 Desktop and Mobile, and later)

B. B. General Configuration (Windows 8.1 and later)

C. C. Trusted Certificate Profile (Windows 10 Desktop and Mobile, and later)
D. D. Trusted Certificate Profile (Windows 8.1 and later)
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Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 3.1: Thought experiment
1. Microsoft Intune with Mobile Device Management enabled.
2. Work Folders.

3. File servers must be Windows Server 2012 R2 or later and have the Work Folders fea-
ture enabled.

Objective 3.1: Review

1. Correctanswer: D

Incorrect: The files are stored in %USERPROFILE%\Work Folders.
Incorrect: The files are stored in %USERPROFILE%\Work Folders.
Incorrect: The files are stored in %USERPROFILE%\Work Folders.
Correct: The files are stored in %USERPROFILE%\Work Folders.

2. Correct answer: C

A.

Incorrect: The Windows Intune administrator console, from the Administrator
pane in Mobile Device Management, is not the desired solution here.

Incorrect: Although you can manage devices in the Windows Intune administrator
console from the Groups pane in All Mobile Devices, you can't add users manually
here.

Correct: You add users manually from the Windows Intune account portal, under
Admin, from the Users tab.

Incorrect: No Users tab is available (which is what you need to locate) in the
Windows Intune account portal, under Admin Console.

Incorrect: You can't add users manually in the Windows Intune Company Portal.
How and where do you, as an administrator, provision mobile users for device
enrollment if you don’t have AD DS in your environment?

3. Correct answer: D

Incorrect: Windows RT devices are supported by MDM in Microsoft Intune.
Incorrect: iOS 6.0 and later devices are supported by MDM in Microsoft Intune.
Incorrect: Android 4.0 and later is supported by MDM in Microsoft Intune.

Correct: Windows 7 devices are not supported, only Windows 8 and later devices
are supported by MDM in Microsoft Intune.
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Objective 3.2: Thought experiment

1.

2.

Create an automatic approval rule that approves all critical and security updates for
computers running Windows 10.

Import third-party updates into Intune and then approve them for distribution.

Objective 3.2: Review

1.

Correct answer: D

A.

Incorrect: Automatic approval rules automatically approve updates based on
product and classification. If the Windows 10 updates are not present in the Intune
console, you need to change the update categories and classifications settings.

Incorrect: You can upload third-party updates to Intune, but you should configure
update categories and classifications to ensure that specific Microsoft operating
systems and products are covered.

Incorrect: Update policies specify when and how updates will be deployed. You do
not use them to configure which updates will be deployed.

Correct: You need to configure update categories and classifications to ensure that
updates for Windows 10 will be available to your Intune deployment.

Correct answer: B

A.

Incorrect: You configure update categories and classifications to ensure that
updates for specific products and for specific classifications will be available to your
Intune deployment.

Correct: Update policies specify when and how updates will be deployed, includ-
ing whether a signed-on user can override a restart required to complete update
installation.

Incorrect: You can upload third-party updates to Intune, but this doesn’t involve
controlling restart behavior.

Incorrect: Automatic approval rules automatically approve updates based on
product and classification. They do not control restart behavior.

Correct answers: A and D

A.

Correct: You need to configure a group for the Melbourne computers and then
configure an automatic approval rule.

Incorrect: Update policies do not determine which updates are installed, just when
and how the updates are installed.

Incorrect: You only need to configure update categories and classifications if
Intune isn’t obtaining updates of the required category and classification.

Correct: You need to configure a group for the Melbourne computers and then
configure an automatic approval rule.

Plan and implement a Microsoft Intune device management solution



Objective 3.3: Thought experiment

1.

Microsoft Intune would work very well for deploying this policy. Microsoft Intune con-
tains policy settings that enable control of Windows Firewall, and the policy settings
will be applied whenever the clients are connected to the intranet, so policy changes
will apply quickly.

You should use the General Configuration (Windows 8.1 and later) policy to enable this
configuration.

Objective 3.3: Review

1.

Correct answer: B

A.

Incorrect: Microsoft Intune supports Android 4.0 and higher.
Correct: Microsoft Intune does not support Windows XP SP1.
Incorrect: Microsoft Intune supports iOS 6.0 and later.

Incorrect: Microsoft Intune supports Windows RT.

Correct answer: B

Incorrect: The Administrator account can only enroll up to five devices.

Correct: The Device Enrollment Manager can enroll large numbers of devices, and
is typically used specifically for that purpose.

Incorrect: There is no account type named Device Administrator.

Incorrect: The User Management Administrator can only enroll up to five devices.

Correct answer: B

A.

Incorrect: Custom Configuration (Windows 10 Desktop and Mobile and later)
does not contain the policy setting User Account Control Is Not Configured.

Correct: General Configuration (Windows 8.1 and later) does contain the policy
setting User Account Control Is Not Configured.

Incorrect: Trusted Certificate Profile (Windows 10 Desktop and Mobile and later)
does not contain the policy setting User Account Control Is Not Configured.

Correct: Trusted Certificate Profile (Windows 8.1 and later) does not contain the
policy setting User Account Control Is Not Configured.

Answers
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Configure networking

You must understand the fundamentals of networking in Windows 10 to succeed in the
exam. Network connectivity is an almost universal assumption in typical Windows 10
operation, so understanding how Windows networking works will help you in many areas
of the exam. This chapter will cover the basics of main networking components of Windows
10, along with how to configure each of them.

Objectives in this chapter:
m Objective 4.1: Configure IP settings
m Objective 4.2: Configure network settings

m  Obijective 4.3: Configure and maintain network security

Objective 4.1: Configure IP settings

The IP address is the most widely used point of contact for a Windows 10 computer that is
connected to the network. A computer’s IP address uniquely identifies it on the local net-
work segment, and it serves as the functional component for most of the ways that comput-
ers communicate on a network, including name resolution and file transfer.

This objective covers how to:
m Connect to a network
m Configure name resolution

= Configure network locations

Connect to a network

Networks are groups of computers and other resources. When connected, each resource
that is connected (computer, network printer, server, or other host) must acquire, or have
previously been assigned an exclusive address that will define it on that network. These
addresses are unique, and you can't have two hosts on the same network with the same
address. This makes addressing a very important part of configuring and connecting to
networks.
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Understanding IP address requirements

Each host on a network must have a unique Internet Protocol (IP) address. This address, when
it's configured as an IPv4 address, is a 32-bit number that is styled as four sets of decimal
numbers. For example: 192.168.4.20. Each host is also assigned a subnet mask, which de-
termines which part of the IP address defines the network and which part defines the host.
Together, the IP address and the subnet mask define the network within which a host can
communicate. If the host requires communication outside of the local network segment,

a gateway must be specified, which typically represents a network router that can provide
network paths to other networks and the Internet. The IP address, subnet mask and default
gateway together provide the full definition of IP connectivity for a network host. There are
two ways to get an address to a resource: You can define it manually, or it can be assigned by
a Dynamic Host Configuration Protocol (DHCP) server.

When an address can't be assigned this way, Windows will assign its own IP address us-
ing a technology called Automatic Private IP Addressing (APIPA). APIPA addresses fall in the
169.254.x.x address range.

EXAM TIP

Make sure to review the IP address ranges for Class A, B, and C to have an idea of how
many networks and hosts each offers. Know their default subnet masks, too. Beyond that,
know the private addresses available for local networks (192.x.x.x, 172.x.x.x, and 10.x.x.x
for Class C, B, and A, respectively).

Understanding network terminology
Make sure that you are familiar with the following terms before continuing:

m APIP Thisis a link-local (IP) address that is assigned by Windows when no other
addressing mechanism can be found. This enables the host to function on the local
network segment. Routers do not forward packets from these kinds of addresses.

m Default Gateway This hardware or software device lets hosts connect to other
networks. Often that network is the Internet, but it could also be another network
segment in an enterprise domain.

m DHCP DHCP is a networking protocol that dynamically configures IP addresses for
hosts on a network. A DHCP server assigns these addresses. These IP addresses are
generally granted for a specified interval and must be renewed when the interval is up.
If specific static addresses are required for clients, DHCP can be configured to allow
reservations for those clients.

m DHCP Scope A DHCP scope is a consecutive range of possible IP addresses that can
be offered to hosts on a subnet (part of a network).

Configure networking



m DNS Domain Name Service (DNS) is a service that enables users to type the name
of the host to which they want to connect to instead of its IP address. A DNS server
resolves the name.

m IPv4 Thisis an IP address that consists of 32 bits, notated by four 8-bit octets. It has
two parts: the network ID and the host ID. The network ID describes the network, and
the host ID defines the specific device on it. IPv4 addresses can be Unicast, Broadcast,
or Multicast.

m Subnet mask This 32-bit number, notated by four 8-bit octets that consist of a set
of 1s followed by a set of Os, is used to define which part of the IPv4 address is the
network ID and which part is the host ID. The 1s denote the network; the Os denote
the host. The default subnet masks are in the form 255.0.0.0 for Class A addresses,
255.255.0.0 for Class B addresses, and 255.255.255.0 for Class C addresses. Translated
to binary, 255.0.0.0 looks like this: 11111111 00000000 00000000 00000000.

m IPv6 The available IPv4 address combinations are dwindling, thus the need for a bet-
ter option. IPv6 is that option. Instead of a 32-bit space, it's a 128-bit space with 16-bit
boundaries. This allows for many more addresses. An IPv6 address typically looks like
this: 21DA:D3:0:2F3B:2AA:FF:FE28:9C5A.

MORE INFO IP ADDRESSING

For more information on how IP addresses are defined and how they function, visit https://
technet.microsoft.com/en-us/library/cc958829.aspx.

Configuring IP settings

You can configure IP settings on a Windows 10 computer by accessing the Properties page
for the network adapter. To open the Properties page, perform the following steps:

1. From the desktop, right-click the Start button, and then click Network Connections.

2. In the Network Connections window, right-click the appropriate network adapter, and
then click Properties, as shown in Figure 4-1.
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FIGURE 4-1 Opening the Properties page for a network adapter

3. Inthe Properties dialog box shown in Figure 4-2, select Internet Protocol Version 4
(TCP/1P4), and then click Properties.
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FIGURE 4-2 The Properties dialog box for a network adapter
4. In the Internet Protocol Version 4 Properties dialog box shown in Figure 4-3, select the

appropriate configuration options and specify addresses, if necessary. You can choose
to either obtain the IP address and DNS server addresses automatically (from a DHCP
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server), or specify the addresses manually. You must, at a minimum, supply an IP ad-
dress and a subnet mask.

Internet Protocol Version 4 (TCP/IPv4) Properties x

General  Alternate Configuration

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
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(O Use the following IP address:

(®) Obtain DNS server address automatically
(C)Use the following DS server addresses:

. ]
. ]

Validate settings upon exit Advanced. ..

Cancel

FIGURE 4-3 The IPv4 configuration dialog box

EXAM TIP

You might be asked how to configure IPv4 or IPv6 addresses from the command line. The
command to do this is Netsh. Make sure you understand the options associated with this
command. You might be asked to select the proper command to apply a static address for
a host, among other things. That command would look like this: netsh interface ipv4
set address 'Ethernet' static 192.168.5.12 255.255.255.0 192.168.1.10. If you want
the address to come from a DHCP server, the command would look more like this: netsh

interface ipv4 set address name="Ethernet" source=dhcp.

Connecting to a network
The first time you connect to a local network, you are prompted to choose from one of
these options:

= No, Don't Turn On Sharing Or Connect To Devices This option is intended for
public networks and hot spots (libraries, coffee shops). The user’'s computer can't be
seen or accessed by others, and the user can’t see other computers also accessing the
network.

Objective 4.1: Configure IP settings
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= Yes, Turn On Sharing And Connect To Devices This option is intended for private,
trusted networks (home, work) and homegroups. Computers sit behind a trusted
router and do not connect to the Internet directly.

These two options do not appear when you connect to an Active Directory Domain Services
domain. However, when they do appear and when you choose an option, settings are config-
ured automatically for network discovery, file and printer sharing, the state of the firewall, apps
that can accept incoming connections, and so on. (Computers configured as Private or Domain
have network discovery enabled; Public networks do not.)

Resolving connectivity issues

When a host can't reach a network, that host has connectivity issues. The issue might be
isolated to only that device; perhaps the computer’s Ethernet cable has come unplugged or
the computer’s wireless features have been disabled. Maybe there is an IP address conflict on
the network and the user’s IP address needs to be released and renewed. Often, using the
troubleshooting tools in the Network And Sharing Center can expose the problem and offer a
solution. If the issue isn't isolated though, you have larger problems. A network server, gate-
way, or other necessary resource might be down, a network segment or physical backbone
might be damaged, or there could be an issue that is caused by the Internet service provider
(ISP), cloud services, or other technologies that are out of your control.

NOTE VIEWING CONNECTION STATUS

To view the status of any connection, open the Network And Sharing Center, then click
Change Adapter Settings. Double-click the icon that represents the connected network
and click Details. In the dialog box that appears, you can view the physical address, DHCP
information, and IP addresses. You can even see the IP address of the DNS server, default
gateway, and DHCP server, along with when the DHCP lease was obtained and when it
must be renewed. You can also run the ipconfig /all command from the command line.

NETWORK AND SHARING CENTER

The Network And Sharing Center enables you to view the status of your active networks. If
there’s a problem, you can click Troubleshoot Problems to see if the Network And Sharing
Center can resolve it. It can be resolved by releasing and renewing the IP address, resetting
adapter settings, or uncovering a simple problem such as a disconnected Ethernet cable (which
you can then reconnect).

If a problem exists, but can't be resolved automatically, you can choose from a list of trou-
bleshooting options that include: solving problems connecting to websites, accessing shared
folders, finding computers or files in a homegroup, finding and fixing problems with wireless
adapters, and troubleshooting incoming connections. When you select any option and start
the troubleshooter, it generally finds the problem and performs the repair or prompts you
to authorize the repair. It might also require you to do something first, like insert an Ethernet
cable into the Ethernet port on the computer.
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COMMAND-LINE TOOLS

When the Network And Sharing Center and the Action Center can't help resolve a connectivity
problem, it’s likely a more complex issue. Perhaps a domain's (or network segment’s) gateway is
offline or a router failed. Perhaps the DNS server isn't available or has been incorrectly configured
on the host, or the unique, corporate, IP address of the computer has been changed to an APIPA
address because of a currently unresolved network issue.

When these kinds of problems exist, you can use command-line tools to resolve them.
Here are some of the tools you can use:

m Ping This tool verifies IP-level connectivity to another TCP/IP computer. To do this, it
sends Control Message Protocol (ICMP) Echo Request messages to the recipient. The
receipt of these messages is displayed, along with round-trip times, if the connection is
successful. Ping is the primary command used to troubleshoot connectivity, reachability,
and name resolution.

m Ipconfig and Ipconfig /all This displays all current TCP/IP network configuration
values. It can also refresh DHCP and DNS settings. Used without the /all parameter,
Ipconfig displays IPv4 and IPv6 addresses, the subnet mask, and the default gateway
for all adapters installed on the host. Common parameters are /release, /renew, and
/flushdns.

m Tracert This tool determines the path taken to a destination and shows information
about each hop a packet takes to get to where it's going. A hop is a pass through a
router. You can use this information to see where the transmission fails.

m Netstat This displays a list of active TCP connections and the ports on which the
computer is listening. It also displays Ethernet statistics, the IP routing table, and IPv4
and IPv6 statistics.

m Netsh This enables you to make changes to the network configuration of the current
computer at the command line.

m Nslookup This tool displays information that you can use to diagnose problems with
DNS.

Configure name resolution

Computers are represented by their unique IP address, and you can communicate with them
using that address if you like. One way to communicate with an IP address is to do so at a
command line. For instance, you can type something like ping 192.168.4.5 to troubleshoot
connectivity to another host on a local area network segment. Communicating this way
however, is cumbersome.

DNS enables users to type names instead of numbers; this process is called name resolution.
DNS servers store information about the names and addresses of Internet computers, and the
lists they maintain are distributed among thousands of DNS servers available on the Internet,
which are placed all over the world. The name resolution request is forwarded to one of these

Objective 4.1: Configure IP settings
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servers. If the name can't be resolved server, it's passed to another server and another, until it is
resolved.

In many cases, your DHCP server will provide DNS server addresses for your client comput-
ers to use for name resolution. This occurs if Obtain DNS Server Address Automatically is se-
lected. You can also manually configure a host to use a specific DNS server in the connection’s
Properties dialog box (shown in Figure 4-3). On a domain with a unique DNS server that the
host is required to use, this is necessary. It might also be necessary in a virtual private network
(VPN) or in a virtual machine.

Depending on the configuration, Windows 10 resolves host names by performing the fol-
lowing actions:

1. Checking whether the host name is the same as the local host name.
2. Searching the DNS resolver cache, which is populated from the local Hosts file.

3. Sending a DNS request to its configured DNS servers.

Troubleshooting name resolution

The primary tools for troubleshooting host name resolution are /PConfig and NSLookup, and their
Windows PowerShell equivalents Get-Net/PAddress, Get-NetIPv4Protocol, and Resolve-dnsname.

If you cannot connect to a remote host, and if you suspect a name resolution problem,
you can troubleshoot name resolution by using the following procedure:

1. Open an elevated command prompt, and then clear the DNS resolver cache by typing
the following command:

IPConfig /flushdns

Alternately, you can use the Windows PowerShell cmdlet Clear-DnsClientCache.

2. Attempt to verify connectivity to a remote host by using its IP address. This helps you
identify whether the issue is due to name resolution. You can use the Ping command
or the Test-Connection Windows PowerShell cmdlet. If the Ping command succeeds
with the IP address, but fails by the host name, the problem is with name resolution.

3. Attempt to verify connectivity to the remote host by its host name by using the fully-
qualified domain name (FQDN) followed by a period. For example, type the following
command at the command prompt:

Test-connection LON-c11l.adatum.com

You can also use the ping command.
4. |If the test is successful, the problem is likely unrelated to name resolution.

5. If the test is unsuccessful, edit the C:\Windows\System32\Drivers\Etc\hosts.txt text file,
and then add the appropriate entry to the end of the file. For example, add this line
and then save the file:

172.16.0.51 LON-c11.adatum.com
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6.

Perform the test-by-host-name procedure again. The name resolution should now be
successful.

Examine the DNS resolver cache to verify that the name resolved correctly. To examine
the DNS resolver cache, type the following command at a command prompt:

IPConfig /displaydns

You can also use the Windows PowerShell cmdlet Get-DnsClientCache.

Remove the entry that you added to the hosts file, and then clear the resolver cache
once more. At the command prompt, type the following command, and then examine
the contents of the filename.txt file to identify the failed stage in name resolution:

NSLookup.exe -d2 LON-c1l.adatum.com > filename.txt

The Windows PowerShell equivalent command is:

Resolve-dnsname Ton-cll.adatum.com > filename.txt

Configure network locations

The first time that you connect a computer to a network, you must select whether you trust
the network. This sets appropriate firewall and security settings automatically. When you
connect to networks in different locations, you can ensure that your computer is set to an ap-
propriate security level at all times by choosing a network location.

Windows 10 uses network location awareness to uniquely identify networks to which a
computer is connected. Network location awareness collects information from networks,
including IP address and media access control (MAC) address data from important network
components, like routers and gateways, to identify a specific network.

There are three network location types:

m Domain networks These are workplace networks that attach to a domain. Use this

option for any network that allows communication with a domain controller. Network
discovery is on by default, and you cannot create or join a homegroup.

Private networks These are networks at home or work where you know and trust
the people and devices on the network. When you select home or work (private) net-
works, this turns on network discovery. Computers on a home network can belong to a
homegroup.

Guest or public networks These are networks in public places. This location keeps
the computer from being visible to other computers. When you select the Public place
network location, homegroup is not available and network discovery is turned off.

The Public networks location blocks certain programs and services from running, which
protects a computer from unauthorized access. If you connect to a Public network and
Windows Firewall is on, some programs or services might ask you to allow them to commu-
nicate through the firewall so that they can work properly.

Objective 4.1: Configure IP settings
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To make changes to the network location, if that location is a homegroup, you can run the
Homegroup Troubleshooter. This might never happen in a homegroup, but it's worth noting
that the Homegroup Troubleshooter is an option. If the location is a local network in a work-
group, you can make changes in the Settings app as follows:

1. Inthe Settings app, click Network & Internet.

2. On the Network & Internet page shown in Figure 4-4, click Ethernet, and then click the
adapter for which you'd like to configure the network location (Ethernet, in this case).

02 NETWORK & INTERNET

Data usage

Ethernet
VPN
Ethernet
Dial-up Connected
Ethernet
Related settings
Proxy

Change adapter options

Change advanced sharing options
Network and Sharing Center
HomeGroup

Internet options

Windows Firewall

FIGURE 4-4 The Network & Internet page in the Settings app

3. On the configuration page, under Find Devices And Content, change the toggle switch
to Off (do not find devices, which is recommended for a public network location) or
On (find devices, which is recommended for a private network location).
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52 ETHERNET

Find devices and content
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Properties
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Copy

FIGURE 4-5 Find devices and content

Thought experiment
Providing functionality for mobile devices

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You are troubleshooting connectivity problems on a new laptop that has been
added to a local, small business network that already includes eight other comput-
ers. Three of these eight are laptops that have always connected without issues. The
new laptop can connect when plugged in directly to the router with an Ethernet
cable, but it cannot connect wirelessly.

Answer the following questions related to how you would troubleshoot this issue:
1. What do suspect is causing this problem?

2. Do you think that the troubleshooter in the Network And Sharing Center can
resolve this problem?

3. If the Internet Connection troubleshooter uncovers the issue but can’t resolve it,
where would you turn next and why?

Objective 4.1: Configure IP settings
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Objective summary

m After you connect to a network, your computer is given a unique IP address on that

network segment. Every host connected to a network must have an IP address. You
can use several troubleshooting tools to diagnose connection problems, if necessary.

Name resolution enables network nodes to use friendly names to identify each other
on the network rather than just an IP address.

A network location determines the different types of network traffic that are enabled
for a network adapter.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

What is the purpose of DNS?

A. To automatically assign IP addresses to hosts on a local network or network seg-
ment.

B. To transmit IPv6 traffic over an IPv4 network.
C. To resolve host names into IP addresses.
D. To assign an APIPA address when an IP address isn't available from a DHCP server.

How can you apply a static IP address to a host on a network, such as a computer or
network printer? (Choose all that apply.)

A. From the host adapter’s Properties dialog box.

B. Inthe Action Center, in the Security options.

C. By using the Netsh command at a command prompt.

D. From the Advanced Sharing Settings in the Network And Sharing Center.

You need to access information for a specific network adapter, including the physical
address, DHCP configuration, IPv4 and IPv6 addresses, applicable subnet mask, and
the addresses configured for the DNS Server, DHCP server, default gateway, and when
the DHCP lease must be renewed. Which command-line tool would you use?

A. lpconfig

B. Ipconfig /all

C. Ping

D. Tracert

How do you change a configured network location in Windows 10?
A. From the host adapter’s Properties dialog box.

B. Inthe Action Center, in the Maintenance options.
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C. From the Settings app, right-click the network, click Forget This Network, then
reconnect.

D. From the Settings app, in Network & Internet.

Objective 4.2: Configure network settings

There are various networking settings you can configure. You can connect to wireless and
broadband networks and manage the list of wireless networks to which you've connected
previously. You can configure location-aware printing to enable users to print to the desired
local printer automatically. You can configure network adapters to reconfigure default set-
tings and tweak performance.

This objective covers how to:

m Connect to a wireless network

m  Manage preferred wireless networks
= Configure network adapters

= Configure location-aware printing

Connect to a wireless network

An increasing number of devices use wireless connections as the primary method for ac-
cessing corporate intranets and the Internet. Additionally, many users have come to expect
a wireless infrastructure in a corporate workplace. As a result, a good working knowledge of
wireless connectivity is a requirement for today's networking environment. In Windows 10,

you can connect to a network from the network icon on the taskbar by following these steps:

1. From the Desktop, click the Network icon on the taskbar, as shown in Figure 4-6.
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FIGURE 4-6 The Network icon list of wireless networks
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2. Click the appropriate wireless network name in the list.

3. Optionally, select the Connect Automatically check box. This option will save the net-
work security key so you do not have to enter it each time you connect to the network.

4. Click Connect. If the network is secure, you will be asked to enter the network security key.

Manage preferred wireless networks

Windows 10 keeps track of all networks to which you connect and prioritizes them au-
tomatically. When you have more than one connection option, Windows 10 determines
which type it will connect to in this order: Ethernet, Wi-Fi, and then mobile broadband. For
example, if a Windows 10 computer has all three network types available, Ethernet will be
its chosen first; otherwise, Wi-Fi is chosen. If both become unavailable, then broadband will
be chosen (and will be chosen automatically if you've configured it to). When choosing from
wireless networks to which you've connected in the past, when more than one of those is
available at a given time, Windows 10 connects to the last one you used.

If you're connected to a network automatically, but want to choose another, click it from
the list of networks. You can access this list by clicking the Network icon in the taskbar’s
system tray.

In Windows 10, you can manage preferred networks in one of two ways. First, you can use
the Wi-Fi page in the Network Setting section of the Settings app:

1. Open the Settings App.

2. Click Network & Internet, and then click Wi-Fi.

3. On the Wi-Fi page, click Manage Wi-Fi Settings.

4. Atthe bottom of the page, beneath Manage Known Networks, click the network you
want to manage.

5. Click Share or Forget The Network.

You can also manage wireless networks by using Netsh. To use Netsh to remove networks,
perform the following steps:

1. From the command line, type the following:
Netsh wlan show profiles
2. Locate the profile you want to remove, and use it in the following command:

Netsh wlan delete profile name=<profile name>
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Configure network adapters

When you right-click a network adapter in the Network Connections window, you can do any of
the following:

Enable or disable the adapter. (This can help you solve connection problems or keep
wireless adapters from searching for networks when you don't need them to.)

Connect to or disconnect from the associated network.

See the status of the adapter or connection. (You can use this to view the number of
bytes sent and received, to diagnose connection problems, to view signal quality and
speed, and to view the service set identifier (SSID).)

Diagnose problems with the adapter or connection. (You can use this to run an auto-
mated tool that can assist in diagnosing connection problems.)

Bridge two or more connections. (You must select two connections that are LAN or
High Speed Internet connections that are not being used by Internet Connection
Sharing. A network bridge is a network device that connects to multiple network
segments.)

Create a shortcut to the adapter for easier access.
Delete the entry, if the option is available.
Rename the adapter.

View the adapter’s properties. (You'll see the Properties dialog box you learned about
earlier in this chapter. From there, you can see the type of connection the adapter
uses and install or uninstall protocols, Hyper-V Extensible Virtual Switch, Microsoft
LLDP Protocol Driver, and more. When you select an option, you can view additional
properties.)

Explore the options available from the adapters on a computer you have access to. Make
sure to click Configure in any Wi-Fi Properties dialog box to view the advanced options. You
can configure the computer to turn off that device to conserve power or to allow the device

to wake up the computer (on the Power Management tab). You can also view events (Events
tab), see adapter and driver details (Details, Driver, and General tabs), and view advanced
configuration options (Advanced tab).

Configure location-aware printing

Users are becoming more and more mobile, which means that they'll likely need to access print-
ers from various locations. Printers can be available on any kind of network, including a network
at home, at the office, or even at a company kiosk. Having to choose a printer every time they
connect to a new network can annoy users, thus the need for location-aware printing. With
location-aware printing, a default printer can be set for each location from which the user prints.
This also keeps the user from accidentally printing to the wrong printer, which poses a security
issue if the printed data is confidential.
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EXAM TIP
9

Location-aware printing uses the Network Location Awareness service and the Network List
service to determine the network location. The former collects and maintains network configura-
tion information, and the latter identifies the network to which the computer is connected. If this
feature doesn’t work, be aware that you need to check to make sure these services are running.

To configure location-aware printing, follow these steps:

1. Open Devices And Printers.

2. Click any printer, and then on the menu bar, click Manage Default Printer.
3. Select Change My Default Printer When | Change Networks.

4. In the Select Network list, choose the network to configure.

5. Inthe Select Printer list, choose the printer that will be the default when connected to
the network chosen in step 4.

6. Click Add.

Your new entry will appear as a new location-aware printer pairing, as shown in Figure 4-7.

4§ Devices and Printers — [m] X
4 =i > Control Pa es and Printers P
Add a device Add a printer = - (]

O Always use the same printer as my default printer
v Devices (2)
@ Change my default printer when | change networks

Select network Select printer
7 v ¥ Add

Ultrathin Touch YOGA2P
Mouse Network Default printer
© Printers (7) wireless-k 7 Brother MFC-7840W Printer
/
Brother Fax Remove Send To
MFC-7840W OneNote 2013

Printer

9 items

= Q,J‘

FIGURE 4-7 The Manage Default Printers dialog box
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Thought experiment
Enabling printing on wireless networks

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You support multiple mobile users who connect to a dozen wireless networks a
month and print to the printers on those networks regularly. Users complain that
they have to choose their printers manually when using those networks and that
sometimes they choose the wrong ones. Not only is this annoying, but because they
print sensitive documents, it's also a security issue for your company.

Beyond that, users have connected to wireless networks they'd rather have their
laptops forget. The list of networks is quite long and they want you to remove
entries for networks they’ll never use again (or networks that offered poor connectiv-
ity, such as one they have connected to in the past at a hotel or conference center). In
the case of networks with poor connections, they'd rather default to broadband.

Regarding this scenario, answer the following questions:

1. What feature do you enable on the users’ Windows 10 laptops to enable the
network connection to define the printer to which the users will print by default,
and what two services does this feature rely on?

2. When a user is in a hotel where she’s stayed before, and that user has also con-
nected to the hotel’s free Wi-Fi, what must you do to forget that network so that
the user can default to broadband when she stays there next time?

Objective summary

m There are several ways to connect to a wireless network including using Control Panel
and the Network icon in the desktop's taskbar.

m There is a default priority for networks to which the user has previously connected:
Ethernet, Wi-Fi, and mobile broadband. When there are two or more wireless connec-
tions available, Windows defaults to the last one used. You can manage networks by
using the Settings app or the Netsh command.

m Each network adapter has options available for configuration. You can access these by
right-clicking the network adapter in Network Connections and selecting an option
from the shortcut menu.

m Location-aware printing lets users configure a default printer for each network they
connect to.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. A user has these connections available: an Ethernet connection, three Wi-Fi connec-
tions, and a broadband connection. Which will Windows 10 default to?
A. Ethernet
B. The last wireless connection the user connected to.
C. Broadband
D. The user will be prompted
2. You need to configure the advanced properties of a wireless adapter; specifically, you
need to make changes to the AdHoc 11n and Receive Buffer options. Where do you do
this? (Choose two; each represents half of the answer.)
A. Right-click the adapter in the Network Connections window and click Properties.
Click Configure.
B. Right-click the Wi-Fi adapter in the Network Connections window and click
Properties. Click Install.
C. Right-click the Wi-Fi adapter in the Network Connections window and click Status.
Click Wireless Properties.
D. Apply the changes from the Wi-Fi adapter’s Properties dialog box on the
Advanced tab.
3. You need to use the Netsh command to forget a network. Which of the following is
true regarding the Netsh command? (Choose all that apply.)
A. 1t must be typed in an elevated Windows PowerShell session.
B. It must be typed at a command prompt.
C. It must be typed at a command prompt with elevated privileges.
D. You must use the parameter wlan delete profile=<profile name>.
E. You must use the parameter wlan remove profile=<profile name>.
4. A client needs to connect to a wireless network that isn't broadcasting its SSID. How
can you connect?
A. Use the command netsh wlan add profile=<profile name> to connect to the
network.
B. Inthe Network And Sharing Center, use the Set Up A New Connection Or Network
option.
C. From the taskbar, click the Network icon. Then, click the network to add.
D. Open the Network And Sharing Center and click Troubleshoot Problems. Click
Network Adapters. Resolve the problem with the network adapter and then
connect when prompted.
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Objective 4.3: Configure and maintain network
security

A computer that is running Windows 10 is more likely to face threats that originate from
the network than from any other location. This is because attacks from the network can
target a large number of computers and malicious users perform them remotely, whereas
other forms of attacks require physical access to the computer. In this objective, you will
learn about common network-related security threats and the steps that you can take to
mitigate them.

This objective covers how to:

= Configure Windows Firewall

m  Configure Windows Firewall with Advanced Security
m Configure connection security rules with IPsec

= Configure authentication exceptions

m Configure network discovery

Configure Windows Firewall

Windows Firewall is a software solution that comes with Windows 10 that creates a virtual
barrier between a computer and the network to which it is connected for the purpose of
protecting the computer from unwanted incoming traffic and protecting the network from
unwanted outgoing traffic. The firewall allows specific types of data to enter and exit the
computer and blocks others; settings are configured by default (but they can be changed).
This type of protection is called filtering. The filters are generally based on IP addresses,
ports, and protocols.

m |P addresses are assigned to every computer and network resource connected di-

rectly to the network. The firewall can block or allow traffic based on an IP address of

a resource (or a scope of addresses).

m Port numbers identify the application that is running on the computer. For example,
port 21 is associated with the File Transfer Protocol (FTP), port 25 is associated with
Simple Mail Transfer Protocol (SMTP), port 53 is associated with DNS, port 80 is asso-

ciated with Hypertext Transfer Protocol (HTTP), and port 443 is associated with HTTPS

(HTTP Secure).

m Protocol Protocols are used to define the type of packet being sent or received.

Common protocols are TCP, Telnet, FTP, HTTP, Post Office Protocol 3 (POP3), Internet

Message Access Protocol (IMAP), HTTPS, and User Datagram Protocol (UDP). (You
should be familiar with the most common protocols before taking the exam.)
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Although there are plenty of rules already configured for the firewall, you can create your
own inbound and outbound rules based on ports, protocols, programs, and more to config-
ure the firewall to suit your exact needs. You'll learn how later in this chapter.

Monitor the Windows Firewall

You can monitor the state of the Windows Firewall in Control Panel. It's easy to tell from here
if the firewall is on or off, what incoming connections are blocked by default, which is the
active network, and how you are currently notified when the firewall takes action. These are
available in the main window. To make basic changes to the state of the firewall, in the left
pane click Turn Windows Firewall On Or Off. From there you can change settings for both
private and public networks. There are two options for each:

m Turn On Windows Firewall (this is selected by default).

m Block All Incoming Connections, Including Those In The List Of Allowed Apps.

m  Notify Me When Windows Firewall Blocks A New App (This is selected by default).
m Turn Off Windows Firewall (not recommended).

What you'll be most interested in as a network administrator, are the options available in
the left pane. Specifically, you'll use the Allow An App Or Feature Through Windows Firewall
and Advanced Settings options. You'll learn about the Advanced Settings in the next section,
but here we discuss allowing an app through the firewall that is blocked by default.

Allow an app through the Windows Firewall

Some data generated with and by specific apps is already allowed to pass through the
Windows Firewall. You can see which apps are allowed by clicking Allow An App Or Feature
Through Windows Firewall in the left pane of the Windows Firewall window in Control Panel.
As you scroll through the list, you'll see many apps you recognize, including Bing Food &
Drink, Games, Maps, Music, and Windows Media Player. See Figure 4-8. (Once you click
Change Settings and give administrator approval, the Change Settings option will appear
unavailable and the options in this list will be editable, as you see here.) You will also notice
that some apps are not enabled by default, including Windows Media Player Network Sharing
Service (Internet), Windows Remote Management, Remote Shutdown, etc.
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FIGURE 4-8 Allowed Apps

To allow an app through the firewall or stop one from getting through, select the check
box under the appropriate network profile for which it should be configured. As shown in
Figure 4-8, there are two options for each: Private and Public. If you don't see the app you
want to allow or block, click Allow Another App. You can then select the desired app from the
Add An App dialog box.

Configure Windows Firewall with Advanced Security

Although you can configure a few options in the main Windows Firewall window, most
configuration tasks are performed within Windows Firewall With Advanced Security. You can
open this window by clicking Advanced Settings in the Windows Firewall window as shown in
Figure 4-9.
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FIGURE 4-9 The Windows Firewall with Advanced Security window

Once opened, there are several options and terms with which you need to be familiar.

m In the left pane, your selection determines which items appear in the middle and right
panes.

Inbound Rules Lists all configured inbound rules and enables you to double-click
any item in the list and reconfigure it as desired. Some app rules are predefined and
can't be modified, although they can be disabled. Explore the other nodes as time
allows. You can also right-click Inbound Rules in the left pane and create your own
custom rule. Rule types include Program, Port, Predefined, and Custom. They are
detailed later in this section.

Outbound Rules Offers the same options as Inbound Rules, but these apply to
outgoing data. You can also right-click Outbound Rules in the left pane and create
your own custom rule.

Connection Security Rules Connection security rules establish how computers
must authenticate before any data can be sent. IP Security (IPsec) standards define
how data is secured while it is in transit over a TCP/IP network, and you can require
a connection use this type of authentication before computers can send data. You'll
learn more about connection security rules in the next section.
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®m Monitoring Offers information about the active firewall status, state, and general
settings for both the private and public profile types.

m In the right pane, you'll see the options that correspond to your selection in the left pane.

= Import/Export/Restore/Diagnose/Repair Policies Enables you to manage the
settings you've configured for your firewall. Polices use the WFW extension.

m New Rules Enables you to start the applicable Rule Wizard to create a new rule.
You can also do this from the Action menu.

m Filter By Enables you to filter rules by Domain Profile, Private Profile, or Public
Profile. You can also filter by state: Enabled or Disabled. Use this to narrow the rules
listed to only those you want to view.

m View Enables you to customize how and what you view in the middle pane of the
Windows Firewall With Advanced Security window.

When you opt to create your own inbound or outbound rule, you can choose from four
rule types. A wizard walks you through the process, and the process changes depending on
the type of rule you want to create. The rules are as follows:

m Program A program rule sets firewall behavior for a specific program you choose or
for all programs that match the rule properties you set. You can't control apps, but you
can configure traditional EXE. Once you've selected the program for which to create
the rule, you can allow the connection, allow only if the connection is secure and has
been authenticated using IPsec, or block the connection. You can also choose the pro-
files to which the rule will be applied (domain, private, public) and name the rule.

m Port A port rule sets firewall behavior for TCP and UDP port types and specifies which
ports are allowed or blocked. You can apply the rule to all ports or only ports you
specify. As with other rules, you can allow the connection, allow only if the connection
is secured with IPsec, or block the connection. You can also choose the profiles to which
the rule will be applied (domain, private, public) and name the rule (see Figure 4-10).

MORE INFO CONNECTIVITY AND SECURITY

When you create inbound and outbound rules, and when you opt to allow the connec-
tion only if the connection is secured by authenticating the connection with IPsec, the
connection will be secured using the settings in the IPsec properties and applicable
rules in the Connection Security Rules node. The next section covers how to create con-

nection security rules.

m Predefined Sets firewall behavior for a program or service that you select from a list
of rules that are already defined by Windows.

m Custom A rule you create from scratch, defining every aspect of the rule. Use this if
the first three rule types don't offer the kind of rule you need.
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FIGURE 4-10 The New Inbound Rule Wizard

EXAM TIP

You might encounter questions regarding how to create a rule on the exam. Therefore, you
should spend a few minutes working through the wizard a few times, selecting different
rule types each time to become familiar with the process.

With Windows Firewall With Advanced Security selected in the left pane and using the
Overview section of the middle pane, click Windows Firewall Properties to see the dialog box
shown in Figure 4-11. From there you can make changes to the firewall and the profiles, even
if you aren’t connected to the type of network you want to configure.
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FIGURE 4-11 The Properties for Windows Firewall With Advanced Security

In Figure 4-11, the Domain Profile tab is selected. If you want to, you can configure
the firewall to be turned off when connected to a domain network. Additionally, you can
strengthen the settings for the Public profile and customize settings for the Private profile.
Finally, you can customize IPsec defaults, exemptions, and tunnel authorization on the IPsec
Settings tab. Make sure to explore all areas of this dialog box and research any terms you are
not familiar with.

Configure connection security rules with IPsec

You can use IPsec to ensure confidentiality, integrity, and authentication in data transport
across channels that are not secure. Though its original purpose was to secure traffic across
public networks, many organizations have chosen to implement IPsec to address perceived
weaknesses in their own private networks that might be susceptible to exploitation.

If you implement IPsec properly, it provides a private channel for sending and exchanging
potentially sensitive or vulnerable data, whether it is email, FTP traffic, news feeds, partner
and supply-chain data, medical records, or any other type of TCP/IP-based data. IPsec pro-
vides the following functionality:

m  Offers mutual authentication before and during communications.
m Forces both parties to identify themselves during the communication process.

m Enables confidentiality through IP traffic encryption and digital-packet authentication.
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Exploring connection security rules

A connection security rule forces authentication between two peer computers before they
can establish a connection and transmit secure information. Windows Firewall with Advanced

Security uses IPsec to enforce the following configurable rules:

Isolation An isolation rule isolates computers by restricting connections based on
credentials, such as domain membership or health status. Isolation rules allow you to
implement an isolation strategy for servers or domains.

Authentication exemption You can use an authentication exemption to designate
connections that do not require authentication. You can designate computers by a
specific IP address, an IP address range, a subnet, or a predefined group such as a
gateway.

Server-to-server This type of rule usually protects connections between servers.
When you create the rule, you specify the network endpoints between which commu-
nications are protected. You then designate requirements and the authentication that
you want to use.

Tunnel This rule allows you to protect connections between gateway computers. It
is typically used when you are connecting across the Internet between two security
gateways.

Custom There might be situations in which you cannot configure the authentication
rules that you need by using the rules available in the New Connection Security Rule
Wizard. However, you can use a custom rule to authenticate connections between two
endpoints.

Firewall rules and connection security rules

Firewall rules allow traffic through a firewall, but do not secure that traffic. To secure traffic
with IPsec, you can create connection security rules. However, when you create a connection
security rule, this does not allow the traffic through the firewall. You must create a firewall
rule to do this if the firewall’s default behavior does not allow traffic. Connection security
rules do not apply to programs and services. They apply only between the computers that are
the two endpoints.

EXAM TIP

Connection security rules specify how and when authentication occurs, but they do not

allow those connections. To allow a connection, you must create an inbound or outbound

rule. During the inbound or outbound rule creation, you choose the required conditions

for the connection, including requiring that the connections have been authenticated by

using IPsec. When you do, connections will be secured using the settings in the IPsec prop-

erties and rules in the Connection Security Rule node.
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Configure authentication exceptions

When you configure a rule to allow traffic only when the connection between the commu-
nicating computers is secured using IPsec, you are creating an authenticated exception. You
configure this option from the application Action page of the Rule Wizard when creating an

inbound or outbound rule. When you choose the Allow The Connection If It Is Secure option
on the Action page, you are configuring the rule to allow the connection using the settings in
IPsec properties and rules in the Connection Security Rule node.

To create an inbound rule that applies to a single TCP port (Telnet, port 23) and create an
authenticated exception for it, follow these steps:

1.
2.

In Windows Firewall With Advanced Security, select and then right-click Inbound Rules.
Click New Rule.
For the rule type, click Port, and then click Next.

On the Protocol And Ports page, leave TCP selected and in the Specific Local Ports box,
type 23. Click Next.

For the action to take, select Allow The Connection If It Is Secure, and click Next.

To configure authorized users or authorized exceptions, select the applicable check
box, click Add, and use the Select Users Or Groups dialog box to add the applicable
entries.

Repeat step 6 for authorized computers and exceptions. Click Next.

Choose the profiles to which the rules should apply. Click Next. Name the rule. Click
Finish.

IMPORTANT PREPARING FOR THE EXAM

This book covers the objectives presented in the list of objectives for the exam. However,

the Microsoft certification page for this exam clearly states, “Please note that the questions

may test on, but will not be limited to, the topics described in the bulleted text.”

This means that you'll see questions on items that aren’t addressed here, and we

can't even guess what those might be. However, to provide an example, you might

see questions that ask you about the different types of Wi-Fi authentication, includ-
ing Temporal Key Integrity Protocol (TKIP), Advanced Encryption System (AES), and
the various Wi-Fi Protected Access (WPA) options. Likewise, you might be faced with

questions that require you to know a specific file extension, such as WFW, which is

the file type used when you export a Windows Firewall policy. You might be expected

to know a little about Branch Cache or Direct Access, too.
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Configure network discovery

By default, Network Discovery is enabled for private and domain networks and disabled for
public ones. Network Discovery enables a computer to locate other computers on a net-
work and allows computers on the network to see it as well. This is fine when the network is
trusted, but it isn't a good idea when the network is not. By having these settings and others
already configured for the various network types, along with the applicable settings for
ports and protocols, the network administrator does not have to configure every aspect of a
connection manually. There is one caveat; even if Network Discovery is disabled, a Windows
10 computer can still access network resources if the user knows the names and locations of
those resources (because they can't be discovered by browsing).

It is possible to make changes to how Network Discovery is configured. You do this from
the Network And Sharing Center by following this procedure:

1. Open the Network And Sharing Center.
2. In the left pane, click Change Advanced Sharing Settings.

3. Click the down arrow, if applicable, beside the network type to change the settings:
Private or Guest Or Public.

4. Make the desired change for Network Discovery Settings. Note the other options. See
Figure 4-12.

5. Click Save Changes.
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FIGURE 4-12 Advanced Sharing Settings
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Thought experiment
Providing functionality for mobile devices

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

A client has a large library of media that contains thousands of music files. He wants
to share that media in such a way as to be able to access it over the Internet from
another computer he owns and keeps at his office. He's enabled the appropriate
options in Media Player on both computers. However, he can’t get sharing to work.

1. What do you need to do regarding the firewall so that this client can allow
Media Player to share music files over the Internet?

2. Will you perform the required task in Windows Firewall or Windows Firewall with
Advanced Security?

3. Will you need to be logged on as an Administrator to do this?

Objective summary

m In Windows Firewall you can view the settings for private and public networks and

make basic changes to the settings there. You can also disable the firewall there.
In Windows Firewall, apps are either allowed through the firewall or not. You can cre-
ate exceptions to configure specific apps to be able to get through the firewall.

Windows Firewall with Advanced Security offers many more options for administrators,
including configuring their own inbound, outbound, and connection security rules,
configuring authenticated exceptions, and making changes to existing firewall settings.

You can make changes to how Network Discovery is configured for the available public and
private profiles using the Advanced Sharing Settings in the Network And Sharing Center.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1.

When you create an inbound or outbound rule in Windows Firewall with Advanced
Security and you choose the Allow The Connection If It Is Secure option on the Action
page of the New Rule Wizard, what type of authentication requirements must be met
before data can be transferred to and from the connecting computers?

A. Connections must be authenticated with IPsec and use null encapsulation.
B. Connections can be protected by IPsec, but they don't have to be.
C. Connections must require privacy and must be encrypted.

D. Connections will be secured using the settings in IPsec properties and rules in the
Connection Security Rule node.
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2. When you create a Connection Security rule in Windows Firewall with Advanced
Security, what can you use an isolation rule for? (Choose all that apply.)

A. You can restrict connections based on domain membership.

B. You can restrict connections based on the health status of the computer.

C. You can require a tunnel be created.

D. You can use the rule to isolate a subnet based on a scope of IP addresses.
3. Where do you disable Network Discovery for the Private network profile?

A. Inthe Network And Sharing Center, from Adapter Settings

B. In Windows Firewall, from Advanced Settings

C. Inthe Network And Sharing Center, from Advanced Properties

D. In Windows Firewall with Advanced Security, from the Windows Firewall Properties
dialog box

4. Where can you view a list of active firewall rules?
A. Inthe Network And Sharing Center, from Adapter Settings
B. In Windows Firewall, from Advanced Settings
C. Inthe Network And Sharing Center, from Advanced Properties

D. In Windows Firewall with Advanced Security, from the Monitoring option
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Answers

This section contains the solutions to the thought experiments and answers to the objective

review questions in this chapter.

Objective 4.1: Thought experiment

1.

2.

There is probably something wrong with the wireless adapter. Maybe it isn't enabled or

needs an updated driver to work.

Probably. The Network And Sharing Center Internet Connection troubleshooter can
discover that the Wi-Fi adapter is disabled, although it might not know why. If the
adapter is functional, it can enable it with administrator approval.

You can try the Action Center to see if a new driver is available for the Wi-Fi adapter. If
not, you can try to locate one using Device Manager. You can also refer to the manu-
facturer’s website to find out how to enable the Wi-Fi adapter, if that is the problem.

Objective 4.1: Review

1.

Correct answer: C

A. Incorrect: This is handled by a DHCP server.

tions, but it is not the job of DNS.

C. Correct: DNS is responsible for this.

available.

Correct answers: A and C

A. Correct: You can assign a static IP address from the adapter's Properties dialog

box.

tings configured for the Network Firewall, Internet Security Settings, and so on.

C. Correct: Netsh can be used to assign IP addresses to hosts.

D. Incorrect: You cannot assign IP addresses in the Network And Sharing Center.

Correct answer: B

A. Incorrect: This will display some, but not all, of the required information.
B. Correct: This will display the required information.

C. Incorrect: Ping is used to test connectivity between one host and another.

nation.

Answers

Incorrect: There are technologies to handle this, including various tunneling op-

Incorrect: APIPA is performed by Windows to assign an IP address when one isn't

Incorrect: You cannot assign an IP address here, although you can review the set-

Incorrect: Tracert is used to determine the path a packet takes to get to its desti-
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4. Correct answer: D

A.

C.

Incorrect: You cannot change the network location here, but you can change
many other settings, including assigning a static IP address.

Incorrect: This is not the proper place to change the network location. This is
where you check for solutions to problems you've encountered.

Incorrect: This was how you changed the network location in Windows 8, but is no
longer available in Windows 10.

Correct: This is the proper way to change the network location in Windows 10.

Objective 4.2: Thought experiment

1. Location-aware printing. This feature enables default printers to be configured based
on the network the user is connected to. Location-aware printing uses the Network
Location Awareness service and the Network List service to determine the network

location.

2. Use the Netsh command to show the list of wireless profiles and then use this com-
mand to forget specific networks: Type netsh wlan delete profile name=<profile

name>.

Objective 4.2: Review

1. Correct answer: A

A.

C.

Correct: Windows always chooses Ethernet if it's available over other networking
options.

Incorrect: If there were only three wireless connections, but no Ethernet, this
would be correct, but Windows defaults to Ethernet when it is available.

Incorrect: Broadband is used as a last resort. Ethernet and Wi-Fi are chosen before
broadband.

Incorrect: The user will not be prompted to connect to an Ethernet network, and
Ethernet is what Windows will use.

2. Correct answers: A and D

A.
B.
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Correct: This is the first step to making the required configuration changes.
Incorrect: You do not need to install anything to make the required changes.
Incorrect: This is not the proper option for making the required changes.

Correct: This is the second step to making the required configuration changes.
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3.

Correct answers: B and D

A.
B.
C.
D.

Incorrect: Netsh is not a Windows PowerShell command.
Correct: Netsh is a command-line command.
Incorrect: You do not need elevated privileges to use Netsh.

Correct: This is the proper syntax.

Correct answer: B

A.

Incorrect: Add is not a valid Netsh parameter.
Correct: This is where you set up a new network.

Incorrect: The network name will not appear in this list if it is not broadcasting its
SSID.

Incorrect: Using a troubleshooting tool won't help you connect to a network that
is not broadcasting its SSID.

Objective 4.3: Thought experiment

You need to create an exception for the Media Player Network Sharing Server (Inter-
net) in Windows Firewall.

1.

You can perform this task in Windows Firewall. You will create an app exception.

Yes. You must be able to input Administrator credentials or be logged on as an Admin-
istrator to enable Change Settings in Windows Firewall.

Objective 4.3: Review

1.

Correct answer: D

A.

Incorrect: Although IPsec plays a role, null encapsulation is an option if you
choose Custom after selecting the Allow The Connection If It Is Secure option.
However, it is not required.

Incorrect: This is the setting for Allow Connection, not Allow The Connection If It
Is Secure.

Incorrect: This is an option if you choose Custom after selecting the Allow The
Connection If It Is Secure option. Privacy and encryption are not required in this
scenario.

Correct: This is called an authenticated exception.

Correct answers: A and B

Correct: This is true; you can restrict connections based on domain membership.
Correct: This is true; you can restrict connections based on the health of the com-
puter.

Incorrect: If this were true, you'd be creating a Tunnel rule.

Incorrect: You can name IP scopes of addresses in rules, such as server-to-server,
but not with an isolation rule.

Answers
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3. Correct answer: C
A. Incorrect: You make these changes in the Network And Sharing Center, but not
from Adapter Settings.
B. Incorrect: You do not make these changes from Windows Firewall.

C. Correct: Yes, you make these changes in the Network And Sharing Center, from
Advanced Properties.

D. Incorrect: You do not make these changes in Windows Firewall.
4. Correct answer: D
A. Incorrect: The rules are not listed in the Network And Sharing Center.
B. Incorrect: The rules are listed in Windows Firewall, but not in Advanced Settings.
C. Incorrect: The rules are not listed in the Network And Sharing Center.

D. Correct: Yes, this is where you can view a list of active firewall rules.
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Configure storage

onfiguring data storage requires knowledge of both old and new technology. You need
C to be familiar with traditional local storage using hard drives as well as cloud-based
storage using services such as OneDrive for Business. You also need to consider distributed
storage options such as using Distributed File System (DFS) to replicate data across WANs as
well as using Storage Spaces for local data resiliency.

Once you've decided how to store your data, you also need to consider how you can
share data with others, safeguard it from theft, and protect it from unauthorized access.

Windows 10 provides extensive built-in support for both local and cloud-based storage
and offers the IT Pro a multitude of security-related choices for securing data while it is at
rest either locally or on OneDrive for Business, or when it is mobile on a removable drive.
The key to all storage is that it needs to be both secure and accessible.

Objectives in this chapter:
m Objective 5.1: Support data storage
m Objective 5.2: Support data security

Objective 5.1: Support data storage

For this objective, you need to focus your energies on understanding how the recent stor-
age technologies work because solutions that are new or offer additional capability are
typically found on the exams. (Local and traditional storage are covered later in this chap-
ter) Storage Spaces was introduced in Windows 8 and continues to provide software-based
fault tolerance offering resiliency to data storage without requiring purchase of additional
hardware or RAID controllers.

Distributed File System (DFS) is not new and has been very useful in situations where
available bandwidth has been a limiting factor, whereas high speed Internet is common-
place, and good bandwidth is essential for many cloud-based services such as OneDrive for
Business and Office 365. With improvements in infrastructure comes additional functionality
available in DFS to take advantage of increased bandwidth.
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This objective covers how to:
m Support the DFS client, including caching settings
m Support Storage Spaces, including capacity and fault tolerance

m Support OneDrive for Business

Distributed File System

Within a corporate environment, the traditional method of storing files is via a shared folder
stored on a file server, which can then be accessed by multiple users so long as they have
access to the share. Trying to enable this type of working environment so that files are
accessible across multiple geographic sites becomes challenging when using only shared
folders. Therefore, you need to consider alternatives such as SharePoint Online, OneDrive
for Business, or DFS. DFS has been available in various guises since Windows Server NT 4.0.
The replication aspect of DFS is referred to as DFS-R. DFS-R was first introduced in Windows
Server 2003 R2 and offers the enterprise the ability to maintain file shares and keep them
synchronized (or mirrored) across multiple geographic sites, such as across a WAN. The end
users see a standard file share giving them a simplified logical shared folder; they do not
need to be aware of the complex data replication and synchronization that operate as a
service automatically in the background.

A server-based technology, DFS is a role service that is installed by the server admin-
istrator. As an IT Pro, you need to be aware of some benefits, features, and client-facing
aspects of DFS. You are likely to come across DFS wherever there is a multi-server topology
in place. It is quite common in large organizations for the underlying file server infrastruc-
ture to use DFS to share common files that might be required across the organization. For
example, you might use DFS when using Windows Deployment Services (WDS) to share
a set of common images that can be replicated across multiple sites. As an administrator,
you would update any one of the files and this update would then be pushed out using the
DFS-R service.

A benefit of using a dedicated feature such as DFS rather than other options such as
Windows PowerShell or scripting and scheduling Robust File Copy for Windows (Robocopy)
to run is that DFS replication is optimized and uses differential compression and bandwidth
controls to minimize the amount of data that is transmitted over a WAN link and to minimize
the impact that the replication has on the network.

MORE INFO ROBOCOPY AS AN ALTERNATIVE TO DFS-R

Robocopy is a command-line tool built into Windows 10, which can be used for copying
files together with their permissions. To ensure that all NTFS permissions are replicated,
use the /copy:s or /copyall switches. All of the available options can be seen by typing
Robocopy /?. With a Robocopy scenario, you have a master file and this is mirrored
(copied) to other sites.
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You need to be aware of the key terminology and basic tools when discussing DFS and
DFS-R such as:

= DFR Namespaces (DFSN or DFS-N) A virtual view of the folder and subfolders that
the administrator creates, which is presented to the user

m DFR Replication (DFSR or DFS-R) The process that is running behind the scenes
and that detects changes to files stored within the DFS-N as well as replicates the
changes at a block level, which is more efficient than copying the entire file

= Remote Differential Compression (RDC) The compression algorithm that detects
changes in the files that need to be replicated

m Link Target The destination object such as the link; it can be a Uniform Naming
Convention (UNC) path, a shared folder, or another DFS path

m Referral This relates to the hidden list of targets that are sent from DFS to the DFS
client whenever a client accesses the root or a link in the DFS namespace

m Link Referral Contains a list of link targets for a specific link
m Root Referral Contains a list of root targets for the DFS root selected

m Referral cache Entries are stored within the cache of the targets that are available.
Each entry has a Time to Live (TTL), which specifies how long the record can be relied
upon until it expires and a new referral becomes necessary.

With Windows Server 2012 R2, Microsoft added over 40 new PowerShell cmdlets for man-
aging DFS and DFS-R. To view all of the cmdlets that are available, use:

Get-Command -Module DFSR cmdlet

For a detailed output and explanation, use:

Get-Command -Module DFSR | Get-Help | Select-Object Name, Synopsis | Format-Table -Auto

A helpful cmdlet to test whether DFS-R is behaving as expected is the Write-DfsrHealthReport
cmdlet, which generates a DFS Replication health report.

Using Windows PowerShell is the recommended method of managing DFS-R. The built-in
legacy DFS-R administration tools do not provide support for many of the features intro-
duced in Windows Server 2012 R2, including configuring database cloning or configuring
debug logging.

MORE INFO DFS REPLICATION IN WINDOWS SERVER 2012 R2

TechNet has a useful article that discusses the importance of PowerShell to manage DFS
Replication. It includes plenty of examples. This article is available online and can be found
here http://blogs.technet.com/b/filecab/archive/2013/08/20/dfs-replication-in-windows-
server-2012-r2-if-you-only-knew-the-power-of-the-dark-shell.aspx.

To manage a Windows server providing DFS services, you need to connect remotely, using
the Remote Server Administration Tools (RSAT). The Windows 10 RSAT can be downloaded at
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http://www.microsoft.com/en-us/download/details.aspx?id=45520. When installed, all of the
RSAT tools are enabled by default.

If you prefer to use a command-line tool rather than PowerShell, you can use a range of
tools such as Dfsradmin.exe, Dfscmd.exe, Dfsdiag.exe or Dfsutil.exe after you have installed
the RSAT DFS Management Tools to help you manage DFS.

Dfsutil.exe is the most popular DFS command-line tool. Additional switches available with
Dfsutil.exe include:

m /Root Displays, creates, removes, imports, or exports namespace roots
m /Link Displays, creates, removes, or moves folders (links)

m /Target Displays, creates, or modifies folder targets (link targets)

m /Property Displays or modifies a folder target or namespace server

m /Client Displays or modifies client information or registry keys

m /Server Displays or modifies namespace configuration on the server

m /Diag Enables you to perform diagnostics or view dfsdirs/dfspath

m /Domain Displays all domain-based namespaces in a domain

m /Cache Enables you to view or flush the Domain, Referral, or Provider cache

MORE INFO DFS NAMESPACES AND DFS REPLICATION

A useful TechNet resource discusses DFS in more detail. It is available online and can be
found here https://technet.microsoft.com/en-us/library/jj127250.aspx.

Sometimes if the DFS-N (Dfssvc.exe) or DFS-R service stops, it prevents replication from
taking place. Often this happens during cycling of the server because the DFS-S service on
initialization attempted to perform a complete check to verify the availability of all repli-
cated folders. If that wasn't possible due to bandwidth or WAN issues, the service might halt.
Restarting the service or configuring the service to have a delayed start often solves the
problem.

Just in case your exam tests your knowledge of the underlying components, it might be
wise to know what the client- side components are. The DFS device driver is:

Dfsc.sys (%SystemRoot%\System32\Drivers\Dfsc.sys)

The DFS client provider uses:

NtTanman.d11. (\%SystemRoot%\System32\Ntlanman.d11)

The DFS service has been significantly overhauled with the release of Windows Server 2012
R2 and the processes have been optimized to take advantage of the increased performance
of networks, increased bandwidth capacity and speed as well as general server performance.
DFRS is now able to process file-level replication in most cases without the need to stage the
files, first (by making a special temporary copy to a staging area), thus effectively processing
replication tasks live. Windows client and Server operating systems often share the same ker-

Configure storage


http://www.microsoft.com/en-us/download/details.aspx?id=45520
https://technet.microsoft.com/en-us/library/jj127250.aspx

nel and work well together, such as Windows 7 and Server 2008, or Windows 8.1 and Server
2012R2. For the benefit of performance, reliability, security, and interoperability, it is better to
match servers and client operating systems where possible.

Supporting Storage Spaces

First introduced in Windows 8 and Windows Server 2012, Storage Spaces provides a popular
method of enabling you to add storage to your system and to pool existing drives without
needing to purchase traditionally expensive Storage Area Network (SAN) devices. This is a
great alternative to using RAID, SANs and iSCSI - at a fraction of the cost.

EXAM TIP

If a question refers to the least expensive means of adding storage, remember that Storage
Spaces is often the most economical option.

Within a Storage Space, you create a storage pool by adding disks. A storage pool can
span multiple physical disks. Being able to add and remove disks from a pool as your capac-
ity demand changes offers a great deal of flexibility. Once you create a Storage Space, the
storage is represented as a number of virtual disks within the pool, which behave exactly like
physical disks. The virtual disk is sometimes referred to as a Logical Unit Number (LUN), which
is a term taken from the more expensive world of Storage Area Network protocols, which
encapsulate SCSI, such as Fibre Channel or iSCSI.

To configure Storage Spaces, you need to first attach your storage, which can be a mix and
match of type, size, and interface, such as internal and external drives, USB drives, Serial ATA
(SATA), Serial Attached SCSI (SAS), and so forth. If you already have RAID technology enabled,
you will need to de-activate RAID in order to be able to use Storage Spaces. While each new
storage device added doesn't necessarily need to be empty, it's important to remember that
the disk will be erased after it is added to the pool.

IMPORTANT ALL EXISTING DATA WILL BE DELETED WHEN ADDING DISKS TO A POOL

Each disk added to the pool will be first formatted and then configured to be part of the
pool. Any existing data will be permanently lost unless you have removed it or backed up
the data.

Storage Spaces enables users to configure volume-level resiliency, which helps to protect
data while it's stored in the storage pool. Traditional single disk drives offer no resiliency; if the
drive fails, all the data is lost. Depending on how many drives the storage pool contains, you
can configure either volume mirroring or parity-volume levels of redundancy. Storage Spaces
uses the Resilient File System (ReFS), which is a new file system developed by Microsoft and
introduced with Windows Server 2012. The file system offers new functionality and scalability
and is self-repairing with built-in resiliency. ReFS supports many NTFS features, but is not cur-
rently a replacement for NTFS.
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For the exam, you need to understand the four types of redundancy that are offered in
Storage Spaces as shown in Table 5-1.

TABLE 5-1 Windows offers four types of redundancy with Storage Spaces

Type Description

Simple (none) No mirroring; data is lost if the drive fails.

Two-way mirror Every file in the pool is stored on at least two different physical drives, “mirroring”
your data. You need to provide at least two drives to use a two-way mirror.

Three-way mirror Every file in the pool is stored on at least three different physical drives. This al-
lows you to lose two drives. You need to provide at least five drives to use a three-
way mirror.

Parity At least three drives are required for parity. Data is stored on at least two different

physical drives and the parity information is saved on another disk. This method
uses less disk space but can be higher on disk I/0 overhead when writing to disk
as the parity information needs to be calculated. You need to provide at least
three drives to use a parity storage space.

NOTE PARITY VOLUME MIRRORING

Parity volume mirroring is best for drives that store large data files or less frequently ac-
cessed content such as video files.

After your drives are connected, follow these steps to configure Storage Spaces:

1. Click the Start button, select Settings, search for Storage Spaces in the search box, and
then open Storage Spaces.

2. Select Create A New Pool And Storage Space, as shown in Figure 5-1.

£ Storage Spaces - [m] X

4 £ » Control Panel » System and Security » Storage Spaces « & | Search Control Panel »

Control Panel Home o
Manage Storage Spaces

Use Storage Spaces to save files to two or more drives to help protect you
from 3 drive failure. Storage Spaces also lets you easily add more drives if
you run low on capacity. If you can't see task links, click Change settings.

& Create a new pool and storage
space

== @ Createanew pool and storage space

=

\

See also
File History
BitLocker Drive Encryption

FIGURE 5-1 Creating a new storage pool and storage space
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If requested, accept the UAC prompt.

Storage Spaces identifies available drives to create the storage pool. Select the drive you
want to add, as shown in Figure 5-2 (all drives that are not formatted are automatically
selected).

& Creste a storage pool — [m] X

« v 4 £ <« Storage Spaces > Create a storage pool w @ | Search Control Panel P
Select drives to create a storage pool
Unformatted drives

Virtual HD ATA Device Disk 1
Attached vis ATA
~ 100 68

Microsoft Virtual Disk Disk 2
Attached vis SAS
~ 100 6B

Microsoft Virtual Disk Disk 3

Attached vis SAS
-~ 200 GB

Create pool Cancel

FIGURE 5-2 Select the drive to create a storage pool

Click Create Pool.
Name the Storage Space and select the Drive Letter you want to use.

Depending on the type of resiliency you require, you might be able to format the Storage
Space using either NTFS or REFS file system.

Use the drop-down list, as shown in Figure 5-3, to select the level of resiliency that you
require.
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S

& Create a storage space - O X

« « I & « Storage Spaces » Create a storage space v B Search Control Panel o

Enter a name, resiliency type and size for the storage space

MName and drive letter

Drive letter: E v
File system: REFS -~
Resiliency
Resiliency type:

Simple (no resiliency)
o A two-way mirror storage spa r data, helping to protect you from a single

Two-way mirror
drive failure, A two-way mirrg ;’hree-way mirrar least two drives,
ari

Size
Total pool capacity: 97  GB
Available pool capacity: 397 GB
Size (maximum): GB ~

Including resiliency: 200 GB

o A storage space can be larger than the amount of available capacity in the storage pool, When you run
low on capacity in the pool, you can add more drives, v

Create storage space Cancel

FIGURE 5-3 Selecting the storage space resiliency type

9. Set the Size of the Storage Space. Note that this can be larger than the current capacity
of the storage pool.

10. Click Create Storage Space.

Your storage pool is now created and is ready to use.

EXAM TIP

ReFS can only be selected when using mirrored drives and cannot be used for simple or
parity resiliency types.

Setting the size of the Storage Space is often misunderstood. Storage Spaces allows you to
specify a maximum size larger than the total amount of available physical drive space. This is
known as thin provisioning, which enables you to provision space and then add drives as they
are required at a later date. The system prompts you as the physical limit is reached to add
more drives to the pool. You can also increase the maximum size of an existing storage space
at a later stage. Alternatively, you can use fixed provisioning, which enables you to specify a
hard limit for the size of the storage pool.
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IMPORTANT KEEP DISK DRIVES TOGETHER WHEN MOVING THEM TO A NEW PC

Drives configured as part of a storage pool must be kept together if the pool is moved to

a different Windows 10 PC. If a disk is removed permanently from the pool, it needs to be
reformatted before it can be reused in another PC. It is good practice to place a label that
is visible on the outer case of the drive so that you can identify it without having to remove
the drive when it is installed in the computer.

After you create a storage pool, it can be managed using the Manage Storage Spaces console
ere you can create additional storage spaces, add drives, and delete or rename both the stor-

age space and the name of each physical drive.

If one or more of the physical disks fails, Windows will alert the user and suggest that the

failed drive be replaced so that resiliency can be restored.

As an example, if the computer that is hosting storage space in a two-way mirror configura-

tion fails, it is entirely possible to take one of the physical disks and attach it to another com-
puter, and that computer will be able to access the files.

In practice, the Storage Spaces mirrored resiliency can be quick, especially for write perfor-

mance, quicker than motherboard RAID-1, whereas storage space parity is significantly slower
than the hardware RAID-5 equivalent.

EXAM TIP

Storage Spaces uses the new ReFS file system that is built into Windows 10 and offers
built-in resiliency that will automatically repair any file corruption that may occur. ReFS and
Storage Spaces provide enhanced resiliency in the event of storage device failure.

To view disk usage, go to Settings, select Storage, and then select a Drive to see available

disk space, as shown in Figure 5-4.

& Settings. = [m] X
€§3 SYSTEM | Find a setting

Displ:

i Storage

Notifications & actions
Apps & features . This PC (C3)
Multi-tasking [ |

Tablet mode
Power & sleep
Sloang Save locations

Offline maps Change where your apps, documents, music, pictures
Default apps

About

Choose a drive to see what's taking up space.
i
-~ 13.3 GB used out of 239 GB

Resilient Data Storage (E:)
- 581 MB used out of 99.8 GB

and videos are saved by default.

New apps will save to:

FIGURE 5-4 Viewing storage usage within Settings
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If you click the drive icon, the operating system will analyze and categorize the contents of
the drive and display a summary as shown in Figure 5-5. You are further able to drill down to
the actual files, which will ultimately be viewed within File Explorer.

< Settings = o X

293 THIS PC (C)

Storage usage

Last refreshed on 24/07/201509:35 )
211 GB used out of 223 GB
. ] I

Take a look in each section and remave what you don’t need.

System and reserved
46.1GB

Apps and games
30.4 GB
—

Documents
360 KB

Pictures
6.83 GB
-

FIGURE 5-5 Windows categorizes storage usage for each drive within Settings

In addition to the Windows 10 Graphical User Interface (GUI), you can also manage Stor-
age Spaces using the following methods:

m System Center Virtual Machine Manager
m Failover Cluster Manager

m Server Manager

= Windows PowerShell

m  Windows Management Instrumentation (WMI)

MORE INFO POWERSHELL STORAGE SPACES MODULE

A module is available for PowerShell users who want to script Storage Spaces. Cmdlets
include Set-PhysicalDisk, Repair-VirtualDisk, and RemovePhysicalDisk. A useful guide from
Microsoft on how to deploy and manage Storage Spaces with PowerShell can be found at
http://www.microsoft.com/en-us/download/details.aspx?id=30125.

Support OneDrive for Business

Once configured, OneDrive, and now OneDrive for Business, are reliable and robust cloud
services that are used by millions of users across the world. What users see on their desktop
or via the browser is just the client-facing presentation layer. Beneath the hood, OneDrive has
several layers of complexity that you will never see.
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In the middle of 2014, Microsoft announced that they were upgrading the level of security
and encryption to protect customer data held on OneDrive. This upgrade has enabled Perfect
Forward Secrecy (PFS) encryption support when accessing OneDrive through onedrive.live.
com, the mobile OneDrive application, and the sync clients.

Finding Help

For many users, the concept of cloud-based applications (and you could use the analogy that
OneDrive is a cloud-based version of File Explorer, to your users) is still very new. They may
need some help and training to become competent users of OneDrive. Microsoft provides
comprehensive online help for OneDrive, as shown in Figure 5-6.

We are updating our Terms of Use. Learn More X

Office Products Templates Store Support My account | Sign in

OneDrive Help

Working with OneDrive in Windows 8
Getting started with OneDrive

OneDrive desktop app for Windouws: FAQ

Online-only files and files ble offline

Windows now comes with OneDrive
Troublesheot Syne Problems in OneDrive-Windows 8.1, Windows RT 8.1
Sync settings between PCs

Run the OneDrive troubleshooter

Working with OneDrive in Windows 7 or older
OneDrive desktop app for Windows: FAQ

Fetch files on your PC

Troubleshoot Sync Problems in OneDrive-Windows 7 and older
Working with OneDrive on a Mac

OneDrive for Mac: FAQ

Fix OneDrive sync prablems on a Mac

Common tasks on the OneDrive website

Change views on the OneDrive website

FIGURE 5-6 OneDrive online help

Service availability

Because the service runs via the cloud and not locally or on your corporate servers, there
might be instances of OneDrive misbehaving and not offering 100 percent uptime. You need
to remember that cloud services offer excellent service availability but the OneDrive service
might be unavailable from time to time, a situation that could vary depending on your region
or device.

Microsoft states in the Service Availability section of their Services Agreement that “they
strive to keep the Services up and running; however, all online services suffer occasional dis-
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ruptions and outages, and Microsoft is not liable for any disruption or loss you may suffer as
a result. In the event of an outage, you may not be able to retrieve Your Content or Data that
you've stored. We recommend that you regularly backup Your Content that you store on the
Services or store using Third-Party Apps and Services.”

MORE INFO MICROSOFT SERVICES AGREEMENT

The Microsoft Services Agreement can be found at https://www.microsoft.com/en-gb/
servicesagreement/.

If you are experiencing connection issues and you do not experience them for other online
services, check the Microsoft service status provided at http.//status.office365.com/, which will
outline any issues with the availability of the services. You will notice in Figure 5-7 that the
Office 365 Service Health shows that all services are running.

Office 365

Office 365 admin center «
@ DASHBOARD SERVICE HEALTH

Current status
MEETING ROOMS A Lastrefreshed: 5:49 PM, March 16, 2015
GROUPS
PUBLIC WEBSITE Exchange Online «
P BILUNG E-Mail and calendar access v v v o
T e =
e E-Mail timely delivery v v P
Management and Provisianin v v v v
P SERVICE SETTINGS 9 rovisianing
Sign-in v v v v
270
Voice mail v v o v
4 SERV)
Identity Service ~ v v % v
Service Health
Lync Cnline »
Planned Maintenance
All Features v v v v
» SUPPORT Audio and Video v v - v

PURCHASE SERVICES Dial-ln Conferencing v v v v
MESSAGE CENTER Federation T = 5 =
Instant Messagin » . > >
To0LS ging
Management and Provisioning » . . .
4 RDMIN
Mobility . - ¥ ;
Exchange
Online Meetings = P = =
Lync
Presence z G = =
ShareRoint
ign-In = . . .
Azure AD Sig

Bing Places for Business Office 363 Porial. =

FIGURE 5-7 Service status

Recovering files from OneDrive

When you delete a file within File Explorer, you are able to use the Recycle Bin to recover the
file. OneDrive offers two methods of recovering files. These are:

= Undo
m Recycle Bin

The Undo feature works as it does on an Office document. If you delete an object within
OneDrive by selecting Delete on the context menu, the message shown in Figure 5-8 is
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displayed. The message includes the Undo button. Click the Undo button to cancel the
deletion and the files will be restored. If you click anywhere else within OneDrive while
the deletion progress bar is displayed, or if you do nothing for approximately 10 seconds,
the message automatically closes; if you want to use the Undo button, you need to click it
promptly!

Deleted 1 item from Documents

(]
]
T

Undo

FIGURE 5-8 OneDrive Undo feature

When the file has been deleted, the item is moved to the Recycle Bin folder.

The Recycle Bin offers functionality similar to what File Explorer offers. Click the Recycle
Bin within OneDrive and all the files that have been deleted will be listed. With no files se-
lected, the Restore item at the top offers you the option to Restore All Items.

Once you locate the files that need to be restored, you can then click the Restore menu
item and the files will be recovered, as shown in Figure 5-9. If you click Delete within the Re-
cycle Bin, you'll be warned that the items will be permanently deleted.

P search T Delete 5 Restore
A OneDrive Recycle bin
File v Mame Original location
Recent
0 Rebuild Windows 10 PC /Documents
Photos
o Bl Books-WIN-FEG9114CHRB /Documents
Shared
= Presentation /Decuments
Recyele bin
= WP_20150613_09_29_17_Pro /Pictures/Camera Roll
v PCs
o = ‘WP_20150613_20_43_01_Pro /Pictures/Camera Raoll
= WP_20150613_20_43_07_Pro /Pictures/Camera Roll
o = ‘WP_20150613_20_43_15_Pro /Pictures/Camera Raoll
= WP_20150613_20_43_32_FPro /Pictures/Camera Roll
= WP_20150506_23_02_12_Fro /Pictures/Camera Roll

FIGURE 5-9 OneDrive Recycle Bin

Objective 5.1: Support data storage

165



166

NOTE SEARCH IS GLOBAL

The Search feature, which is displayed on the same line as the Delete and Restore menu
items does not search within the Recycle Bin.

In Windows 10, the Recycle Bin stores items for a minimum of three days and up to a maxi-
mum of 90 days, with the capacity of the Recycle Bin set to 10 percent of the total storage limit.
If the Recycle Bin is full, old files that are less than 90 days old will also be deleted in order to
make room for new items.

NOTE RECYCLE BIN IS ONLINE ONLY

The OneDrive Recycle Bin is only accessible from within the OneDrive web portal and not
within OneDrive on Windows 10.

Thought experiment
Reprovisioning hard drives

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You want to re-use some hard drives that you have and create a Storage Space with
them. You have four disks, each disk is 500 GB in capacity, but two of them have 200
GB of data that you want to keep. You want to configure them to offer fault toler-
ance so that if any one disk fails, you do not lose data. You do not need to use all

of the available disks as part of the Storage Spaces solution. Answer the following
questions about how you should set up Storage Spaces.

1. Which types of resiliency could you choose: simple, mirrored, three-way mirror,
or parity?

2. How many of the four disks would you use?

3. How will you ensure that the data on the two drives will not be lost?

Objective summary

m DFS is a powerful server feature that distributes shared folders within a domain to ensure
that users are able to access and save files on shared resources that are efficiently repli-
cated to chosen geographic locations while conserving bandwidth and providing reliable
data availability.

m Storage Spaces lets you utilize unused storage disk drives, including SATA, SAS, and
USB drives, and combine the drive capacity to create a virtual disk for storing data. It's
used on Windows 10 clients and servers, and enables users to benefit from an “easy to
expand storage” facility and optional data redundancy with fault tolerance without the
typical high cost of ownership that a traditional SAN facility would incur.
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m By using a Microsoft account, users can access their private “always available” cloud

storage facility called OneDrive in which they can store files, folders, pictures, and other
content. OneDrive is integrated and synchronized with Windows 10. Users control which
files and folders are made available locally and can also share them externally. Users can
take advantage of 15 GB free storage and easy-to-use file recovery and online help.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1.

You need to clear the DFS cache on a client computer. Which command would you
use?

A. Dfsutil.exe /cacheflush

B. Dfsutil.exe /cache

C. Dfsradmin.exe /cacheflush
D. Dfsutil.exe /clearcache

You want to deploy Storage Spaces on your Windows 10 workstations to provide
volume-level resiliency. Which types of disks are suitable for use with Storage Spaces
to provide a three-way mirror?

A. Serial ATA (SATA) drive

B. Serial Attached SCSI (SAS) drive
C. USB 3.0 external hard drive

D. All of the above

You need to manage Storage Spaces on your Windows 10 workstations. What methods
are available?

A. Storage Spaces in Control Panel

B. Windows PowerShell

C. Windows Management Instrumentation (WMI)

D. All of the above

When using OneDrive, when will the Recycle Bin be automatically emptied? (Choose all
that apply.)

A. After 90 days or earlier if the Recycle Bin is full

B. After 3 days

C. When you choose Empty Recycle Bin in File Explorer

D. When you choose Empty Recycle Bin on https://onedrive.live.com/?qt=recyclebin

Objective 5.1: Support data storage
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Objective 5.2: Support data security

You have stored your data and now you need to consider how to ensure it remains secure.
This objective covers the security options available and reviews Share permissions, NTFS file
permissions and Dynamic Access Control (DAC), and the encryption options within NTFS us-
ing Encrypting File System (EFS).

With removable storage prevalent within many organizations, you'll also review how to secure
this type of storage media by using technologies such as BitLocker and BitLocker To Go.

This objective covers many topics and gives more prominence to newer technologies such as
DAC and BitLocker. You'll need to ensure that your understanding of the basic Share and NTFS
permissions is robust as this will be assumed within the exam and you would do well to top up
any areas that you're not sure of during your review.

This objective covers how to:

m  Manage permissions including Sharing, NTFS and Dynamic Access Control (DAC)
m Support Encrypting File System (EFS), including Data Recovery Agent

m Control access to removable media

m Support BitLocker and BitLocker To Go, including Data Recovery Agent, and
Microsoft BitLocker Administration and Monitoring (MBAM)

Manage permissions including Sharing, NTFS and Dynamic
Access Control

Only volumes that are formatted with NTFS are able to apply NTFS file and folder permissions
in Windows 10. Thankfully, the majority of businesses use NTFS on their Windows systems.
Since NTFS was introduced there have been subtle improvements to NTFS technology, which
has maintained its status as robust, reliable, and effective.

Whenever you are in an exam environment, you need to read the scenario very carefully to
establish what role you have because this is crucial when determining what you can modify.
As a system administrator you often make changes using administrative rights, which effec-
tively means you have a “master-key” to all the NTFS locks in the organization. Whenever you
are setting permissions, you need to always test to ensure that the outcome of your actions
does not result in unexpected increase of privilege for another user.

Resolving NTFS permission issues

The type of security that can be configured on Windows 10 is determined by the file system
in place. NTFS is the default underlying file system and it offers several security options, but
you may also encounter removable drives or legacy systems that use FAT16, FAT32, or exFAT,
which offer less security.

Configure storage



It's several years since NTFS has been established as the default file system of choice for all
recent Windows client and server operating systems. NTFS file permissions offer administrators
a very powerful tool for granting, controlling, auditing, and denying access to resources. Unlike
share-level permissions, NTFS operates at the file level, which means NTFS permissions are
applicable to resources shared over a network or accessed locally.

When troubleshooting resource access issues, you need to determine the following:

m [s the file system in NTFS?

m Are the files and folders being accessed locally or over the network?

It is easy to test if the file system is using NTFS by checking to see if there is a security tab
on the volume on which the resource resides, as shown in Figure 5-10. The Security tab relates
to NTFS permissions.

Work in Progress Properties >

General  Sharng Secuity Previous Versions Customise

Work in Progress

Type: File folder
Location: C:\Woark Files
Size: 0 bytes

Size on disk: O bytes

Contains: 4 Filez, O Folders
Created: 23 July 2015, 17.05:39

Attributes: [m] Read-only {Only applies to files in folder)
[ Hidden Advanced...

Cancel Aoply

FIGURE 5-10 An NTFS formatted volume will display a Security tab

NTFS permissions can be complex and sometimes difficult to manage, especially for a ju-
nior or inexperienced administrator. Often the most challenging environment is one in which
a newly hired administrator has to adopt an enterprise, which has an existing problematic
NTFS permission infrastructure in place that has very little documentation. Small changes
required can sometimes have unintended consequences, which pose security risks. The role
of the system administrator is to optimize data security and also to make sure that data is ac-
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cessible to the right users. If users are denied access to files to which they have rights or given
access to privileged files, it is a major problem that needs immediate remediation.

NOTE NEW VERSUS LEGACY FOLDER STRUCTURE

Sometimes during a server operating system upgrade it is better to design and recreate
the file and folder permission structure rather than adopt a legacy environment.

NTFS permissions are cumulative, which means a user may have been given various group
memberships as well as explicit permissions to resources that they are able to access. If a user
has not been given any implicit or explicit permissions, they will not have access. If a combina-
tion of permissions for a resource has been set, you'll need to calculate the cumulative effect
of all permissions.

Faced with an issue resulting from lack of access or over privilege, you need to start
troubleshooting the problem by determining the effective permissions for the files or folders
in question. Establish the scope; for example, who does this problem affect, and is it confined
to a single user or a group of users? Establishing the effective permissions will allow you to
quickly determine permissions that apply and provide you with a starting point.

User-effective permissions are based on the total of all permissions that they have been
granted or denied. Take special care to look for any Deny permissions because these are in-
frequently set, but when they are, they are very powerful because a Deny permission will have
precedence over Allow entries.

To view the effective permissions for a user or a group that has been set on a file or folder,
follow these steps:

1. Open File Explorer, click the file or folder that is under review.

2. Click Properties, click the Security tab, and then click Advanced.

3. Inthe Advanced Security Settings For dialog box, click the Effective Access tab.
4. Click Select A User, and choose the appropriate user, group, or device.

5. Click OK.

6. Click View Effective Access, as shown in Figure 5-11. The effective permissions are
displayed as required.

7. Click OK twice to close the dialog boxes.
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Advanced Security Settings for Work in Progress | *

Mame: C\Work Files\Work in Progress
Owner: ®) Change
Permissions Share Auditing Effective Access

Effective Access allows you to view the effective permissions for a user, group or device account. If the account is a member of a
domain, you can also evaluate the impact of potential additions te the security token for the account. When you evaluate the impact
of adding a group, any group that the intended group is a member of must be added separately.

User/ Group: Select a user

View effective access

Effective access Permission Access limited by
X Full control Share
‘ﬁ Traverse folder / execute file
‘é List folder / read data
‘d Read attributes
‘é Read extended attributes
X Create files / write data Share
b 4 Create folders / append data Share v

Cancel Apply

FIGURE 5-11 NTFS object access effective permissions for a user displayed

The Effective Access tool is very useful in resolving many access issues. However, there are
a small number of special cases where the tool is limited. For example, where a user is also
the original creator of the resource, they have the Creator Owner special identity, which is not
reported by the Effective Access tool. For other implicit groups such as Authenticated Users or
Everyone, the effective permissions cannot be determined using the tool.

REAL WORLD DOCUMENT ALL CHANGES

The best practice when configuring NTFS permissions is to document a plan of how the
NTFS permissions will be applied to the predefined users, groups, and folders. Ensure that
all new users, groups, and folders are created according to the plan. Then apply NTFS per-
missions to this structure. Once the NTFS outcome has been created, repeat for the Share
permissions. Once permissions have been configured, continue to the testing phase where
you perform tests for selected users to establish whether their effective access to resources
matches the intended objectives of the plan.

Troubleshooting Share permission issues

Share permissions can cause many problems when troubleshooting access to files and folders.
You need to remember that Share permissions work together with NTFS permissions and that
the least restrictive permission will apply. Another common cause of confusion is that Share
permissions only affect network-shared resources over the network.

Objective 5.2: Support data security 171



172

If your file system is configured with FAT or FAT32, there is no option to configure NTFS
permissions. If no Security tab is available in the resource Properties dialog box, then the file
system is likely to be FAT/FAT32, as shown in Figure 5-12.

General Sharing Customise

Network File and Folder Sharing

Marketing_Folder
f Shared

Network Path:
\\WIN-FBG9114CHRB\Marketing_Folder

Share...

Advanced Sharing

Set custom permissions, create multiple shares and set
other advanced sharing options.

GAdvanced Sharing...

Password Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing
Centre.

OK Cancel Apply

FIGURE 5-12 A FAT32 formatted volume will not display a Security tab

Combining NTFS and Share permissions

Within a corporate environment, administrators share files over the network, using Share
permissions. If the volume is formatted with NTFS, there are likely to be NTFS permissions
configured on the shared file as well. In order to fully understand the effects of these two sets
of permissions, you will need to combine them.

When troubleshooting access, always look for the most restrictive permission that has been
set and evaluate whether this is being applied. If it is not being applied when the resource is
being accessed, you can determine the problem. You can also test what permissions are effec-
tive both at the local access level and also when accessing the resource over the network share.

Often the cause of many permission-based issues when troubleshooting file and folder
access is that the Share permissions being applied on the share are too restrictive. It is
preferable to use the more powerful NTFS permissions because these will be effective at all
times, regardless of how they are accessed (over the network share or locally).
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Dynamic Access Control

DAC was first introduced in Windows Server 2012 and Windows 8. DAC enables Active Directory
administrators to deploy a robust method of applying data governance across their file servers.
With DAC you are able to control and audit data access by providing the ability to set Dynamic
Access Controls on files and folders based on conditions that you could pre-configure within
your Active Directory. An example of a condition could be the physical location of the user. For
instance, you may want to restrict access to confidential company data when a user is using a
VPN connection, but allow them full access when they are using their computer in the office.

Additional options are available to you when configuring DAC such as the following:

m Central access policies and rules Rules can be created for groups, user claims, device
claims, and resource properties. Rules protect resources and can be tightly controlled
with conditional expressions, Access Control Entries (ACEs), and expressions.

m Claims This is a single piece of information about an object, such as an Active
Directory Domain Services (AD DS) attribute associated with a user, a computer, a
device, or a resource. Multiple claims can be used to protect resources.

m Expressions You can set conditions to control access management. These condi-
tions could include the state of the device, its location, and any groups that the object
belongs to.

m Proposed permissions These permissions enable you to create a what-if scenario to
test permissions before applying them.

The process is not enabled by default on the client side and you'll need to turn on the
feature by enabling Group Policy Objects, which is located at Computer Configuration\
Administrative Templates\System\KDC. In particular, you will need to use the KDC Support
For Claims, Compound Authentication And Kerberos Armoring KDC Administrative Template
Policy setting to set configurations. Select the Supported configuration.

MORE INFO INTRODUCING DYNAMIC ACCESS CONTROL

For more information on DAC you may review the TechNet article on Introducing Dynamic
Access Control at http://social.technet.microsoft.com/wiki/contents/articles/14269.introduc-
ing-dynamic-access-control.aspx.

Troubleshooting Encrypting File System

The built-in Encrypting File System (EFS) is a very powerful method of restricting access to
files within a NTFS environment. Very few organizations require users to utilize EFS and there-
fore, most issues reported to the helpdesk relating to EFS often result from an over enthusi-
astic member of staff encrypting some of their own files. By default, they have permission to
encrypt their own files because they have the Creator Owner special identity.
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The best way to ensure that EFS is not inadvertently used, potentially causing problems
later, is to implement one or all of the following measures:

IT staff training relating to the use of EFS and potential implications of unauthorized
usage.

Planning and documenting of where and by whom EFS will be applied.
Sufficient restrictions placed across the domain to prevent unauthorized use of EFS.
Implementation of an EFS Data Recovery Agent (DRA).

Implement employee-leaving procedures and scan for encrypted files to ensure all
encrypted files are decrypted or ownership transferred.

Disable rather than delete user accounts for a fixed time period in case the user ac-
count needs to be reactivated in order to remove EFS from corporate resources.

It's necessary to ensure that selected users and members of IT departments appreciate
that EFS is an extremely secure method of protecting files and often this level of protection
is not necessary. Only the original file owner who applied the encryption is able to access the
file and remove the encryption.

If an organization does not have a DRA in place, this needs to be created as soon as pos-
sible because this will enable subsequent files encrypted with EFS to be decrypted by the DRA
should this be necessary.

The process for creating a DRA certificate is as follows:

1.
2.
3.
4.

Open a command prompt window (this does not require administrative privilege).
Navigate to the location where you want to store your DRA certificate.
Type cipher /r: file name and press Enter.

Provide a password to protect the DRA certificate (this can be null).

To install the DRA so that a user can use the DRA, follow these steps:

1.
2.

Sign in with the user credentials of the user for whom you want to create access to the DRA.
In the search box, type secpol.msc and press Enter.

In the left pane of Local Security Policy, double-click Public Key Policies, right-click
Encrypting File System, and then click Add Data Recovery Agent.

In the Add Recovery Agent Wizard, click Next.

Browse to the location of the DRA recovery certificate (it will have a .cer file extension).
Select the certificate, and then click Open.

When you are asked if you want to install the certificate, click Yes, Next, and then click
Finish.

In the right pane of Local Security Policy, scroll across and note that the Intended
Purposes for the certificate is File Recovery.

Open a Command Prompt window and type gpupdate, and press Enter to update
Group Policy.
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Once the DRA has been created, all EFS encrypted files can be recovered by the DRA.

The encrypted files that were created before the DRA was created cannot be recovered
by the DRA unless they are opened and closed by the resource owner so that the DRA can
update the file.

When users report that they are unable to use EFS to encrypt files, you need to verify that
all of the four statements are correct:

m A recovery agent policy has been defined, which prevents the use of EFS unless a DRA

has been created.

m The file volume is NTFS; EFS is only supported on NTFS.

m The file is not compressed. NTFS allows files to be encrypted or compressed, not both.

m You have Write access to the file. You need to be able to save the encrypted file.

Other examples of helpdesk EFS issues include the following scenarios and possible answers:

m | can't open files | have encrypted. Only users with the correct EFS certificate and

private key for the file can open EFS-protected files. Has the user account been de-
leted/recreated since the file was created? Use a DRA to recover the file and have the
user encrypt the file again.

Will I get a warning that I will lose the EFS protection on my file when | copy my
file a FAT32 USB drive? There is no warning — if the user has the necessary NTFS
permissions to move or copy the file, then Windows will carry out the operation with-
out error or warning.

I can’t open an EFS file after upgrading from a previous version of Win-
dows. You can still recover the files by importing the EFS certificate and key from
your old computer into your new computer.

My anti-virus check program runs but | get “Access Denied” error messag-

es. An anti-virus check program can only read your encrypted files. If the device is a
shared computer and other users have encrypted files on the hard disk, the anti-virus
tool will not be able to access these files. Other users need to perform a virus check for
files by signing in on the device.

To import the EFS certificate and key from a different computer, follow these steps:

1.
2.
3.
4.

Open the Command Prompt window.
Type dpapimig.exe, and then press Enter.
If prompted, type the sign-on password for your old computer.

On the Protected Content Migration pop up, click OK. This confirms that all of the
Protected content is now updated.

Objective 5.2: Support data security

175



176

Controlling access to removable media

USB flash drives are very popular and versatile. Rapid technological improvements have
resulted in constant increases in USB drive capacity, enabling users to carry a huge amount
of corporate information in their pockets. While having easy access to this data can be very
convenient to the user, it is also a major worry for IT Managers because of the risk of data
loss. For example, leaving a USB flash drive on a train or plugged into a guest PC can result in
data leakage.

In addition to USB drives, users can also copy corporate (or private) data to CDs, DVDs,
external hard drives, and memory cards. While these media may be smaller in capacity when
compared to a USB drive, a DVD can still contain millions of records from a database. Manag-
ers will need to decide on policies that determine which users within an organization may use
these kinds of devices. Some employees need to use portable drives, but most don't.

You can restrict the use of devices in several ways by using Group Policy. One way is to
block all removable data drives. Another is to restrict the use of removable drives to a specific
make and model (hardware ID), and another option is to ensure that all removable drives are
encrypted using BitLocker To Go.

You need to ensure that you have reviewed the available policies with the following sec-
tion of Group Policy: Computer Configuration\Administrative Templates\System\Removable
Storage Access.

To access Removable Storage Access policies, follow these steps:
1. Launch Group Policy Editor (gpedit.msc).

2. Navigate to Computer Configuration\Administrative Templates\System\Removable
Storage Access.

3. Review the available GPOs.

Another popular method is to restrict writing to devices that have a specific hardware ID by
preventing Windows from installing the device driver whenever a USB flash drive is inserted.
GPO settings that restrict devices can be located in Computer Configuration\Administrative
Templates\System\Device Installation\Device Installation Restriction.

Conversely, a company might purchase a specific type of USB flash drive and issue them
to executives. You could use a GPO setting that enables Device Installation for these users,
based on the hardware ID of the device. Review the GPO Allow Installation Of Devices That
Match Any Of These Device IDs, which enables you to specify the hardware ID of a removable
drive, and can be found by using Device Manager on a machine that already has the hard-
ware items installed. Within Device Manager, locate the device, right-click the particular item,
select Properties, and then select Details. On the Details tab, choose Hardware Ids from the
Property drop-down list. Right-click the specific value and select Copy. This value needs to be
pasted in the GPO setting.

To require that users write data to BitLocker-protected storage (covered later in this chapter),
you enable the GPO Deny Write Access To Drives Not Protected By BitLocker, which is located
in Computer Configuration\Administrative Templates\Windows Components \BitLocker Drive
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Encryption\Removable Data Drives. When applying a GPO to your local machine, you can either
restart the device or run gpupdate /force to apply the updated GPOs to your system.

Supporting BitLocker and BitLocker To Go

BitLocker Drive Encryption enables you to encrypt an entire hard disk, which can be the Windows
operating system drive or a data drive. The Windows 10 Pro, Enterprise, and Education editions
support BitLocker in both x86 and x64-bit varieties.

The majority of modern computers now ship with a Trusted Platform Module (TPM),
which is used to securely store cryptographic information, such as the encryption keys that
BitLocker uses. BitLocker supports versions 1.2 and 2.0 of the TPM specification and informa-
tion contained on the TPM is more secure from external software attacks and physical theft.
If a device has been tampered with, for example, if a hard drive has been removed from the
original computer, BitLocker will prevent the drive from being unlocked; BitLocker will seek
remediation from the user by entering BitLocker recovery mode and requiring the user to
enter a 48-digit recovery key. While a TPM is the most secure option, BitLocker technology
can also be used on devices without a TPM, by configuring a GPO to require that BitLocker
obtains the required cryptographic information from a USB flash drive. This information must
be presented to unlock the volume.

A portable version of BitLocker, BitLocker To Go, aimed at protecting removable USB de-
vices, uses the same technology as BitLocker Drive Encryption, but does not require use of a
TPM. BitLocker To Go can protect flash drives, Secure Digital (SD) cards, removable hard disks
formatted with NTFS, Fatl6, FAT32, or exFat file systems. To unlock a protected drive, the user
must input a password or a smart card with a PIN to unlock the drive. For frequent users,
drives can be configured to be unlocked automatically on specific computers.

To assist with the management of BitLocker for corporate clients, Microsoft provides a
management tool called Microsoft BitLocker Administration And Monitoring (MBAM), which
is available as part of the Microsoft Desktop Optimization Pack (MDOP), a suite of utilities for
customers with an active Microsoft Software Assurance license agreement.

Using BitLocker

BitLocker offers users several protection options. Users can choose which type of protection
they would prefer to unlock a BitLocker encrypted drive. You can require additional authenti-
cation such as adding a smart card or a USB drive with a startup key on it, or requiring a PIN
on start up. These are called key protectors.

BitLocker offers five key protectors that can be used to unlock a protected system as
follows:

= TPM + startup PIN + startup key This is the most secure combination. The en-
cryption key is stored on the TPM chip. The user might find this option cumbersome
because this requires multiple authentication tasks.
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= TPM + startup key The encryption key is stored on the TPM chip. The user needs to
insert a USB flash drive that contains a startup key.

m TPM + startup PIN The encryption key is stored on the TPM chip. The user needs to
enter a PIN to unlock the device.

m Startup key only The user needs to insert a USB flash drive with the startup key on
it. The device doesn't need to have a TPM chip. The BIOS must support access to the
USB flash drive before the operating system loads.

m TPMonly The encryption key is stored on the TPM chip, and no user action is re-
quired.

Because the TPM chip together with BitLocker protects the hard drive, administrators can
also configure BitLocker to operate without additional unlock steps. The drive is no longer
susceptible to data theft when BitLocker is enabled. On an unprotected system, simply re-
moving the drive from the PC and attaching it as a slave to another PC would allow the data
to be read, bypassing all NTFS security.

EXAM TIP

Administrators can fine-tune within Group Policy the settings for BitLocker and you would
do well to review the available GPOs in detail because they are likely to appear on the exam.
Review the GPOs located in Computer Configuration\Policies\Administrative Templates\
Windows Components\BitLocker Drive Encryption.

You need to also learn which versions of Windows 10 support BitLocker, the supported
TPM versions, and how to tell whether your computer has a TPM.

NOTE USED DISK SPACE ONLY

An improvement to BitLocker enables administrators to choose whether to encrypt only
the used disk space or encrypt the entire drive during the initial deployment of Windows.
Choosing the first option significantly reduces the time to deploy and requires less admin-
istrative effort.

To configure BitLocker on Windows 10 with a TPM, follow these steps:
1. Open Control Panel, select Security, and then select BitLocker Drive Encryption.

2. On the BitLocker Drive Encryption page, click Turn On BitLocker on the operating
system volume.

3. The BitLocker Drive Encryption Wizard then requires you to take a backup of the Bit-
Locker recovery key. This can be saved to your Microsoft account, to a USB flash drive,
to a file, or printed.

4. On the Encrypt The Selected Disk Volume page, confirm that the Run BitLocker System
Check check box is selected, and then click Continue.
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5. Click Restart Now. The computer restarts and BitLocker verifies whether the computer
is BitLocker-compatible and ready for encryption.

The drive will now be encrypted and this can take a while, depending on the capacity
of the drive

NOTE BITLOCKER IS IMMEDIATELY ENFORCED

When BitLocker Drive Encryption starts to encrypt the device, the drive will require unlock-
ing during startup even if the encryption has not completed.

To discover whether your device has a TPM, type TPM.msc in the search bar and review
the TPM Microsoft Management Console (MMC), as shown in Figure 5-13. If you believe
you have a TPM chip, you may want to ensure that it is enabled in either the BIOS or Unified
Extensible Firmware Interface (UEFI) settings.

T Trusted Platform Module (TPM) Management on Local Computer = a X
& File Action View Window Help - & x
<@ Hm
ER VT VERER LIRS T TPM Management on Local Computer Actions
TPM Management on Local Comp... &
TPM Management on Local Computer
Configures the TPM and its support by the Windows platform B3 Preparethe TPM...
B3 Change Owner Password...
Overview - B Clear TPM...
Windows computers containing the Trusted Platform Module (TPM) security hardware provide enhanced 3 Reset TPM Lockout...
securty features for applications. This snap-in displays information about the computer's TPM and allows
administrators to corfigure the device. It also allows administrators to view and manage commands understood View 4
by the device. g
New Window from Here
Status R |G Refresh
The TPMis ready for use, with reduced functionalty Help
TPM Management a

@ Crange TPMownerpassword.
@ Clearthe TPMto remove ownership and reset the TPM to factory defauts. g

WARNING: Clearing the TPM causes you to lose all TPM keys and data protected by those keys.

TPM Manufacturer Information &

Manufacturer Name: IFX Manufacturer Version: 5.0 Specification Version: 2.0

FIGURE 5-13 TPM Management On Local Computer MMC

By default, a modern Windows device such as a Surface Pro 3 will contain a TPM, and
BitLocker Drive Encryption will be already enabled when shipped. A user viewing the TPM
Management On local Computer MMC, shown in Figure 5-13, might be confused by the TPM
owner password, what it is, and where it is stored. You need to know that BitLocker is able to
initialize the TPM and create a TPM owner password, which will be automatically saved in the
same location as the BitLocker recovery password. In a corporate environment, administrators
need to ensure that the TPM owner password, which can be saved to a file, is set and stored
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safely away from the local computer. The TPM owner password is useful if you are locked out
of the TPM, or if you need to reset or disable the TPM.

If a TPM isn't found, click Cancel on the BitLocker Drive Encryption, and follow the displayed
instructions to configure the GPO Require Additional Authentication At Startup located in
Computer Configuration\Policies\Administrative Templates\Windows Components\BitLocker
Drive Encryption\Operating System Drives. Enable this GPO and select the Allow BitLocker
Without A Compatible TPM check box, as shown in Figure 5-14.

i Require additional authentication at startup o x

E5] Require additional authentication at startup Previous Setting | | Next Stting

O Not Configured ~ Comment:

(@ Enabled
(O Disabled

Supported on: [ At |east Windows Server 2008 R2 or Windows 7
Options: Help:

‘Allow BitLocker without a compatible TPM ~| [This policy setting allows you to configure whether BitLocker | »
(requires 3 password or a startup key on a requires additional authentication each time the computer starts
USB flash drive) and whether you are using BitLocker with or without a Trusted

Platform Module (TPM}. This policy setting i applied when you
Settings for computers with a TPM: turn on BitLocker.
Configure TPM startup: Note: Only one of the additionsl authentication options can be
required st startup, otherwise a policy error occurs.
Allow TPM v

If you want to use BitLocker on a computer without a TP,

Configure TPM startup PIN: select the "Allow BitLocker without 2 compatible TPM" check

Allow startup PIN with TEM > box, In this mede cither a password or @ USE drive is required for
start-up. When using a startup key, the key information used to

Configure TPM startup key: encrypt the drive is stored on the USE drive, creating a USE key.
When the USB key is inserted the access to the drive is

Allow startup key with TPM v authenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgetten the password then you will

Cenfigure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the
drive.

Allow startup key and PIN with TPM v

= S On a computer with a compatible TPM, four types of v

FIGURE 5-14 Configuring BitLocker to work without a TPM

Within Control Panel, BitLocker administrators can manage, encrypt, and decrypt fixed
data drives and backup recovery keys. Standard users can change the PIN or password on
operating system drives.

A new GPO Computer Configuration\Policies\Administrative Templates\Windows
Components\BitLocker Drive Encryption\Operating System Drives\Configure Pre-boot
Recovery Message And URL, included with Windows 10, enables an administrator to config-
ure a custom recovery message and to replace the existing URL that is displayed on the pre-
boot recovery screen when the operating system drive is locked.

Upgrading a BitLocker-enabled computer

BitLocker is designed to protect your computer from pre-boot changes, such as updating
the BIOS. If you upgrade your computer, for example, with a BIOS firmware upgrade, this can
cause the TPM to perceive it is under attack. In order to prevent Windows 10 from entering
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BitLocker recovery mode, it's recommended that some precautions are taken while upgrading
a BitLocker-enabled computer. Prior to updating the BIOS, you should carry out the following:

1. Temporarily turn off BitLocker by opening the BitLocker Drive Encryption in Control
Panel and selecting Suspend Protection on the operating system drive, placing it in
disabled mode.

2. Upgrade the system or the BIOS.

3. Turn BitLocker on again by opening BitLocker Drive Encryption in Control Panel and
select Resume Protection on the operating system drive.

Forcing BitLocker into disabled mode keeps the data encrypted, and the volume master key
is now encrypted with a clear key. The availability of this unencrypted key disables the data
protection that BitLocker offers, but it ensures that subsequent computer startups succeed
without further user input. After the BIOS upgrade, you need to re-enable BitLocker so that
the unencrypted key is erased from the disk and BitLocker protection is functional again. The
encryption key will be resealed with the new key that has been regenerated to incorporate
new values of the measured components that changed as a part of the upgrade.

NOTE THROUGHOUT SUSPENSION DATA IS ENCRYPTED

Although BitLocker is suspended, the drive is still encrypted and all new data written to
the disk is still encrypted. Suspension prevents BitLocker from validating system integrity
at startup and is a security risk; therefore, the protection status should be resumed at the
earliest opportunity.

Moving a BitLocker-encrypted drive to another computer

Moving a BitLocker-encrypted drive to another BitLocker-enabled computer requires that
you turn off BitLocker temporarily (by using the Suspend Protection option). After the move is
complete you need to re-enable BitLocker, which will then resume BitLocker protection.

The PowerShell command for suspending BitLocker encryption is:

Suspend-BitLocker -MountPoint “C:”

Configuring BitLocker using command-line tools

Administrators can also manage BitLocker Drive Encryption using the command-line tool
Manage-bde.exe or by using PowerShell scripts and WMI. Managing recovery keys is dis-
cussed later.

There are 20 parameters that can be used with Manage-bde. Table 5-2 displays the most
used parameters.
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TABLE 5-2 Manage bde parameters

Parameter

Manage-bde -status

Manage-bde —on

Manage-bde -off

Manage-bde -pause & Manage-bde
-resume

Manage-bde -lock & manage-bde
-unlock

Manage-bde -autounlock
Manage-bde -protectors
Manage-bde -changepassword

Manage-bde -changepin
Manage-bde - forcerecovery

Manage-bde -changekey
Manage-bde —~WipeFreeSpace
Manage-bde -help or -h

Description

Provides information about all drives on the computer, whether or
not they are BitLocker-protected.

This encrypts the drive and turns on BitLocker. Use the —
UsedSpaceOnly switch to set the encryption mode to Used Space
Only encryption.

This decrypts the drive and turns off BitLocker. All key protectors are
removed when decryption is complete.

Use with a drive letter to pause or resume encryption or decryption.

Use with a drive letter to lock and unlock access to BitLocker-
protected data.

Manages automatic unlocking of a data drive
Manages protection methods for the encryption key.
Modifies the password for a data drive.

Modifies the PIN for an operating system drive.
Forces a BitLocker-protected drive into recovery mode on restart.

Modifies the startup key for an operating system drive.
Wipes the free space on a drive.

Displays complete Help at the command prompt.

MORE INFO MANAGE-BDE COMMAND-LINE TOOL

More information on using the manage-bde command-line tool is available in this article
on TechNet at https://technet.microsoft.com/en-us/library/ff829849.aspx

Windows 10 offers built-in support for 13 BitLocker PowerShell cmdlets, as listed in Table 5-3.
You can also use Get-help <BitLocker cmdlet>, such as Get-Help Enable BitLocker — examples.

NOTE POWERSHELL HELP

You need to allow PowerShell to download the most current help files because these en-

able you to obtain detailed help and examples, which may assist your understanding.
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TABLE 5-3 BitLocker PowerShell cmdlets

Cmdlet
Add-BitLockerKeyProtector
Backup-BitLockerKeyProtector
Clear-BitLockerAutoUnlock
Disable-BitLocker
Disable-BitLockerAutoUnlock
Enable-BitLocker
Enable-BitLockerAutoUnlock
Get-BitLockerVolume
Lock-BitLocker
Remove-BitLockerKeyProtector
Resume-BitLocker
Suspend-BitLocker
Unlock-BitLocker

Description

Adds a key protector for a BitLocker volume

Saves a key protector for a BitLocker volume in AD DS
Removes BitLocker automatic unlocking keys

Disables BitLocker encryption for a volume

Disables automatic unlocking for a BitLocker volume
Enables encryption for a BitLocker volume

Enables automatic unlocking for a BitLocker volume
Gets information about volumes that BitLocker can protect
Prevents access to encrypted data on a BitLocker volume
Removes a key protector for a BitLocker volume
Restores BitLocker encryption for the specified volume
Suspends BitLocker encryption for the specified volume

Restores access to data on a BitLocker volume

MORE INFO CONFIGURE BITLOCKER USING POWERSHELL CMDLETS

For more information about how to configure BitLocker using PowerShell cmdlets, visit the
MSDN article at https://technet.microsoft.com/en-us/library/jj649829(v=wps.630).aspx.

Using PowerShell, you can obtain very detailed information from systems, including status,

key protectors used, encryption method, and type. If you run the Get-BitLockerVolume |fl
cmdlet to provide information about an encrypted drive without first unlocking the drive, the
amount of information obtained will be restricted, as shown in Figure 5-15, which compares
the information obtained when the command is run in both scenarios on the same drive.

Windows PowerShe

3 Administrator: Windows PowerShell - u] X
indows PowerShe

5
ICopyright (C) 2015 Microsoft Corporation. All rights copyright (C) 2015 Microsoft Corporation. All rights

reserved.

PS C:\WINDOWS\system32> Get-BitLockervolume e: |[f1

[ComputerName

reserved.

PS C:\WINDOWS\system32> Get-BitLockervolume e: |[f1

MountPoint
EncryptionMethod

AutoUnlockEnabled
[AutoUnlockKeyStored

MetadataVersion
olumeStatus

ProtectionStatus

LockStatus

: WIN-FBG9114CHRB
E:

i Aes128
: False

5 X

: Unknown
: Locked

ComputerName
MountPoint
EncryptionMethod
AutoUnlockEnabled
AutoUnTlockKeyStored
Metadataversion
VolumeStatus
ProtectionStatus

: WIN-FBG9114CHRB
E:

: Aes128
: True

Hav
: FullyEncrypted
(o]

n

Lockstatus : Unlocked

EncryptionPercentage : 100

: Data ipePercentage H

: 0 VolumeType : Data

: {Password, RecoveryPassword} CapacityGB : 14.52669

KeyProtector : {Password, RecoveryPassword,
ExternalKey}

KeyProtector

PS C:\WINDOWS\system32>

PS C:\WINDOWS\system32>

FIGURE 5-15 Detailed BitLocker information using PowerShell
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Configuring BitLocker To Go

For users of Windows 10 Pro and Windows 10 Enterprise, BitLocker To Go enables the encryption
of removable USB devices, using BitLocker technology. These devices can be flash drives, Secure
Digital (SD) cards, or removable hard disks formatted with NTFS, Fat16, FAT32, or exFat. All users
can protect their removable drive by using the same BitLocker Drive Encryption Control Panel
used before.

To create a BitLocker To Go drive, insert a removable drive and select Turn BitLocker On. If
the option to encrypt the drive is not available, you need to check to ensure you are using a
supported version of Windows, and that the feature has not been disabled by Group Policy.

Just as when you encrypt a fixed drive, when you select the Turn On BitLocker menu op-
tion for a removable drive, you need to also specify how you want to unlock the removable
drive. You can select one of the following methods:

m A recovery password or passphrase (this complexity can be set within Group Policy)
m Asmart card
= Always auto-unlock this device on this PC

The last option is very useful for users who frequently use removable drives because it
reduces the likelihood of frustration from entering the password every time they use their
removable drives. If the removable drive is used on other devices once the user unlocks the
removable drive, it can also be configured to auto-unlock if required.

Users are able to change their own password for encrypted drives via BitLocker Drive
Encryption in Control Panel. However, if a user loses or forgets the password for the data or
removable drive, you need to have access to the BitLocker recovery key to recover the data
and unlock the drive.

EXAM TIP

It is important to remember that a TPM is not required for BitLocker To Go. The encryption
keys are secured by the use of a password or passphrase, or smart card, and not by a TPM.

The following GPOs are available within the BitLocker To Go settings found at Computer
Configuration\Policies\Administrative Templates\Windows Components\BitLocker Drive
Encryption\Removable Data Drives:

m  Control use of BitLocker on removable drives

m  Configure use of smart cards on removable data drives

m Deny Write access to removable drives not protected by BitLocker

m  Configure use of hardware-based encryption for removable data drives

m Enforce drive-encryption type on removable data drives

m  Allow access to BitLocker-protected removable data drives from earlier versions of Windows
m  Configure use of passwords for removable data drives

m Choose how BitLocker-protected removable data drives can be recovered
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Configure startup key storage and recovery options

You know that without access to the encryption key contained in the TPM or stored in the
startup key, you are unable to unlock a BitLocker-encrypted drive.

You need to ensure that you're familiar with BitLocker-related terminology:

= Recovery password and recovery key When you first configure BitLocker it will
create a recovery key and prompt you to store it safely. You'll need to provide this
recovery key if the TPM is unable to validate that the drive hasn’t been tampered with
or if the startup key, password, or pin have not been supplied during boot time.

m Password A password or passphrase is created to protect fixed, removable, and
operating system drives with or without a TPM. The password length can be set in
Group Policy and can consist of eight to 255 characters.

m PIN When you use a TPM you can configure BitLocker with a PIN that the user must
type during the initial startup of the device to allow Windows 10 to start. The PIN can
consist of between four to 20 digits and the length can be set in the Configure Mini-
mum PIN Length For Startup Group Policy setting.

m Enhanced PIN Enables administrators to force the use of a complex PIN, just like a
password or passphrase (including spaces), by configuring the Allow Enhanced PINs
For Startup GPO setting. This policy is applied when you turn on BitLocker and is con-
figurable only for operating system drives.

m Startup key This is stored on a USB flash drive and can be used with or without a
TPM. To use this method of unlock, the USB flash drive must be inserted every time the
computer starts. The USB flash drive can be formatted by using NTFS, FAT, or FAT32.

= TPM Lockout By default, TPM 2.0 will lock the user out for two hours whenever the
TPM is under attack (TPM 1.2 lockout duration varied by manufacturer).

Within an enterprise environment, workstations are often required to be patched during
non-working hours. One of the automated methods of doing this would be to use System
Center Configuration Manager by using a process such as Wake-on-LAN (Wol). However, if
BitLocker was configured, the system would wait until a startup key or PIN was entered, and
would potentially miss the update.

To overcome this shortcoming, the process of validating and unlocking a drive can be
made automatic by enabling a server feature called BitLocker Network Unlock. By verifying
the existence of a trusted key that's provided to the workstation by a Windows Deployment
Services server on the network, the machine will continue to boot while it is connected to the
corporate network.

There are several requirements for this functionality:
m The computer must have UEFI firmware and UEFI DHCP capability.
®  Any UEFI Compatibility Support Modules (CSM)/Legacy modes must be disabled.

m The BitLocker Network Unlock feature must be installed on a Windows Deployment
Server.
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m A separate DHCP server needs to be available to provide an IP address.
m The client computer must be running Windows 8 or newer.
m Certificates for the public/private key pairing must be configured.

m  Group Policy settings to configure Network Unlock as a secondary authentication
method on the client need to be configured.

MORE INFO BITLOCKER NETWORK UNLOCK

The following TechNet article provides more information on how BitLocker Network Unlock
works and how to configure it at https://technet.microsoft.com/en-us/library/jj574173.aspx.

Understanding BitLocker and BitLocker To Go data recovery

You need to support users who have devices that will not boot into Windows due to BitLocker
issues during boot time. There are several situations where BitLocker, BitLocker To Go or
Device Encryption will immediately reboot and enter into BitLocker recovery mode due to a
perceived threat to the system such as one of the following:

m Repeatedly failing to provide the startup password
m Changing the startup boot order to boot another drive in advance of the hard drive

m Changing the NTFS partition table such as creating, deleting, or resizing a primary
partition

m Entering the PIN incorrectly too many times so that the anti-hammering logic of the
TPM is activated

m Turning off, disabling, deactivating, or clearing the TPM

m Upgrading critical early startup components, such as a BIOS or UEFI firmware upgrade,
causing the related boot measurements to change

m  Adding or removing hardware; for example, inserting a new motherboard or video
card into the computer

You can also force a BitLocker-protected device into recovery mode by pressing the F8 or
F10 key during the boot process.

MORE INFO BITLOCKER RECOVERY GUIDE

The following TechNet article provides a long list of examples of specific events that will
cause BitLocker to enter recovery mode when attempting to start the operating system
drive at https://technet.microsoft.com/en-us/library/dn383583.aspx.

When the device has entered the BitLocker recovery mode, you need to recover the drive
by using one of the methods:

m Supply the 48-digit recovery password.
m Use a DRA to unlock the drive.
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m  Allow a domain administrator to obtain the recovery password from AD DS.

= Run a script to reset the password, using PowerShell or VBScript, which can extract the
key package from AD DS.

For home and small-business users, the BitLocker recovery key is stored in their Microsoft
account at https://onedrive.live.com/recoverykey. You will need to use the keyboard function
keys to enter the number to unlock the drive. Once the operating system has started, users can
then recreate a new startup key, otherwise the BitLocker recovery mode will remain in place.

For corporate users, there are several settings that can be configured in Group Policy that
will define the recovery methods that require Windows to save BitLocker recovery informa-
tion to AD DS. These GPOs found in the subfolders of Computer Configuration\Administrative
Templates\Windows Components\BitLocker Drive Encryption are as follows:

m Choose how BitLocker-protected operating system drives can be recovered

m Choose how BitLocker-protected fixed drives can be recovered

m Choose how BitLocker-protected removable drives can be recovered

For each of these GPOs, you can also enable the Do Not Enable BitLocker Until Recovery
Information Is Stored In AD DS check box to keep users from enabling BitLocker unless the
device is connected to the domain and the backup of BitLocker recovery information to
AD DS has succeeded.

Once BitLocker recovery information has been saved in AD DS, this can be used to restore
access to a BitLocker-protected drive by using the Manage-bde command-line tool intro-
duced earlier.

NOTE BITLOCKER FAQ

You need to take some time to review BitLocker. It is an important feature that protects
against data loss. Read the BitLocker FAQ on TechNet at https://technet.microsoft.com/en-
us/library/hh831507.aspx

Understanding Microsoft BitLocker Administration and
Monitoring
You have seen how in small and medium-sized organizations, Windows 10 Pro and Windows
10 Enterprise editions can be managed by using Group Policy to force the centralization of
BitLocker recovery keys in AD DS. In a large enterprise environment where there may be tens
of thousands of devices that are required to be managed, Microsoft provides a tool called
Microsoft BitLocker Administration and Monitoring 2.5 SP1 (MBAM), which performs the fol-
lowing management tasks:

= Deployment and recovery of encryption keys

m Centralized compliance monitoring and reporting of individual computers or even of

the enterprise itself
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Automates the provisioning of encrypting volumes on client computers across the
enterprise

Reduces the workload on the Help Desk to assist end users with BitLocker PIN and
recovery key requests

Support for encrypted drives, including a self-service portal for users to recover en-
crypted devices independently

Audit access to recover key information

Enforcement of organizational BitLocker policies

MBAM is only available as part of the Microsoft Desktop Optimization Pack (MDOP),
which is included as a benefit to Microsoft Software Assurance customers as part of Microsoft
Volume Licensing. MBAM offers administrators a GUI to manage BitLocker, including report-
ing on the encryption status of computers within the whole enterprise, and easy access to
recovery key information when users are locked out of their devices.

MBAM is composed of the following components:

Administration and Monitoring Server Hosts the management console and moni-
tors web services; enables the audit of activities, compliance, and status; enables the
management of hardware capability and access to the BitLocker recovery keys

Compliance and Audit Database Holds compliance information for MBAM clients,
which can be parsed for reporting functions

Recovery and Hardware Database MBAM clients provide recovery and hardware
information that is obtained from the centralized database.

Compliance and Audit Reports Enables the generation of different reports to
monitor BitLocker usage and compliance activities, and MBAM reports that can be
viewed from the Management console or from SQL Server Services (SSRS)

Group Policy Template Enables administrators to deploy MBAM GPO settings for
configuring BitLocker drive encryption

MBAM Client Agent This uses Group Policy to enforce encryption settings; collects
recovery keys, recovery, and hardware information from MBAM clients, and passes
compliance data to the reporting system. The MBAM client software can be installed
on Windows 7 (Enterprise/Ultimate Editions), Windows 8 (Professional/Enterprise
Editions) and Windows 10 (Pro/Enterprise Editions). Clients must have a TPM v 1.2 or
higher chip, which must be enabled in the BIOS.

MBAM 2.5 SP1 is the current version and offers administrators the following features:

Support is available for managing Windows 7, Windows 8, Windows 10, Windows To
Go, and removable storage devices

Integration with Microsoft System Center Configuration Manager
Support for Microsoft SQL Server 2014
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BitLocker pre-provisioning with Windows PE includes the use of Used Disk Space Only
(Manage-bde —on <drive letter>)

Ability to enforce encryption policies on operating system and fixed data drives

Ability to provide a URL in the BitLocker Drive Encryption Wizard to point to your
security policy

Support for Federal Information Processing Standard (FIPS)-compliant recovery keys
on devices with Windows 8.1 and Windows 10 operating systems

m Support for high-availability deployments

= Additional Windows PowerShell cmdlets for configuring MBAM server features

= MBAM can take ownership of the TPM and initialize it without requiring a restart

m Devices left in Protection Suspended mode automatically resume protection after

restart

= Windows 10 operating system drives can be protected with the Password Protector

= You can deploy MBAM with less infrastructure, but with the ability to scale 200,000
managed devices with just two servers

MBAM 2.5 SP1 offers the following improvements for image deployment over previous
versions, as listed in Table 5-4.

TABLE 5-4 New functionality to enable BitLocker during imaging

Image Deployment

Process

Volume Support

Reporting

Error Handling

New functionality

Completely written in PowerShell, compatible with PowerShell v2
Easy to use with MDT, SCCM, or standalone

Supports OS volumes with TPM Protector
Fixed data drive support

Support for pre-provisioned drives
Immediate prompt for PIN after imaging

Immediate compliance reporting
TPM OwnerAuth parameter escrowed
TPM OwnerAuth available outside of WinPE

Robust error handling
Improved logging

An example of a suggested stand-alone topology infrastructure utilizing MBAM without
SCCM is visualized in Figure 5-16.
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FIGURE 5-16 Stand-alone topology infrastructure utilizing MBAM

MORE INFO DEPLOYING MBAM

Although this relates to MBAM 2.0, this article offers some good foundational learning at
http://blogs.windows.com/itpro/2013/04/10/get-ready-to-deploy-mbam-2-0.
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Thought experiment
The case of missing documentation

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You are the new IT Manager for your organization and you cannot find any docu-
mentation relating to the file structure or Share & NTFS permissions. A manager has
also asked you to create a new shared folder, which needs to be shared to only him
and his secretary.

Answer the following questions regarding how you would set this up.
1. Discuss how you will undertake the documentation deficit.

2. What types of issues could result that relate to the current level of NTFS secu-
rity?

3. After provisioning the new share, how can you test the access before advising
the manager that the new share is ready for deployment?

Objective summary

NTFS Permissions work at the file and folder level, offering file security and enable files
and folders to be either compressed or encrypted.

The Effective Access tool enables you to view and evaluate effective permissions on a
resource that is stored on a NTFS-formatted volume.

Share permissions only apply for shares over the network. The three Share permissions
are: Read, Change, and Full Control.

DAC provides administrators the ability to apply permissions and restrictions condi-
tionally based on rules and policies, such as whether the user is accessing the network
via a VPN, or using a laptop.

Encryption File System (EFS) is a very strong method of protecting data from unau-
thorized access if a machine has been compromised. Prior to using EFS it is recom-
mended that a DRA is created. CertMgr and Cipher.exe are two tools you can use to
back up and recover your EFS-encrypted files.

Group Policy enables you to configure settings for controlling how removable storage
is to be used within an organization, such as enforcing BitLocker To Go on all remov-
able data drives.

BitLocker Drive Encryption enables full disk volume encryption and uses a TPM to store
the startup key. BitLocker will enter a recovery mode if the drive or TPM have been
compromised, forcing the user to enter a 48-digit recovery key.

MBAM is an enterprise tool, available through MDOP for Software Assurance custom-
ers, which provides useful key management, deployment, and recovery features for
administrators and users using BitLocker Drive Encryption.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

You want to increase data security. You want to deploy BitLocker Drive Encryption to
all workstations in your organization with the least disruption to users. What should
you do? (Choose all that apply.)

A. Use BitLocker To Go

B. Configure Microsoft BitLocker Administration And Monitoring (MBAM)
C. Configure BitLocker Network Unlock feature

D. Turn off Turn On Auto-unlock

Management issued a security policy stating that they want to ensure that unauthor-
ized users cannot access the Payroll folder. Only members of the Payroll Users group
are allowed access and only when they connect to the file share using a secured VPN.
The policy is not being applied correctly and you need to troubleshoot. What compo-
nents of the file system are required to implement the policy?

A. BitLocker, FAT, Share permissions, and Groups
B. NTFS, DAC, Share permissions, and Groups
C. EFS certificates and Share permissions

D. ACLs, DACLs, and NTFS

You want to deploy BitLocker Drive Encryption to all laptops used by your sales
team. Your company is required to protect all devices. Currently, it uses the BitLocker
Network Unlock feature. You need to ensure that the sales team can sign on to their
laptops when they are not in the office. What should you do?

A. Disable BitLocker Drive Encryption on the laptops used by the sales team

B. Configure a script that runs the Manage-bde.exe —unlock command when they
disconnect from the corporate network

C. Disable BitLocker Network Unlock on the laptops used by the sales team
D. Issue the sales team their BitLocker startup key

During a recent audit, you notice that domain users have been encrypting their files
and folders using EFS. Management needs to prevent users from encrypting their files
and folders. What can you do?

A. Configure the DRA policy to allow the recovery of all encrypted files in the domain
B. Ensure that all users back up their recovery keys to AD DS

C. Configure Local policy to create a DRA in the Computer Configuration/Windows
Settings/Security Settings/Public Key Policies/Encrypting File System

D. In Group Policy, clear the Allow Users To Encrypt Files Using Encrypting File System
(EFS) check box
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5. A colleague has asked for your help. He has created a GPO to restrict the usage
of USB data drives for all workstations located at the head office. When the policy
is applied, the restriction is effective but other colleagues in the IT Administrators
group are reporting that this policy is preventing them from assisting users. Review
the following GPOs and choose the two correct actions that need to be taken as

soon as possible.

A. Prevent installation of removable devices

B. Enable administrators to override Device Installation Restriction policies

C. Display a custom message when installation is prevented by a policy setting

D. Run gpupdate /force from an elevated command prompt on all IT Administrators’

computers
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Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 5.1: Thought experiment

1. You could create a Storage Pool and choose to use either a two-way mirror or a parity
Storage Pool with the four drives.

2. Answers may vary but you can add additional drives to increase the size of a Storage
Pool, therefore you can utilize all four drives.

3. You should label the disks carefully to ensure you do not accidentally use the incorrect
disk because all drives that are added to the Storage Pool will be formatted, and the
data will be deleted. You should use the two blank disks to create a new Storage Pool
and provision a new Storage Disk, which is a two-way mirror with the two blank disk
drives, and then back up the 200 GB data onto this new Storage Pool. You can add the
remaining drives to the Storage Pool once the backup has completed.

Objective 5.1: Review

1. Correct answer: B

Incorrect: Dfsutil.exe /cacheflush is not a valid command

Correct: The Dfsutil.exe /cache command would flush the Domain, Referral or
Provider cache

Incorrect: Dfsradmin.exe /cacheflush is not a valid command

Incorrect: Dfsutil.exe is the correct command but there is no switch /clearcache

2. Correct answer: D

A.
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Incorrect: This type of drive can be used with Storage Spaces but it is not the only
type.

Incorrect: This type of drive can be used with Storage Spaces but it is not the only
type.

Incorrect: This type of drive can be used with Storage Spaces but it is not the only
type.

Correct: USB drives, Serial ATA (SATA), and Serial Attached SCSI (SAS) drives are
suitable to add to Storage Spaces.
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3.

Correct answer: D

A. Incorrect: This method can be used to manage Storage Spaces but it is not the
only method.

B. Incorrect: This method can be used to manage Storage Spaces but it is not the
only method.

C. Incorrect: This method can be used to manage Storage Spaces but it is not the
only method.

D. Correct: Storage Spaces in Control Panel, Windows PowerShell, and Windows
Management Instrumentation (WMI) are some of the methods that can be used to
manage Storage Spaces.

Correct answers: A and D

A. Correct: The OneDrive Recycle Bin will hold files that have been deleted for a
maximum of 90 days. If the Recycle Bin is full, old items that are less than 90 days
old will be deleted to make room for new items.

B. Incorrect: Recycle Bin stores items for a minimum of 3 days and up to a maximum
of 90 days.

C. Incorrect: There is no option to empty the OneDrive Recycle Bin within File Ex-
plorer. The OneDrive Recycle Bin is only accessible from within the OneDrive web
portal and not within OneDrive on Windows 10.

D. Correct: Within the OneDrive Recycle Bin, the menu item along the top of the
screen offers you the option to 'Empty Recycle Bin" manually.

Objective 5.2: Thought experiment

1.

You need to undertake a thorough audit of the users, groups, and shares available and
document the file structure in place. During the audit you will get to know the system
and better understand the logical structure that has been deployed. Make a note of
any anomalies that you come across and review these with management.

You need to immediately inform senior management that there is no documentation
in place and explain that this is a security concern and could result in data leakage and
unauthorized data access.

You need to test the robustness of the new share to ensure that NTFS and Share
permissions produce the desired outcome. This can be done by auditing the users and
groups using the NTFS Effective Access feature so that you are able to view and evalu-
ate effective permissions on selected resources without the physical requirement to
sign on as each user.

Answers
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Objective 5.2: Review

1. Correct answers: B and C

A.

Incorrect: BitLocker To Go would secure removable drives and not secure the
workstations in the organization.

Correct: Microsoft BitLocker Administration And Monitoring (MBAM) is an option-
al component that is available to Software Assurance customers through MDOP.
MBAM would reduce the administrative effort and ease the adoption of BitLocker
Drive Encryption for users.

Correct: The BitLocker Network Unlock feature will enable enterprise worksta-
tions to automatically have their workstations unlocked when they are connected
internally to the corporate network.

Incorrect: Auto-unlock is a feature that is applicable only to BitLocker To Go,
which is not mentioned in the question.

2. Correct answer: B

A.

C.

Incorrect: BitLocker will encrypt the entire hard drive but it will not restrict access
to the Payroll files. FAT does not enable folder or file-level security.

Correct: NTFS will secure the files, DAC will police the access via VPN, Share Per-
missions will provide the share over the network and Groups will be used to restrict
access to only the Payroll users.

Incorrect: EFS will encrypt the files and folders but encryption was not required.
NTFS and DAC would be required.

Incorrect: ACLs and DACLs are components of NTFS and Share Permissions but
Groups and DAC are also required to fulfil the policy.

3. Correct answer: D

A.
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Incorrect: This would decrease data security for the laptops used by the sales
team.

Incorrect: This would unlock the drive but it would require administrative privi-
leges to be provided to the script, which is a security concern.

Incorrect: This would unlock the drive but is incorrect because the company is
required to protect all devices.

Correct: BitLocker Network Unlock will not work when the device is outside the
network. BitLocker will require an alternative method of unlocking the encryp-
tion key in the TPM. Using a USB startup key will enable users to unlock the device
manually.
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4.

Correct answer: D

A. Incorrect: This would not prevent users from encrypting files.

B. Incorrect: This would not prevent users from encrypting files.

C. Incorrect: This would not prevent users from encrypting files.

D. Correct: This GPO would prevent all domain users from being able to encrypt files.
Correct answers: B and D

A. Incorrect: This is the policy that has been applied and requires no modification.

B. Correct: This GPO would enable administrators to be exempt and let them use
USB data drives.

C. Incorrect: This may display a nice message but it would not let administrators use
USB data drives.

D. Correct: The existing GPO is already effective but the additional new GPO should
be applied immediately by IT Administrators so that they can use external USB
data drives without delay.

Answers  Chapter 5
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Manage data access and
protection

etworking revolutionized computing for organizations. Take a look at your device—

most modern devices no longer have DVDs, CDs, or floppy disk storage capabilities for
data storage and retrieval. Nearly all of the resources that you need at work or at home are
shared via the Internet or across a business network.

Like previous versions of Windows, Windows 10 offers the capability to share files and
folders, and also access files that have been shared across the network. At home, you don't
require a server to share files, though in a corporate environment, sharing of files internally
is normally provided and managed by Windows Server 2012 R2, with the File Services role
installed.

As an administrator, you are often put in a position of significant trust by your employer.
Your role might require you to provision shares and make files available to other users. This
can be achieved by using Share permissions and NTFS permissions. As an administrator, you
are entrusted with safeguarding the business data and preventing unauthorized access or
data leakage. To perform your role effectively, you need to fully understand your options

and learn the skills necessary to implement mechanisms to make files and folders accessible.

Objectives in this chapter:
m Objective 6.1: Configure shared resources

m  Objective 6.2: Configure file and folder access

Objective 6.1: Configure shared resources

Windows 10 offers several methods of sharing, including Public folder sharing, Home-
Group sharing, and the traditional Any folder sharing. Each method of sharing will appeal
to the specific audience, for example home users and small networks would typically use
HomeGroup or Public sharing, whereas in a Windows domain environment found in larger
organizations, traditional folder sharing is more appropriate.

Sharing is not restricted to files and folders. This objective includes a review of file
libraries and OneDrive, which enables your resources to be accessed over the Internet, and
optionally synchronized between devices.
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This objective covers how to:

m Configure HomeGroup settings

m Configure libraries

m Configure shared folder permissions
m Configure shared printers

m  Configure OneDrive

Configure HomeGroup settings

A HomeGroup enables home users to easily share content such as documents, printers, and
video with others on their home local network. A home network will normally be configured
as a single read-only function, enabling individual users to share content that they want other
members of the household to access.

To keep HomeGroups relatively simple to set up, they are limited in what they can offer,
especially when compared to the permissions and restrictions that can be configured using
Any folder sharing. Despite their simplicity, HomeGroups are password protected and are
aimed at enabling sharing within a family home across multiple devices.

If the read-only limitation is too restrictive, this can be modified and family members can
be granted Write access.

EXAM TIP

There can be only one HomeGroup per network and IPv6 is required, so check to ensure
that this has not been disabled.

To create a HomeGroup, perform the following steps:

1. Sign on to your device with administrative privileges.

2. Click the Start button on your non-domain joined computer.
3. Type HomeGroup in the search box.

4. Inthe search results, click HomeGroup (Control Panel).

5. Click Create A HomeGroup.

6. Inthe Create A HomeGroup Wizard, click Next.

7. On the Share With Other HomeGroup Members page, as shown in Figure 6-1, click the
libraries, folders, and devices that you want to share with the HomeGroup, and click
Next. The wizard creates the HomeGroup, and creates a random password.

8. Make a note of the password, and then click Finish.

Manage data access and protection



€ WF Create a Homegroup

Share with other homegroup members

Choaose files and devices you want to share and set permission levels,

Library or folder Permissions

=| Pictures Shared i

B videos Shared v
Shared

b Music Notshorcd

|‘;1 Documents Mot shared o

= Printers & Devices Shared ~

Cancel

FIGURE 6-1 Using the Create A HomeGroup Wizard to create a HomeGroup, and share files and devices

To join a HomeGroup that has already been created, perform the following steps:
1. Sign on to your device with administrative privileges.

2. Click the Start button on your non-domain joined computer.

3. Type HomeGroup in the search box.

4. Click Join Now, then follow the HomeGroup Wizard, and then enter the HomeGroup
password.

If you encounter any issues relating to the HomeGroup, you can start the HomeGroup
troubleshooter, which will try to find and fix problems relating to viewing computers or
shared files in a HomeGroup.

If you're not familiar with HomeGroups, you need to create a HomeGroup in your lab
environment, so that you can see how simple it is and how other computers can join it. You
need to also explore the HomeGroup options offered in the Network And Sharing Center. As
you will see, the HomeGroup is displayed as Joined within the Network And Sharing Center.
To amend what is being shared, view the password, start the HomeGroup troubleshooter, or
leave a HomeGroup, you can open HomeGroup in Control Panel or type HomeGroup in the
search box and press Enter.

If you want to share files or folders that are not included in the libraries, you can share
folders with the HomeGroup directly from File Explorer.

Objective 6.1: Configure shared resources
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One method is to select the folder that you want to share, right-click, and select Share
With, and choose the appropriate share option to View or View And Edit the HomeGroup, as
shown in Figure 6-2. Notice that with the File Explorer Share menu displayed, the Share With

options are visible.

& + | Work Files
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% 7| Burnto disc g Homegroup fview] F
2 = 2 T
- — Print " Homegroup (view and edit)
Share  Email Zip . — Stop Advanced
= Fax & Spedficpeople.. T sharing  security
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« . > ThisPC » Local Disk (C)) » Work Files » v @ Sesrch Work Fild
~
o Travel ~  MName Date modified Type Size
& Andrew Bettany Chapters 2 51716 Filefolder
3 This PC Research 23/07/2015 1717 File folder
[ Desktop Review 2 T:18 File folder
|~:E'| Decuments Waork in Progress e File folder
‘ Downloads R¥] Briefing.pptc Open Microsoft PowerP.., 20 KB
Open in new window
J\ Music . .
Pin to Quick access
&= Pictures
B Videos Share with g Stop sharing
Restore previous versions *d Homegrou (view)
=5 Floppy Disk Drive (4&:) P droup
Include in library o4 Homegroup (view and edit) Ik
‘i Local Disk (C:
& Local Disk (C) Pin to Start Specifi |
SSysReset 2 Specific people...
Send to
Perflogs
Program Files Cut
Program Files (x86) Copy
Users Create shortcut
Windows Delete
Windows.old Rename
Work Files Properties

FIGURE 6-2 Sharing folders with the HomeGroup, using the context menu in File Explorer

Although HomeGroups are mostly used to share resources with all members of a Home-

Group, you can fine-tune this and select the Specific People option, which enables you to
make available the shared resources to certain people only, as shown in Figure 6-2, with either
Read or Read and Write permissions.

Configure libraries

Libraries are visible in File Explorer in Windows 10 (they were missing in Windows 8.1 File
Explorer), and by default, you are provided with six default libraries: Camera Roll, Documents,
Music, Pictures, Saved Pictures, and Videos.

Libraries represent a “collection” of files and folders, and are a special type of folder. Li-
braries enable users to aggregate files that are stored in multiple locations (and even on mul-
tiple computers), and pull them together to make them appear as though they are all stored
in a library. They are designed to help you organize your files, which are scattered across your
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PC or network. Even though libraries show files and folders from multiple locations, the actual
files are not moved or copied to the library, only a link (like a shortcut) is placed in the library.

In addition to the default libraries, you are able to add your own. Right-click Library in the
left pane of File Explorer, and click New Library. Give your library a name and then open the
library. To include folders, click folders in the right pane and then select the folders that you

want.
To add additional locations in your library, follow these steps:

1. Open File Explorer and click your Library.

2. At the top of File Explorer, click Library Tools, and click Manage Library to open the

Project Work Library Locations dialog box.

3. Click Add to add another location to the library.

4. |If you want to change which folder is the default location for saving files, highlight the
folder, and right-click Set As Default Save Location, as shown in Figure 6-3.

5. Click OK.
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FIGURE 6-3 Modifying the library Default Save Location in File Explorer

NOTE DELETING FILES IN A LIBRARY

You need to be very careful while deleting files or folders when configuring Libraries in
File Explorer. If you delete a file or folder from a library, it will be deleted. If you want to
remove a folder from the library, expand the library in the left pane within File Explorer

and right-click the folder, and select Remove location from the library.

Objective 6.1: Configure shared resources
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Windows 10 has a new File Explorer feature called Quick Access. On first glance, it might
appear that Favorites has been replaced by Quick Access, but it actually combines the scope
and functionality of the Favorites feature and Libraries, enabling you to pin folders and librar-
ies to the Quick Access area.

Quick Access is the default view that appears whenever you open File Explorer—whether
directly or through another application, perhaps to open or save a file. In practice, this can
offer significant productivity enhancements, if users are often opening and saving files regu-
larly. If Quick Access is not required, File Explorer can be configured to open directly to This
PC view instead by selecting the option within Folder Options, as shown in Figure 6-4.
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FIGURE 6-4 Modifying the default File Explorer view

Look closely at the Quick Access area in the left pane in File Explorer, as shown in Figure
6-4. You will notice that several folders are pinned to the Quick Access area. To pin a new
folder to the Quick Access area, you need to navigate to the folder anywhere in File Explorer,
and then right-click the folder. In the context menu, select Pin To Quick Access. To remove a
pinned folder from the Quick Access area, right-click the folder, and select Unpin From Quick
Access.
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At the bottom of the Folder Options dialog box, shown in Figure 6-4, are some new pri-
vacy settings, which enable users to remove the option to show recently used files and folders
in Quick Access, and also an option to clear File Explorer History.

Configure shared folder permissions

When data is stored on a network server, you need to have access to the data over the net-
work. You'll see that NTFS permissions will protect the actual files and folders from unau-
thorized access, but it is Share permissions that are responsible for making data resources
available to users over a corporate network.

Shares are managed by Server Message Block (SMB), and Share permissions and NTFS per-
missions are totally independent of each other. However, the effective access permissions on
a shared folder are determined by taking into consideration both the Share permissions and
the NTFS permissions. When you create a shared folder, there will be SMB Share permissions
in place, which can be more restrictive than any existing NTFS permissions. For example a user
accessing files through a share with Read permission configured which is providing network
access to files protected by NTFS Full Control permission will be given only Read permission
on the files.

NOTE SMB SHARE PERMISSIONS

SMB Share permissions are ignored if the user accesses the resource locally or via Remote
Desktop.

Windows 10 supports SMB version 3.1.1 (Windows 8.1 supports SMB version 3.02). To
establish the SMB version (dialect), which you are using, type the following two PowerShell
cmdlets into an elevated PowerShell window:

PS C:\> dir \\localhost\c$
PS C:\> Get-SmbConnection -ServerName Tocalhost

Windows will automatically negotiate between the connecting parties to ensure that the
same SMB version is used.

MORE INFO SMB PROTOCOLS

For more information about SMB protocols visit the Server & Tools blog http://blogs.
technet.com/b/josebda/archive/2013/10/02/windows-server-2012-r2-which-version-of-the-
smb-protocol-smb-1-0-smb-2-0-smb-2-1-smb-3-0-or-smb-3-02-you-are-using.aspx.

Objective 6.1: Configure shared resources
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Sharing is not enabled by default, which minimizes the risk of a network attack, and each
Windows machine must explicitly enable the ability to permit sharing, which can be controlled
within the Network And Sharing Center by following these steps:

1. Open Control Panel, select Network And Internet.
2. Choose Network And Sharing Center.
3. On the left, choose Change Advanced Sharing Settings.

4. Windows will expand the network profiles in use (Private, Guest, or Public). For the
network profiles that you want to enable file and printer sharing, select Turn On File
And Printer Sharing.

5. Click Save Changes.

These settings are configurable by using Group Policy, as are the Network Discovery set-
tings, which use the new Link Layer Topology Discovery (LLTD) protocol, enabling Windows
to identify with other devices within the local subnet. Enabling network discovery on your
devices modifies the Windows Firewall security settings so that your computer will become
“discoverable” on the network by other Windows clients, and your computer can also see
other computers and devices on the network.

The Network Discovery status is disabled by default, but an organization can manage the
status of the LLTD Mapper (LLTDIO) and Responder (RSPNDR) via two Group Policy settings,
which are located at: Computer Configuration\Policies\Administrative Templates\Network\
Link Layer Topology Discovery.

Sharing by using Public folders

As you might presume, Public folder sharing involves the sharing of Public folders, which are
found in the %systemdrive%\Users\Public folder within File Explorer. There are several default
Public folders, including Public Documents, Public Music, Public Pictures, and Public Videos.
Installed applications may also add new folders in this location, and you can also create your
own. To use this method of sharing, you need to move any data to be shared to the appro-
priate Public folder. You could also copy the data, but this would then create potential issues
with storing multiple documents as well as subsequent versioning issues.

Public folders offer users an easy method of sharing data with anyone who has access to
the device. By default, all local users have access to Public folders, and users can configure
network access to Public folders within the Network And Sharing Center. Within a small busi-
ness, this "open box" functionality can be a useful method of sharing files without the com-
plexity of other methods of sharing. The disadvantage of using Public folders is the limited
ability to implement access control at a fine-grained level.

To turn on Public folder sharing over the network, open the Network And Sharing Center,
click the Change Advanced Sharing Settings link and, in the All Networks profile, configure
the Turn Public Folder Sharing on or off.

The default permissions for Public folders enable local users to read, write, change, and
delete any public files.
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Configuring Any folder sharing

When you are using Any folder sharing, you can share files and folders using one of the fol-
lowing tools:

m Sharing Folders using File Explorer

m Sharing Folders using Computer Management Microsoft Management Console (MMC)
snap-in

m Sharing Folders from the command line, using the Net Share and PowerShell com-
mands

Windows 10 permits a maximum of 20 concurrent users to access a shared resource when
shared within a workgroup environment. In comparison, a Windows Server 2012 R2 File
Server has no limitation.

When sharing folders, using File Explorer, you are presented with two choices:
m Share Basic sharing, which is accomplished by using a wizard to share the folder
m Advanced Sharing Traditional fine-grained folder sharing, which enables you to:
m Create the share name, which can be different from the actual folder name
m Enable the fine-grained setting of Share permissions
m Set the caching of the folder if you want to use Offline Files

The list of permissions set on each object is called an Access Control List (ACL). The default
permissions settings for a newly created share will create an Access Control Entry (ACE) giving
Everyone: Allow Read.

You can (and need to) edit the default Share permissions by adding users and groups to
whom you want to give access, and by removing the built-in Everyone group. When the NTFS
permissions (covered later) and Share permissions are evaluated together, the most restrictive
of the permissions on either side is effective. Where a user is a member of several groups and
has different permissions based on his membership, his overall Share permissions are cumula-
tive.

To stop sharing a folder, you need to right-click the shared folder, click the Share With op-
tion, and then click Stop Sharing.

You gain more functionality when creating shares using the Computer Management MMC
snap-in, but you also need to have administrative privileges to create them. The Computer
Management MMC snap-in also enables administrators to create shared folders on remote
computers.

To create a shared folder using Computer Management MMC, perform the following
steps:

1. Open Control Panel, click System And Security, click Administrative Tools, and then
open Computer Management (you can also type compmgmt.msc in the Search bar).

2. Expand System Tools\Shared Folders and select Shares.

3. To create a new share, right-click the Shares icon and select New Share.
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4. The Create A Shared Folder Wizard will launch, click Next.

5. Enter the Folder path or click Browse to find the folder you want to share.
6. Click Next.

7. Provide a share name and a description (optional).

8. You can modify the Offline settings, if required.

9. Click Next to display the Shared Folder Permissions options.

10. Choose the permissions that you require, and click Finish twice.

NOTE RENAMED FOLDERS ARE NO LONGER SHARED

If you rename a folder that is shared, the folder will stop being shared once it is renamed.

Sharing folders from the command line

If you have more than a few shares to create, it is more efficient using either PowerShell or the
command prompt to create them. Net Share is a command-line tool, which has been used for
many years and is very popular within logon scripts to establish mapped drives at logon.

The syntax is Net Share name=drive:path, which will create a simple share using the share
name that you specify, and will grant all users the Read permission.

Additional parameters when creating a share include the following:

®m /Grant:user permission Enables you to specify Read, Change, or Full Share permis-
sions for the specified user.

m /Users:number Enables you to limit the number of users who can connect to the
share.

= /Remark:"text” Enables you to add a description to the share.
m /Cache:option Enables you to specify the offline caching options.
m sharename /Delete Deletes an existing share.

For more information, type net share /? at the command prompt for the syntax and avail-
able switches. To view all shared folders on a device, you can run the net share command.

Sharing folders by using Windows PowerShell

A topic that is more likely to appear on the exam is the role of PowerShell, which can be used
in scripts and offers additional capabilities for configuring and managing SMB shares locally
and remotely.

An example SmbShare PowerShell command to create a new SMB share called Review,
which shares the C:\Work Files\Review folder, can be created by typing:

New-SmbShare -Name Review -Path “C:\Work Files\Review”
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To view all shared folders on a device, you can run the Get-SmbShare cmdlet. The cmdlets
available within the SmbShare module are:

m Block-SmbShareAccess

m Get-SmbShare

m Get-SmbShareAccess

m Grant-SmbShareAccess

m New-SmbShare

m Remove-SmbShare

m Revoke-SmbShareAccess

m Set-SmbShare

m Unblock-SmbShareAccess

For more information, you can type Get-Help SmbShare in a PowerShell prompt.

The Universal Naming Convention (UNC) address is sometimes used to document a shared
folder over the network. UNC addresses contain the name of the host computer, preceded by
two backward slashes (\\), and the shared folder name, separated by a backward slash (\). For
example, the UNC name for the shared Review folder, shared on the computer named Server,
would be: \\Server\Review.

Access-based enumeration

Dynamic Access Control (DAC), which was covered in Chapter 5, offers administrators a robust
method of controlling data access by using filters and claims. Nestled in between NTFS and
DAC is access-based enumeration (ABE), a little known feature, which can be enabled as a fea-
ture within the File Server role on Windows Server 2008 or newer server operating systems.

ABE forces Windows to evaluate each and every shared object to ensure that resources are
effectively hidden from users (for example, when viewing shared resources using File Explor-
er) unless they have at least the Read permission on the resource. When you provision a new
shared folder from a file server, you will have the option to enable ABE on the share, as shown
in Figure 6-5.
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Completed Chapters

Show Al
General +
+

Permissions

Completed Chapters Properties I;Ii-

Settings

Enable access-based enumeration

Access-based enumeration displays only the files and folders that a user
has permissions to access. If a user does not have Read (or equivalent)
permissions for a folder, Windows hides the folder from the user’s view,

Allow caching of share

Caching makes the contents of the share available to offline users. If the
BranchCache for Metwork Files role service is installed, you can enable
BranchCache on the share.

Enable BranchCache on the file share
BranchCache enables computers in a branch office to cache files

downloaded from this share, and then allows the files to be securely
available to other computers in the branch.

[] Encrypt data access

When enabled, remate file access to this share will be encrypted. This
secures the data against unauthorized access while the data is transferred
to and from the share, If this box is checked and grayed out, an
administrator has turned on encryption for the entire server.

| 0K H Cancel | Apply

FIGURE 6-5 Configuring ABE on a Windows Server 2012 R2 shared folder

NOTE ABE WORKS FOR SHARED RESOURCES ONLY

ABE is effective only when users access resources via shared folders over the network, and

is not effective if a user accesses resources locally or via Remote Desktop.

Although ABE is a server technology, you are able to configure advanced share properties
such as ABE in Windows 10 by using Windows PowerShell. To enable ABE for a share named
Review, you would use the cmdlet:

Set-SmbShare -Name Review -FolderEnumerationMode AccessBased

Configure shared printers

Users who have experience of installing, sharing, and troubleshooting printing on Windows 7
or newer versions of Windows would be familiar with the printing capabilities in Windows 10.
This section includes a review of the key areas and also highlights the few additional features
offered in Windows 10, which include Near Field Communication (NFC) support and Type 4

printer drivers.

It is useful to define the key terms used when dealing with printers:
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m Printer and printing device This refers to a physical device, which is connected
to the PC locally or via the network (which can include wired, wireless, or Bluetooth),
or available on a print server. On a single print device, you can configure multiple
instances of the same printer within Windows. This is useful if you want to configure
a printer to have different settings, such as user security; feature restrictions, such as
color or monochrome printing, and available times or print priority for different users
or groups.

m Printer port This is typically used for older ports, which allow printers to be con-
nected directly to the device, such as serial, parallel ports, and network printers. Unlike
printers connected via a modern connection, such as USB, these types of printers will
not be detected automatically by Windows 10 and will require manual configuration.

m Printer driver Each printer must have a printer driver, which is used to enable
Windows 10 to communicate with the device and render print jobs. Printer drivers
are responsible for converting the print job into page description language (PDL), a
format that is understood by the printer. The most common types of PDL are Post-
Script, Printer Control Language, and XML Paper Specification (XPS). Printer drivers are
included with Windows 10, or they can be supplied by the printer manufacturer, or are
available through Windows Update.

NOTE USING PNPUTIL.EXE

The command-line tool Pnputil.exe will enable administrators to manually install printer
drivers directly in the driver store, which enables them to appear in the Add Printer Wizard.

Type 4 print drivers

Traditionally, each printer manufacturer produces customized print drivers for each of their
devices, which enables Windows to use the printer features. These print drivers must be
shared with all clients on the network that use the printer. These are known as Type 3 print
drivers and require administrative effort to ensure that both 32-bit and 64-bit drivers are up
to date and available when required.

In Windows Server 2012 and Windows 8, Microsoft introduced a new type of print driver,
which enabled the printer manufacturer to write a single Print Class Driver that offers support
for common printing features and languages, such as PostScript, PCL, XML, and XPS, across
many printer models. These print drivers are known as Type 4 print drivers and are typically
obtained through Windows Update or Windows Software Update Services (WSUS), and are
not distributed across the network or maintained by the print server.

The Type 4 printer driver model provides the following benefits:
m No need for architecture-specific printer drivers
m Type 4 drivers can support multiple printer models

m Driver files are isolated on a per-driver basis, thereby reducing conflicts
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m Driver packages can be smaller and can install faster

m Enables separation of the printer driver and the printer software

MORE INFO PRINT AND DOCUMENT SERVICES ARCHITECTURE

You can find more information about Type4 print drivers at https://technet.microsoft.com/

en-us/library/jj134171.aspx.

Print management

Within an organization, most printing is centralized by using print servers to provide access
to network printing devices. Windows 10 offers several tools to manage printing, including
Devices And Printers, Print Management, and Windows PowerShell cmdlets. The following
tasks can be performed with these tools, as described in Table 6-1.

TABLE 6-1 Print management tasks

Task

Change printer properties, modi-
fy security, advanced properties

Configure sharing
Select the default printer

View and manage the print
queue

Pause or resume printer

Pause, resume, restart, or cancel
print jobs

Reorder print jobs in a print
queue

Restarting the Print Spooler
Service

Description

You can configure printer properties, including printer common name,
location, ports used, printer availability, which users can use the printer,
and how print jobs are rendered, as shown in Figure 6-6.

You can share a printer, appoint a friendly name, and make available
additional drivers.

In Windows 10, only one printer can be set as the default printer, and it
will be marked with a green check mark in Devices And Printers.

For any print job, you can view, pause, or cancel it through the print
queue, which can be opened from Devices And Printers by right-clicking
a printer and selecting the See What's Printing option, or by double-
clicking the printer icon. The print queue shows what is printing or is
waiting to print, information such as job status, who is printing, and
how many unprinted pages remain. You can also use the Window
PowerShell Get-PrintJob cmdlet: Get-PrintJob —PrinterName Printer.

If a printer is paused, all pending and new print jobs will be accepted, but
they will wait in print queue. If the printer is resumed, paused print jobs
will be sent to the printing device and printing will continue.

All print jobs can be paused or resumed by right-clicking the print job in
the print queue window, and then clicking Pause or Resume. To pause all
print jobs, you need to pause the printer. Restarting a print job will en-
able the print job to be re-sent to the print device. To cancel a print job,
right-click the print job you want to remove, and then click Cancel. To
cancel all current print jobs, click the Printer menu, and then click Cancel
All Jobs.

Where there are multiple print jobs, you can force a print job in the
queue to be printed before others by increasing the priority number of
the print job. Print jobs with higher priority print first.

This is used when troubleshooting printing. It's very effective if other
methods don't work. Data loss can occur because the current print job
might be lost.
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Security Device Settings About
General Sharing Ports Advanced Colour Management

O Always available

® Available from 08:00 > To 18:00 Z
Priority: 1 =
Driver: HP Officejet Pro K550 Series || New Driver..

(® Spool print documents so program finishes printing faster
O Start printing after last page is spooled
@® Start printing immediately

O Print directly to the printer

[[JHold mismatched documents
Print spooled documents first
[[JKeep printed documents

Enable advanced printing features

Printing Defaults.. Print Processor... Separator Page...
OK Cancel Apply

FIGURE 6-6 Advanced printer properties

Review the Security tab on the printer Properties dialog box, shown in Figure 6-6. You will
notice that printers behave just like other system objects, and you can choose the groups or
users that are allowed or denied access to the printer. There are three permissions that can be
configured for printers:

m Print Connect to a printer; print; control the user’s own print jobs

® Manage this printer Cancel documents; share and delete printers; change printer
properties; change printer permissions

= Manage documents Pause, resume, restart, and cancel all documents; control job
settings for all documents

By default, the Everyone group can print to any printer, administrators can manage all
printers and documents, and the Creator Owner special identity can manage their own docu-
ments.

Managing print server properties

Windows 10 clients can share printers that they are connected to and can also act as a print
server. The Print Management MMC console, as shown in Figure 6-7, is included in the Ad-
ministrative Tools of Windows 10 Pro and Enterprise editions, and enables you to connect to
other print servers and manage them remotely. You can also launch the Print Management
console by typing Printmanagement.msc in the Run or Search box on the taskbar.

The Print Management console enables the following printer-related management tasks:
= View printers and print servers
® Add and remove print servers

= Add and delete printers

Objective 6.1: Configure shared resources

213



m Add and manage drivers

m Deploy printers using Group Policy
m Open and manage printer queues

m |Initiate printer test pages

m View and modify status of printers

m Create custom filters to view printers based on filters

{#& Print Management - o X

File Action View Help

e 2@ X HEE

& Print Management Printer Name QueueStatus  JobsIn.. ServerName Actions
v C”“ATI""J Fikess = Fax Ready 0 WIN-FBGO114... | Printers
Bl ANPrinters (%) 9 Foxit Reader PDF Printer Ready 0 WIN-FBGO114... r—
#| Al Drivers (13) 'L 1P Officejet Pro ore Actions
7| Printers Not Rea 4 Open Print: .
- Ju Kl = Microsoft Print to PDF i e e Qe Officejet Pro
#| Printers With Jobs :
< | Bt Seves rm:mumﬁ :;: Document Writer | Pause Printing PrT——
B 8 Print as 2 I
v § WIN-FBGI114CHRB (Ioc | ™ =
D Ditvess: 0 Send To OneNote 16 (IR Deploy with Group Poky.
& Forms 8 Snagit 12 | Set Printing Defaults...
0 Ports
L Manage Sharing..
= Printers SRR
#0 Deployed Printers Print Test Page
Enable Branch Office Direct Printing
Properties...
Delete
Rename
Help
< > £ 7 4

Deploy or remove printer connection(s) to/from group(s).

FIGURE 6-7 Print Management console

NOTE DEVICES AND PRINTERS

You can only use Devices And Printers to manage printers that are connected locally to a
Windows 10 computer. You can use the Print Management console to manage local and
remote printers that are connected to other print servers.

Although Windows 10 displays the option to deploy printers with a Group Policy object
(GPO), this functionality will only work if you are connected to a domain environment. If con-
nected to AD DS, the Deploy With Group Policy Wizard enables you to set the GPO name and
control to which users or computers the printers can be deployed.

MORE INFO PRINT MANAGEMENT CMDLETS IN WINDOWS POWERSHELL

If you want to manage printers remotely by using PowerShell, you need to review the Print
Management cmdlets at http://technet.microsoft.com/enus/library/hh918357.aspx.
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Understanding NFC

Windows 10 has built-in support for near field communication (NFC), which is still an emerg-
ing technology based on short-range wireless radio technologies using radio frequency
identification (RFID). NFC-enabled printing enables users to “tap” a device (such as a tablet
or phone) onto a printer to connect to it. Where the components cannot be tapped together,
NFC should still work if the devices are brought close together, within a maximum distance of
4 inches (10 centimeters).

NFC is similar to Bluetooth, but without the option to manually pair—the communication
is triggered due to physical proximity. NFC uses short-range radio waves for discovery and
for transmitting data, and requires some form of NFC-enabled hardware, such as a smart tag,
sticker, key fob, or wallet card, which may also be located inside a laptop or tablet. Most Win-
dows Phones have NFC built into the devices, which enables NFC sharing of photos between
NFC-connected devices.

Once an enterprise has made available NFC-enabled devices, administrators can perform
the following management tasks:

m Add a NFC smart tag to their printer, or purchase printers with NFC built in.

m  Enable the following connection types to be used: Universal Naming Convention
(UNC), Web Services on Devices (WSD), and Wi-Fi Direct.

m Optionally, use the PowerShell cmdlet Write-PrinterNfcTag to provision an NFC tag
with information about a printer.

Although NFC built-in support is provided by Windows 10, this is available for OEMs and
ISVs to produce NFC-enabled hardware.

MORE INFO NFC PRINTER CONNECTIONS

If you want to understand more about how NFC works with Windows, you can review an
article on NFC fundamentals on TechNet at https://technet.microsoft.com/en-us/library/
dn482440.aspx.

NFC offers mobile devices significant opportunities to access resources by using proximity
alone. Other emerging technologies include Windows 10 support for the Windows Sensor
and Location platform, and support for the Windows Biometric Framework (WBF). These
frameworks enable developers to utilize support for sensors, which can be attached or em-
bedded within modern Windows devices (phone, tablets, Internet of Things, PCs), and include
capabilities such as:

m Speed, motion, acceleration, gyrometer
m GPS location, elevation, inclinometer, compass orientation
= Humidity, temperature, light, atmospheric pressure

® Biometric human proximity, human presence
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Configure OneDrive

OneDrive is a cloud storage service provided by Microsoft that offers users the ability to
store their data in the cloud (in their private OneDrive), and to optionally enable a trusted
computer to hold and synchronize local copies of files and folders. In order to store data in
OneDrive, which was previously called SkyDrive until January 2014, the user needs to use

a Microsoft account. To share an item, you would select the file or files, and then click the
Share option, as shown in Figure 6-8, and configure the sharing options. Notice that the web
page is unavailable (dimmed) until the option to Share or Close is chosen.

Share Invite people to 2 items
= Enter contacts to send an email to with a link to these items.
Invite peaple
Getalink Te
Shared with
| Tosee current permissions for these items, Add a quick note

select them individually

Recipients can only view ~

Recipients don't need a Microsoft account
Recipients need to sign in with a Microsoft account

Share Close

FIGURE 6-8 Sharing a file with others, using the OneDrive web interface

Items can be shared with someone as read-only or editable. Sharers also have the option
of choosing whether the shared files are shared with or without requiring the recipient to use
a Microsoft account to access them.

With OneDrive, you can use the https://onedrive.live.com/ website to access your files from
any browser, or work with the files directly via the OneDrive folder in File Explorer, as shown
in Figure 6-9.
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FIGURE 6-9 Accessing OneDrive files via File Explorer

Microsoft provides all new users with a free 15 GB storage quota (an increase from the

initial 7 GB quota when OneDrive launched), and users can purchase additional storage, as
shown in Table 6-2.

TABLE 6-2 Pricing plans for additional storage

Storage Amount
15 GB

100 GB

200 GB

1TB

*Prices correct as of August 2015
** Includes Office 365

NOTE OFFICE 365 USERS

Office 365 subscribers receive 1 TB of OneDrive online storage per user, for up to 5 users.

Price*
Free
$1.99/month

$3.99/month

$6.99/month**
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Because OneDrive is a cloud-based service, the features can be improved or deprecated
easily. When supporting OneDrive for users you need to understand some of the limitations
of OneDrive and some of the changes implemented since previous versions, including the
following:

Recycle Bin By default, items are stored for a minimum of 3 days and up to a
maximum of 90 days. The capacity of the Recycle Bin is set to 10 percent of the total
storage limit by default. This may have an impact on the 90-day retention period if the
recycle bin is full—old items will be deleted to make room for new items as they are
added. You can only access the OneDrive Recycle Bin from within the OneDrive web
portal. Take care should you choose to use the Restore All tems or Empty Recycle Bin
options as these tasks are irreversible.

Files only Only files can be uploaded, copied, moved, or downloaded. Entire folders
can be uploaded or downloaded as a single compressed file, with a limit of 4 GB or
65,000 individual files.

Privacy Similar to other cloud storage services, files stored within OneDrive are
subject to the usage policy that authorizes Microsoft to suspend or block any account
that stores content that breaches its code of conduct. Prohibited content includes
inappropriate images, such as nudity or pornography, and using the service to engage
in activities that are false, misleading, illegal, and exploitative, and that generate spam,
among several other actions. Full details of the code of conduct can be found here:
http://windows.microsoft.com/en-us/windows-live/code-of-conduct.

Synchronization In Windows 10, the synchronization engine employed to sync File
Explorer and the OneDrive cloud storage service has been changed from what it was in
Windows 8.1 to the same experience that was present in Windows 7 and Windows 8
(in Windows 8.1 all files were represented within the File Explorer OneDrive folder as
placeholders). In Windows 10, users will only see the files and folders that have been
explicitly chosen to be kept in sync. Any files that are not marked as requiring synchro-
nization will not be visible within File Explorer.

File size and quantity Microsoft has increased the maximum size for files uploaded

to OneDrive from 2 GB to 10 GB when using the website, and still limits the number of
items (files and folders) stored in a single OneDrive account to 20,000.

NOTE MAPPING A DRIVE TO ONEDRIVE

If you preferred the Windows 8.1 OneDrive placeholder experience to the new Windows

10 client, you can still access all of your OneDrive via the File Explorer shell (albeit slowly)

if you use File Explorer to map a drive directly to the OneDrive cloud storage location. Use

File Explorer to map a drive to the following location https://d.docs.live.net/cid, and replace
the CID number with the CID found in the URL of your OneDrive address bar.
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Because OneDrive is fully integrated within Windows 10, you can access your OneDrive
files seamlessly via your applications, such as Microsoft Office, if you configure the application
to use your Microsoft account as the identity.

OneDrive options

From the OneDrive web portal, users can fine-tune several settings to customize their user ex-
perience. Select the Options setting by clicking the cog icon, as shown in Figure 6-10.

& siorage - OneDrive x o+ = O X
6 > O | ﬂ Microsoft Corporation [US] live.com T} | = @ @
OneDrive Bl {3 Andrew Bettany |
Options Storage
Storage

60 GB total

Office file formats

Tagging 25.3 GB available
Notifications

Device backups Your p\an

Free 15 GB Buy more storage

Your additional storage

Referral bonus (0% achieved) 0GB Get free storage

Enthusiast bonus 30GB

Camera roll bonus 15 GB

FIGURE 6-10 Configuring OneDrive options

Within the Options screen you have a dashboard with the following settings that relate to
your OneDrive:

m Storage plans This enables users to view their current storage plan and buy addi-
tional storage, if needed.

m Office file formats This enables users to choose a default format for Office docu-
ments, such as Microsoft Office Open XML Format (.docx, .pptx, .xIsx), or OpenDocu-
mentFormat (.odt, .odp, ods).

m Tagging This enables you to configure how people can tag you on OneDrive, and to
configure who can add people tags.

m Notifications This enables OneDrive to send a message to the user's Microsoft ac-
count email address if they take pictures from their Windows phone and those photos
are uploaded to their OneDrive account.
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m Device backups This lets you see and optionally delete your device backups. Devices
include PCs, phones, and tablets. The list will show the date of the device backup.

Administrators can block the use of OneDrive within Group Policy by navigating to Com-

puter Configuration\Administrative Templates\Windows Components\OneDrive\ and en-
abling the Prevent The Usage Of OneDrive For File Storage setting.

Sync settings

Within Windows 10, you can configure the built-in OneDrive client, as shown in Figure 6-11,
to maintain the synchronization of your files between Windows 10 and the cloud storage
service. Launch the client by right-clicking the OneDrive tray icon and selecting Settings.

& Microsoft OneDrive bt

Settings  Choose folders  Performance  About
General
Start OneDrive automatically when I sign in to Windows

[C]Let me use Onelrive to fetch any of my files on this PC
More info

Use Office to sync files faster and work on files with other people at
.
the same time

More info
Unlink OneDrive
By unlinking OneDrive, your files will no longer be kept up to date with
OneDrive.com, and you won't be able to fetch files that are on this PC.
To continue using OneDrive, you will have to reconfigure OneDrive on

this PC.

Unlink Onelrive

Cancel

FIGURE 6-11 Configuring the OneDrive client to synchronize your files

During the out-of-box experience (OOBE), you may have given permission to Windows 10
to use your Microsoft account. Windows 10 will have automatically configured the connection
to OneDirive. If you change your Microsoft account, or want to access a different OneDrive,
you will need to unlink the existing Microsoft account.

From the Settings tab shown in Figure 6-11, you are able to disable OneDrive synchroni-
zation by selecting the Unlink OneDrive option. Once you have unlinked your account, you

Manage data access and protection



need to log out and sign back in to Windows 10. The files that were synchronized to your
device will still be present, however, they will no longer be synchronized.

After unlinking your account, the OneDrive client service will still be running, but it will
be dimmed in the notification area. You will be presented with the Welcome To OneDrive
Get Started window each time you click the notification icon or click the OneDrive icon
within File Explorer. Within Windows 10, you are able to link only one Microsoft account
to OneDrive; this can be a different Microsoft account from the one used to sign in to the
operating system.

Fetch files on your PC by using OneDrive

With OneDrive configured on Windows 10, you can use the Let Me Use OneDrive To Fetch
Any Of My Files On This PC feature to access all your files on that PC from another com-
puter over the Internet. Sign in to the OneDrive website and browse to the PCs listed in the
left pane. Once connected to a PC, you are also able to access network locations, mapped
drives, and local drives on the PC, as shown in Figure 6-12. Files opened using this feature are
opened on the host PC, and not on the remote PC.

The option to fetch any of your files on your PC is a useful feature of OneDrive, which
could be covered in the exam.

e@ @ hitps//oncdrivelvecom/7cid=i3 O ~ @ Microsoft Cee G || @ Work Fles - OnebDrive ] AN
OneDrive Properties
Search o | Work Files  pescrop-0azeoro > e > workFiles sonbpramev = B OO
Files A
Recent docs
Photos
Shared
s | Presenation
CTCUNIV-VGAGVH)

CTCUNIV-VGAGVHI-1
DESKTOP-0A7P9HO
WIN-KU98FFBVTGH

Recycle bin
Get more storage

Get OneDrive apps ©2015 Microsoft  Terms  Privacy & cookies  Developers  Reportabuse  English (United Kingdom) Y|

FIGURE 6-12 Using the OneDrive Fetch files feature to remotely access files on your PC over the Internet

Before you can connect to the PC, certain prerequisites must be in place on the PC that
you want to access by using the Fetch files feature. You need to ensure that the PC that you
want to access:

® [sturned on
® |s connected to the Internet
m |s running OneDrive

m Has the Fetch Any Of My Files setting enabled
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When you use the Fetch feature to fetch your files, you may be asked to enter a verifica-
tion code to ensure that you have permission to access the PC.

MORE INFO

FETCH FILES ON YOUR PC

You can use a Mac to fetch files that are on a computer running Windows, but you can’t

fetch files that are on a Mac. For more information on the Fetch feature, go to https://
support.office.com/en-us/article/Fetch-files-on-your-PC-70761550-519c-4d45-b780-

5a613b2f8822.

Using OneDrive on other devices

You need to be aware that OneDrive is also supported on various platforms, in addition to
Microsoft devices, as shown in Table 6-3.

TABLE 6-3 OneDrive-supported device platforms

Desktop
Built-in:

Windows 8.1
Windows RT 8.1
Windows 10

Supported:

Windows 7

Windows Vista
Download link
http://go.microsoft.com/
fwlink/p/?Linkld=248256

Non Windows
Support:

OneDrive app for Mac
Download link:
http://go.microsoft.com/
fwlink/?Linkld=248255

Tablet
Built-in:

Windows 8.1
Windows RT 8.1
Windows 10

Supported:

Windows 7

Windows Vista
Download link
http://go.microsoft.com/
fwlink/p/?Linkld=248256

Non Windows
Support:

OneDrive app for iOS
Download link:
http://go.microsoft.com/
fwlink/?LinkID=392251

OneDrive app for Android
Download link:
http://go.microsoft.com/
fwlink/?LinkID=392254
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Phone
Built-in:

Windows Phone

Supported:

Non Windows
Support:

OneDrive mobile app
foriOS

Download link:
http://go.microsoft.com/
fwlink/?LinklD=392251

OneDrive mobile app for
Android

Download link:
http://go.microsoft.com/
fwlink/?LinkID=392254

Xbox
Built-in:

Xbox One

Say “Xbox, Bing” and
then “"OneDrive”, or
browse apps to install
OneDrive from the Store.

Supported:
Xbox 360

From Xbox Home, select
Apps.

Select Browse Apps, and
then Social.

Select OneDrive and
install the app.

Non Windows
Support:
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Thought experiment
Sensors in education

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You've been asked to help provide assistance to the team designing a new inter-
active exhibition for a learning center for children aged 7-14 years. The objective

is to make the learning experience modern and exciting, but at the same time
remove any moveable components, which could fail or be broken, such as levers
and switches. Your team has been investigating whether NFC or other sensors could
help. Visitors will be provided with a NFC-enabled Windows 10 device to use while
they visit the facility.

Answer the following questions about NFC.
1. Why would NFC be suitable for the learning center?
2. What types of NFC hardware could respond to the Windows 10 device?

3. What other hardware-based tracking feature(s) supported by Windows 10 could
be explored by the team?

Objective summary

Public folders, HomeGroups, and Any folder sharing are useful for home-user and
small networks, to enable easy file sharing. Folders can be shared with the default
Share permission of Read on NTFS- formatted volumes.

ABE prevents users who are not authorized to view files and folders from seeing them
in NTFS.

Libraries and Quick Access enable users to locate frequently used files and folders
quickly within File Explorer and applications.

Printers can be shared over the network and secured in a similar manner to files and
folders using NTFS security.

NFC technology enables the transfer of small amounts of data between a device and a
NFC-enabled object that are in close proximity, such as a smart tag. When such devices
are used with a NFC-enabled device, such as a printer, users can connect without hav-
ing to physically connect to the device using the network.

OneDrive offers users the ability to store, share, and synchronize files to a secure
cloud-storage location linked to their Microsoft account, with 15 GB initial free storage
capacity.

Objective 6.1: Configure shared resources
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

You need to share a folder using Windows 10. Users on the network must have both
Read and Write access to the folder that you want to share. What should you do?
(Choose all that apply.)

A.
B.
C.

Configure Public folder sharing and enable Read and Write access.
Configure a HomeGroup and allow read and write access.

Upload the folder to OneDrive, and then share the folder with users so that they
can read and edit the contents.

Share the folder using Any folder sharing and give users the Change Share
permission.

What is the maximum number of simultaneous users who can access a shared folder
located on a Windows 10 PC?

A.

10

Unlimited

20

It depends on the amount of RAM installed

You are building an intruder-detection system. Which of the following sensors would
you connect to a Windows 10 device?

A.
B.
C.
D.

Pressure-sensitive sensor
Biometric fingerprint sensor
Temperature sensor

Light-sensitive sensor

You want to use the Fetch files feature within OneDrive to copy some files from your
home PC to your workplace. You try to connect, but it is not successful. What two is-
sues could be the problem?

A.
B.

You are not running Windows 10 on your home PC.
The OneDrive version is different on your home PC from that on your work PC.
There is a problem with your home Internet router.

You have not enabled the Fetch files setting on your home PC.
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Objective 6.2: Configure file and folder access

Administrators who store data on file servers need to ensure that it is accessible, and remains
secure. You will review how to protect data using NTFS file permissions and the encryption
options offered by using Encrypting File System.

Administrators can prevent users from over-burdening file servers by implementing Disk
Quotas and auditing access to resources to ensure compliance, and can prevent unauthorized
access. User Account Control (UAC) introduced with Windows Vista continues to protect sys-
tems by limiting system access for users and protecting against malware attacks. The refine-
ments to UAC will be reviewed here.

You'll need to ensure that your understanding of NTFS permissions, inheritance, effective
access, and taking ownership is robust because this knowledge will be assumed on the exam.

This objective covers how to:

m Encrypt files and folders by using EFS
= Configure NTFS permissions

m Configure disk quotas

m Configure file-access auditing

m Configure authentication and authorization

Encrypt files and folders by using Encrypting File System

Encrypting File System (EFS) used with a Data Recovery Agent (DRA) is a very secure method
to protect sensitive data by encrypting files and folders. Because EFS was first introduced in
Windows 2000, EFS often suffers from being dismissed as being old or obsolete, and passed
over in favor of BitLocker Drive Encryption or BitLocker To Go. Don't be fooled, though,—EFS
offers functionality that BitLocker does not, and despite EFS having been available for many
years, it still offers an incredibly secure method of enterprise-grade encryption.

It is important to use EFS and a DRA together. Without a DRA available within your orga-
nization, you may never regain access to an EFS-encrypted resource. The DRA will help to
recover data if the encryption key is deleted, or if the machine has been lost or compromised.

EFS offers encryption at a file and folder level—it cannot be used to encrypt an entire hard
disk—for this you would use BitLocker (covered in Chapter 5). Users can encrypt any file or
folder that they have created on an NTFS-formatted hard disk by right-clicking the resource,
and selecting Properties from the context menu that appears. In the Advanced Attributes
dialog box (shown in Figure 6-13) select the option to Encrypt Contents To Secure Data.

Objective 6.2: Configure file and folder access
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Advanced Attributes *

Choose the settings you want for this folder.

File attributes

File is ready for archiving
Allow this file to have contents indexed in addition to file properties

Compress or Encrypt attributes
[] Compress contents to save disk space
[C]Encrypt contents to secure data Details

Cancel

FIGURE 6-13 Enabling resource encryption

Encryption should not be used without prior planning and establishing some safeguards to
secure the encryption keys that are used. EFS protects data from unauthorized access and it
is especially effective as a last line of defense from attacks, such as physical theft.

EFS uses Windows Public Key Infrastructure (PKI), and the public and private keys gener-
ated during encryption ensure that only the user account that encrypted the file is able to
decrypt it. Encrypted data can be decrypted only if the user’s personal encryption certificate
is available, which is generated through the private key. Unless exported by the user, this key
cannot be used by anyone else, and EFS prevents any access to the data. EFS will prevent
attempts to copy or move encrypted data by anyone except users who have the proper cre-
dentials. If the user deletes his account or leaves the company, any encrypted resources will
not be accessible, which could lead to data being lost.

Listed are some key points you need to learn about EFS:

m The process of encryption and decryption happens behind the scenes and is not visible
to users.

m  Encryption occurs when you close files; decryption occurs when you open them.
m EFSis available only on NTFS volumes.
m EFS keys aren’t assigned to a computer; they are assigned to a specific user.

m [f a hacker gains access to the user’s PC while he is signed in, they will be able to access
and open EFS protected files.

m The file owner can move or copy an EFS-protected file.
m You can't use EFS and compression together. It's one or the other.

m [f the file owner moves an EFS-protected file to a volume that does not support EFS
(such as FAT32), the file will be decrypted.

m Encrypted files and folders are colored green in File Explorer.

Manage data access and protection



m  EFS uses Advanced Encryption Standard (AES), which uses a 256-bit key algorithm, a

very credible industry standard of encryption.

m EFSis only available on Windows 10 Pro, Enterprise, and Education editions.

By default, any user is able to use EFS to encrypt any file of which they have ownership.
Unless company policy requires EFS, you need to consider disabling EFS within Group Policy,
until a DRA is created.

It is very important that a DRA is in place before EFS is enabled, because without a DRA
even an administrator is unable to recover EFS-protected files and folders. For the exam, you
need to be able to configure a DRA using the command-line tool Cipher.exe. The process for
creating a DRA certificate, and then installing it are shown in the following steps:

1.
2.
3.
4.

Open a command prompt window.
Navigate to the location where you want to store your DRA certificate.
Type cipher /r: file name and press Enter.

Provide a password to protect the DRA certificate.

To install the DRA so that it can be used on a system, perform the following steps:

1.
2.

3.

In the search box, type secpol.msc, and press Enter.

In the left pane of Local Security Policy, double-click Public Key Policies, right-click
Encrypting File System, and then click Add Data Recovery Agent.

In the Add Recovery Agent Wizard, click Next.

Browse to the location of the DRA recovery certificate (it will have a .cer file extension).

Click the certificate, and then click Open.

When you are asked if you want to install the certificate, click Yes, click Next, and then
click Finish.

In the right pane of Local Security Policy, scroll across and note that the Intended
Purposes for the certificate is for File Recovery.

Open a Command Prompt window, type gpupdate, and press Enter to update Group
Policy.

One you have created a DRA, you can continue to encrypt your files and folders within File

Explorer using the Encrypt Contents To Secure Data option, shown in Figure 6-13. Once you have

encrypted the file or folder, the resource will be encrypted and colored green in File Explorer.

NOTE DRA AND EFS: THE SEQUENCE IS IMPORTANT

Only encrypted files that are created after the DRA has been created can be recovered
using the DRA.

Objective 6.2: Configure file and folder access
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Performing backup and recovery of EFS-protected files

Built into Windows is a wizard for users who want to use EFS to create a file encryption certifi-
cate and key, and back up the files.

Use the following steps to start the wizard and complete the process of enabling EFS.

7.

Open Control Panel and select User Accounts.

Click Manage Your File Encryption Certificates to open the Encrypting Files System
Wizard.

Click Next. The wizard asks for your file encryption certificate; you can select your
existing certificate or you can create a new certificate.

Click Create A New Certificate, and then click Next.
Select A Self-signed Certificate Stored On My Computer.
Click Next.

Provide a backup location and password, and click Next.

In addition to the Cipher.exe command-line tool, you can also use the Certificates MMC
(CertMgr.msc) to recover your EFS-encrypted files by importing your EFS certificate into your
personal certificate store via the Certificate Import Wizard. You can perform the following

steps:

1.

Open Certificates MMC.

Select the Personal folder.

Click Action, click All Tasks, and select Import.

Work through the Certificate Import Wizard to import the certificate.

MORE INFO CIPHER.EXE

For more information about Cipher.exe, refer to https://technet.microsoft.com/en-us/li-
brary/bb490878.aspx.

Some of the most common parameters used with the Cipher.exe command include:

/c Displays information about an encrypted file
/d Decrypts specified files and directories

/s:<directory> Performs the specified operation on all subdirectories in the specified
directory

/u Updates all encrypted files on the local drives (useful if you need to update previ-
ously encrypted files with a new recovery certificate)

/u /n  Finds all encrypted files on a local drive
/? Displays help

/x  Backs up the EFS certificate and keys to the specified file name
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m /r:i<FileName> Generates an EFS recovery agent key and certificate, based on the
user account, then writes them to a .pfx file (Personal Information Exchange file, which
contains certificate and private key) and a .cer file (Security Certificate file, which con-
tains only the certificate)

After you have encrypted your first file or folder, Windows 10 will prompt you to make a
backup of the EFS certificate and key, as shown in Figure 6-14. This reminder will appear in
the notification area until you back up the EFS certificate and key, or choose to Never Back Up
the files. You need to ensure you do take a backup and store this safely in a separate location
from that of the files.

@l Encrypting File System x

z? I Back up your file encryption certificate and key

Creating this backup file helps you aveid permanently losing access to your
encrypted files if the original certificate and key are lost or corrupted.

— Back up now (recommended)
You should back up the certificate and key to removable media.

— Back up later

Windows will remind you the next time you log on,

—> Never back up

You could lose access to your encrypted files,

Cancel

Why should | back up the certificate and key?

FIGURE 6-14 Backing up the file encryption certificate and key

Credential roaming

Credential roaming is a feature built into Windows 10 that can roam names and passwords,
which are securely stored within the Credential Manager in a protected area called Windows
Vault.

EFS certificates used in a domain environment and that are signed by a Certificate Authority
(CA) or are self-signed can be added manually to the Credential Manager. These credentials can
then roam between multiple devices that share the same Microsoft account. On trusted devices,
these credentials are automatically synchronized when you sign in to the device using your
Microsoft account.

To view your Credential Manager and its contents, click Control Panel, click User Accounts
and then click Manage Your Credentials in the left pane. Alternatively, search for Credential
via the Search bar.

Objective 6.2: Configure file and folder access
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MORE INFO CREDENTIAL ROAMING

More information can be found regarding the credential roaming feature in the following

TechNet article http://social.technet.microsoft.com/wiki/contents/articles/11483.credential-
roaming.aspx.

Configure NTFS permissions

An object is computer terminology for a physical or logical resource such as a file, a folder, or
even a printer. NTFS enables us to set permissions on objects, enabling us to control access to
that object. The Access Control List (ACL) for a file is shown in Figure 6-15. The Security option
is in focus, and you can see that the Reviewers group has Modify (Allow), Read & Execute
(Allow), List Folder Contents (Allow), Read (Allow), and Write (Allow) permissions set for the
Review folder, which is defined with the object name of C:\Work Files\Review.

Review Properties *

General Sharng Secutty  Previous Viersions  Customise
Object name:  C:\Work Files'\Review

GI’DLID Or User names:
G2 SYSTEM ~

4 Reviewers (DESKTOP-DA7PSHO\Reviewers)

H2 Administrators (DESKTOP-0ATPIHO Administrators)

GR | loare MESKTADNATOGUN loars)

£ >

To change permissions, click Edit. Edit..

Permissions for Reviewers Allow Dery
Full cortrol Q
Modify v
Read & exscute v
List folder contents e

v

v

Read
Write

For special permissions or advanced settings,

click Advanced. Advanced

e | R

FIGURE 6-15 Reviewing permissions for the Review folder object

For the exam, you need to be comfortable with the definitions of NTFS-related acronym:s,
as defined in Table 6-4.
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TABLE 6-4 Definitions of ACL, ACE, DACL, and SACL

Name

Access control list
Access control entry

Discretionary access control list

System access control list

Acronym Description

ACL A list of users and groups who have permissions on the
object

ACE Identifies the specific permissions granted to a user or
group

DACL Specifies who has what access to the object

SACL Specifies which users have access to which operations

NTFS provides six basic (previously referred to as standard permissions) and fourteen ad-
vanced permissions (including Full Control) that can be configured. The six basic permissions

that can be assigned to a file or a folder are listed in Table 6-5.

TABLE 6-5 Basic NTFS file and folder permissions

Basic Permission

Full Control

Modify

Read & Execute
List Folder Contents

Read

Write

Description: when applied to a
Folder

Permits the reading, writing,
changing, and deletion of files and
subfolders. Enables modification
of permissions on folders

Permits the reading, writing,
changing, and deletion of files and
subfolders. Does not permit the
modification of permissions on
folders

Permits the content of the folder
to be accessed and executed

Permits the contents of the folder
to be viewed

Allows access to contents

Enables adding of files and sub-
folders

Description: when applied to a File

Permits reading, writing, chang-
ing, and deletion of the file.
Enables modification of permis-
sions on files

Permits reading, writing, chang-
ing, and deletion of the file. Does
not allow the modification of per-
missions on files

Permits the file to be accessed and
executed

N/A as cannot be applied to files

Permits access to contents. Differs
from Read & Execute in that it
does not permit files to be ex-
ecuted

Enables a user to modify, but not
delete, a file

Permissions are normally set at a top-level permission, and can then include other lower-
level permissions. For example, if Full Control, Modify, or Read & Execute permissions are
configured, you will find that several other permissions are included as well. This behavior is

shown in Table 6-6.
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TABLE 6-6 Additional permissions set when configuring basic permissions

Basic Permission Additional permissions CONFIGURED

Full Control Full Control, Modify, Read & Execute, List Folder
Contents, Read, Write

Modify Modify, Read & Execute, List Folder Contents, Read,
Write

Read & Execute Read & Execute, List Folder Contents, Read

List Folder Contents List Folder Contents

Read Read

Write Write

Behind the basic permission is a matrix of advanced permissions, which can also be applied
to files and folders. It is worthwhile to take a look at how the basic permissions are actually
collections of the thirteen advanced permissions (the fourteenth setting is Full Control). The
matrix in Table 6-7 shows the relationship between basic and advanced permissions.

TABLE 6-7 Basic and advanced permissions matrix

Advanced Permission Full Control Modify Read & List Folder Read Write
Execute Contents

Traverse folder/ex- X X X X

ecute file

List folder/read X X X X X

data

Read attributes X X X X X

Read extended at- X X X X X

tributes

Create files/write X X X

data

Create folders/ X X X

append data

Write attributes X X X

Write extended X X X

attributes

Delete subfolders X

and files

Delete X X

Read permissions X X X X X X

Change

permissions

Take ownership X
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Understand also what is meant when you see that some permissions are available while
others unavailable, in the ACLs. This can be because some permissions have been explic-
itly set, while others are implied or inherited by virtue of their child relationship to a parent
folder. Permissions can be one of 3 states: explicitly configured, not configured, or inherited,
as shown in Table 6-8.

TABLE 6-8 NTFS permission states

Permission Type Description Check box status
Explicit Allow The user is allowed the permission on the object Selected

Explicit Deny The user is denied the permission on the object Selected

Not configured Permissions that have not been assigned will have | Clear

the effect of not allowing the user the permission
on the object

Inherited Allow Allow permission is applied to the object by virtue | Selected but dimmed
of permissions given to their parent object

Inherited Deny Deny permission is applied to the object by virtue Selected but dimmed
of permissions given to their parent object

Many advisers will state that a Deny permission will always take precedence over other
permissions. This is normally true, as an Explicit Deny will always “win” when compared to
other permissions. However, when you are troubleshooting permission-related issues, do not
necessarily assume that Deny is always triumphant because an Explicit Allow will win over an
Inherited Deny ACE.

Should you need to configure a lot of permissions or reset the system permissions back
to default settings, the GUI is not always the most efficient option to use. In such cases, you
need to consider using the command-line tool ICACLS.exe, which can be used to configure
local NTFS permissions. PowerShell enables you to script the process and has the ability to set
permissions on NTFS resources over the network.

To use ICACLS to grant a permission, the /grant switch is used, as shown in the following
example, which grants the user Lisa Andrews the Modify permission to the C:\Work Files\
Review folder:

Icacls.exe C:\Work Files\Review /grant LisaA:(0I)M

NOTE ICACLSS

For more information about how to use ICACLS, go to https://technet.microsoft.com/en-us/
library/cc753525.aspx.

PowerShell enables you to script the management of file and folder permissions using the
two main cmdlets Get-Acl and Set-Acl. PowerShell enables an administrator to remotely con-
figure settings across the network, which ICACLS does not. For more information about the
Get-Acl and Set-Acl cmdlets, type Get-Help Get-Acl, or type Get-Help Set-Acl.
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Combining shared folders and NTFS file permissions

Using shared folders and NTFS permissions together requires some careful consideration
because both the shared folder permissions and the file and folder permissions are combined
when the user connects to the resource over the network. This situation only applies over the
network because shared folder permissions are ineffective if a user accesses the resources
locally or via Remote Desktop.

When you grant shared folder permissions to users accessing the resources over the net-
work, the following rules apply:

m By default, the Everyone group is granted the Read shared folder permission.
m  Users will also require sufficient NTFS permissions for each resource in a shared folder.

m You need to combine NTFS permissions and shared folder permissions, with the result-
ing permission being the most restrictive.

m Share permissions that are set on a folder apply to the folder and to all the files in the
folder.

m Share permissions are applied to all child subfolders and their files when the resources
are accessed through the share.

Even if Full Control NTFS file or folder permissions have been set for a folder, if the default
shared folder permission is set (which is Read), the highest permission that any file or child
object within that folder can have is the default Read permission, as the combined most
restrictive permission is Read. Remember that NTFS file permissions always apply, but shared
folder permissions only apply to shared folders and combine with NTFS to secure file resourc-
es when accessed over a network.

Understanding permissions inheritance

Permissions will “flow” from top to bottom and follow the folder hierarchy. By default, inheri-
tance is enabled as this facilitates more efficient administration. NTFS enables you to disable
inheritance from flowing from a parent folder to the child. To select the option to disable
inheritance, click the Advanced option on the resource Security properties screen, and then
click Disable Inheritance in the Advanced Security Settings For dialog box. You will then be
offered the options shown in Figure 6-16.
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Nare:

Owner:

Permissions

FIGURE 6-16 Blocking Inheritance

C:\Work Files\Review

Andrew Bettany (sbettany@outlook.com) & Change

Sh Block Inheritance

For additional informatio

Permission entries:

What would you like to do with the current inherited permissions?

You are about to block inheritance to this ebject, which means that permissions

inherited from a parent object will no longer be applied to this object.

Type Principal
R Allow  Reviewers . . L. . . L.
B2 Allow  Administr: — Convert inherited permissions into explicit permissions on
B2 Allow  SYSTEM this object.
ER Allow  Users (DES
B2 Allow  Authentic: — Remove all inherited permissions from this object.

Cancel
Add Remove View
Disable inheritance
[[]Replace all child object permission entries with inheritable permission entries from this object
OK Cancel

In the Block Inheritance dialog box, there are two options, as follows:

= Convert Inherited Permissions Into Explicit Permissions On This Object Prevents
inherited permissions from being able to “flow” from top folders to the subfolders.
Current inherited permissions are changed by the system from implicit permissions to
explicit permissions. This could result in hundreds or thousands of inherited permis-

sions being changed into explicit permissions.

= Remove All Inherited Permissions From This Object Removes all permissions, and
gives you a folder structure with no permissions set. Care needs to be taken with this
option because option because it is very easy to remove all access, even system access,

to the file structure.

Understanding Move, Copy, and permissions inheritance

When you need to move or copy a folder from one location to another, you need to under-
stand how NTFS will perform the task with respect to how permissions on the resource are
modified. Table 6-9 shows the behavior that NTFS adopts when copying files from one folder

to another folder, and also between partitions.
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TABLE 6-9 Resultant effect of moving or copying NTFS files

Action Effect

Copy or Move a file or folder to a different Inherits the permissions from the destination

volume (new location) folder

Copy or Move a file or folder within the same Inherits the permissions from the new parent

NTFS volume folder, and explicitly assigned permissions are
retained and merged with those inherited

Copy a file or folder to a non-NTFS volume The copy of the folder or file loses all permis-
sions

NOTE WHAT HAPPENS WHEN YOU MOVE AN NTFS PROTECTED FILE TO A FAT VOLUME?

If you're moving a file or folder from NTFS to a non-NTFS partition, such as a FAT volume,
all NTFS file and folder permissions will be lost. Only Creator Owners and users with the
Modify permission (and administrators) are able to perform this task because they have
permission to move files and folders.

When you copy a file or folder within the same volume or between volumes, the user must
have Read permission for the source folder and Write permission for the destination folder.

When you move a file or folder within the same volume or between volumes, you need
to have both Write permission for the destination folder as well as Modify permission for the
source file or folder. This is because Windows 10 will move the resources (Write) and then
delete (Modify) the resources from the source folder once it has completed the copy to the
destination folder.

Understanding Effective Access

You might be required to calculate the access that a user has to a resource. Within the Advanced
options of an object’s Security settings, you will find the Effective Access tab (previously called
Effective Permissions) as shown in Figure 6-17. On this tab, you can determine the effective per-
mission a selected user, device, or group has on any object. It is essential when setting permis-
sions in a corporate environment that NTFS permissions are verified to ensure that the results are
as expected.
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Advanced Security Settings for Review O X

Mame: C:\Work Files\Review
Owner: Andrew Bettany (abettany@cutlook.com) G Change
Permissions Share Auditing Effective Access

Effective Access allows you to view the effective permissions for a user, group or device account. If the account is a member of a
domain, you can also evaluate the impact of potential additions to the security token for the account. When you evaluate the impact
of adding a greup, any group that the intended group is a member of must be added separately.

User/ Group:  Andrew Bettany (abettany@outlook.com)  Select a user

View effective access

Effective access Permission Access limited by

Full centrol Share
Traverse folder / execute file

List folder / read data

Read attributes

Read extended attributes

Create files / write data

Create folders / append data

Write attributes

Write extended attributes

Delete subfolders and files Share
Delete

ENCS SN N N

Read permissions o

Cancel Apply
FIGURE 6-17 Calculating Effective Access

For example, for a resource, if you assign a user the Read permission and assign the
Modify permission to a group that the same user is a member of, the effective access permis-
sions are a combination of the Read permission and Modify permission, which is Modify
permission.

When you combine permissions that include Deny permissions, NTFS will evaluate the
Deny permissions before the Allow permissions that are set on the same resource with explicit
Deny taking precedence over all Allow permissions.

If Deny and Allow permissions are set at different levels within a folder structure, for
example, if Deny is set at the top-level folder and an Allow permission is set at its subfolder,
Allow can take precedence and override Deny because the Allow permission is explicit and
not implicit.

Be careful when using the Effective Access tool to review permissions on folders that you
own—the permissions given to the Creator Owner of the object are not taken into account.
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Taking ownership of resources

It is possible to remove access to a particular user or group on an object, such as a folder.
Sometimes, this happens accidentally when configuring permissions, but typically, it will
happen when the user who originally created the resource leaves the organization and the
resource is then said to be ‘orphaned".

In the Advanced Security Settings dialog box for an object, you will find the Effective
Access tab and at the top of this screen, as shown in Figure 6-17, is an option to change the
object owner. So long as you have administrative privileges, you can take ownership of the
object and allocate it to another user or group. This operation can also be performed using
the command-line tool icacls <file name> /reset, using an elevated command prompt.

Configure disk quotas

In addition to setting security permissions, compressing, and encrypting files and folders,
NTFS also enables you to assign disk quotas for volumes. While disk space is inexpensive and
restricting user storage space may seem unnecessary, some storage is more valuable than
others. The increased availability of Storage Area Network (SAN) technology, with fast Solid
State Drive (SSD) drives and storage space being rented in the cloud, businesses are looking
to reduce storage and the resultant backup costs. SSD drives are fast, but also more expensive
than traditional drives.

There is no business benefit in enabling users to store copious amounts of non-business
data on the business cloud or file-server infrastructure, and therefore, it's good practice to set
modest limits on the amount of space that each user can use. Every administrator needs to
have an appropriate size in mind, and if this was set, as an example, to 2 GB per user, then 95
percent of users would never exceed the limit. The few that do hit this limit are likely to be the
type of user who may be storing their music or video collection on company space, and a disk
quota would certainly prevent this type of behavior.

Disk quotas can be set using the Graphical User Interface (GUI), or via Group Policy. You
can configure NTFS disk quotas on the disk volume using File Explorer, as follows:

In File Explorer, navigate to the volume to configure the disk quotas, and:
1. Right-click the volume, and click Properties.
2. Click the Quota tab.
3. If quotas have not been set before, click Show Quota Settings.
4. Select the Enable Quota Management check box.
5. Once enabled, an administrator has several options, including:
A. Deny Disk Space To Users Exceeding Quota Limit
B. Limit Disk Space To (set the limit)
C. Set Warning Level To (set the limit)
D. Log Event When A User Exceeds Their Quota Limit
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E. Log Event When A User Exceeds Their Warning Level
6. To apply the settings, click OK, and then click OK again to apply.

The system will now scan the volume for disk usage, which may take several minutes,
depending on the size of the disk. You can review the quota entries for the volume by clicking
the Quota Entries button at the bottom of the dialog box as shown in Figure 6-18.

&) Quota Settings for Windows (C:) X

Quota

! Status: Disk quota system is active
Enable quota management
Deny disk space to users exceeding guota limit

Select the default quota limit for new users on this volume:

(O Do not limit disk usage

(® Limit disk space to GB ~
Set waming level to GB v

Select the quota logging options for this volume:

Log event when a user exceeds their quota limit

[] Log event when a user exceeds their waming level

Quota Entries...

Cancel | | oply

FIGURE 6-18 Setting a disk quota limit on a volume

Q/ | EXAM TIP

Fsutil.exe is the command-line tool used to set quota limits. Review the options available,
such as Fsutil fsinfo statistics C:.

Configuring disk quota policies
Rather than configure disk quotas on each system, you can configure and apply them using

Group Policy. There are six GPO settings, which relate to disk quotas, in the Computer Config-
uration\Administrative Templates \System\Disk Quotas. These are summarized in Table 6-10.
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TABLE 6-10 Disk Quota GPOs

Policy Description

Enable disk quotas Turns Disk Quotas Management On or Off for all NTFS volumes on the com-
puter and prevents users from changing the setting

Enforce disk quota limit This determines whether disk quota limits are enforced. If quotas are enforced,
users are denied disk space if they exceed the quota. This setting overrides
settings on the Quota tab for the NTFS volume.

Specify default quota limit Sets a default disk quota limit and warning level for all new users of the vol-
and warning level ume

Log event when quota limit | Determines whether the system records an event in the Application log when

is exceeded users reach their limit, and prevents users from changing the logging options
in the GUI

Log event when quota warn- | Determines whether the system records an event in the Application log when

ing level is exceeded users reach the warning level on a volume

Apply policy to removable Determines whether to extend disk quota policies to NTFS volumes on remov-

media able media

The Disk Quota feature that is provided with Windows 10 is quite limited, and is only avail-
able on a per-volume basis. If you require more functionality, the File Server Resource Man-
ager (FSRM) that is available with Windows Server 2008 and newer versions, offers significant
improvements in functionality over the Disk Quota feature. FSRM offers a set of features that
enable you to manage and classify data, and report data that is stored on file servers by using
the GUI or by using PowerShell.

EXAM TIP

The Resilient File System (ReFS), which is used to provide the Storage Spaces feature in
Windows, can be considered the next generation of NTFS and does not support disk quotas.

Configure object access auditing

The Sarbanes-Oxley Act (2002) created a new set of requirements that CEOs of corporations
are required to follow in order to ensure that all records and resources within a business are
safeguarded, accounted for, and that access to sensitive or private data is tightly controlled.

NTFS auditing of objects such as files and folders provides IT administrators with an
in-depth tool that can monitor file and folder access in detail. Auditing complements the
other measures implemented such as firewalls, and shared folder and NTFS permissions. This
multilayered approach is an example of defense in depth, which should be taken to protect
resources from unauthorized access and comply with the Sarbanes-Oxley Act requirements.

An example of defensive layering would be as follows:

m Inform all users about the current policies and security requirements on corporate
resources and data

m Set security on devices and servers using BitLocker Drive Encryption
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m Define and create groups; document and restrict membership to each group
m Set permissions on the folders and files, and apply group access

m Set auditing to monitor access to folders and file resources

= Monitor log files and create alerts

m |nvestigate security breaches and re-evaluate security measures if necessary

NTFS auditing is very detailed and can be used to record successful access and also attempt-
ed access that was prevented. Auditing can record types of actions, including the following:

m Successful logons

m  Unsuccessful logons

m Changes to accounts in Active Directory

m Who has accessed or tried to access files

m Who has modified or deleted files

m  Who has used objects, such as printer devices
® Who restarted a system

The log file created will also record additional data including date, time, user account,
location, and resource name.

To enable auditing, you need to enable it using one or more GPOs, which are found at
Computer Configuration\Windows Settings\Security Settings\Local Policies\Audit Policy. The
GPO Audit Object Access is the most commonly used because it enables us to audit all system-
wide objects, including files and folders. The GPO can be configured to monitor and log suc-
cessful access attempts, or to log failed access attempts, or both, as shown in Figure 6-19.

| File Action View Help
oo 2@ = HE
- Local Securty Setting  Explain 1

=/ Local Computer Policy Policy Security Setting

» B Compules Configueation [DAudit account logon events No auditing ) Audt object access
| Software Settings ’

v ] Windows Settings

Audit object access Properties ? X

[ Audit account management No auditing
[ Audit directory service access No auditing
[E1Audit logon events No auditing
= Deployed Printers [C]Audit object access No auditing Audt these attempts:
© 3, Security Settings [ Audit policy change No auditing & Success
[ Audit privilege use No auditing
« [ Local Policies [ Audit process tracking No auditing
4 Audit Policy [C]Audit system events No auditing
A User Rights Assignment This setting might not be enforced f other policy is configured to

A Security Options AL ovemide category level audt policy.

7| Windows Firewall with Advance For more information. see Audit object access. (A921468)

| Network List Manager Policies

| Public Key Policies

| Software Restriction Policies

~ Application Control Policies
®, IP Security Policies on Local Co

=1 Advanced Audit Policy Confige

o Policy-based QoS

7 Administrative Templates

] Name Resolution Policy
{2 Scripts (Startup/Shutdown)

A Account Policies [JFailre

v & User Configuration
| Software Settings

| Windows Settings Cancel Apply

] Administrative Templates

FIGURE 6-19 Configuring the Audit Object Access GPO
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The GPO has been enabled, so the last part of the configuration is to set the level of audit-
ing required on the individual object, such as the folder and its contents. NTFS inheritance
rules will also apply auditing to all child objects unless you disable this feature.

To configure auditing on files and folders, perform the following steps:
1. Open File Explorer.

2. Select the file or folder that you want to audit, and click Properties from the File
Explorer ribbon.

3. In the Properties dialog box, click the Security tab, and then click Advanced.
4. Inthe Advanced Security Settings dialog box, click the Auditing tab.

5. Click Continue.

6. Click Add to add an auditing action.

7. Inthe Auditing Entry For dialog box, click Select A Principal, type the name of the user,
group, or computer that needs to be monitored, and click OK.

8. In the Auditing Entry For dialog box, select the type of auditing required.
9. Choose the Basic Permissions that you require, as shown in Figure 6-20.

10. Click OK three times to exit and complete the configuration.

Auditing Entry for Work related o %

Principal:  Everyone Select a principal
Type: Success v

Applies to:  This folder, subfolders and files v

Basic permissions: Show advanced permissions
[C] Full control
[[JModify
Read & execute
List folder contents
Read
[Jwiite

Special permissions

[ Only apply these auditing settings to objects and/or containers within this container Clear all

Cancel

FIGURE 6-20 Specifying the actions to audit for a user, group, or computer

Another option within the Auditing configuration is to Show Advanced Permissions, which
shows the special permissions that allow for very granular auditing, should this be required.
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If you have enabled DAC policies within the domain, you can further refine the scope of
the auditing entry by adding claims-based conditions, which would appear in the lower part
of the Auditing Entry screen.

After you enable audit logging, you need to test that auditing is occurring as expected.
Attempt to access the resources being monitored, and then open the Security log in the
Event Viewer and view the audited events. Depending on the level of granularity that you
have specified, you may have a few entries or several dozen log entries. If you review the log
entries, you should be able to find a log entry that corresponds to the event that you are
monitoring.

You can use the Attach Task To This Event option in Event Viewer, from the Action pane.
This could be a screen popup or a PowerShell script that alerts you when the event occurs.

Within Windows 10, you can also configure advanced audit policy that enables an even
greater level of auditing. This level of auditing is very specialized and unlikely to be required,
except in the most specialized cases. To review the options available, open the GPOs shown in
Figure 6-21, found at Computer Configuration\Windows Settings\Security Settings\Advanced
Audit Policy Configuration, and then expand System Audit Policies.

You have separate nodes for configuring policies related to:
m  Account Logon

= Account Management

m Detailed Tracking

m DS Access

m Logon/Logoff

= Object Access

m Policy Change

m Privilege Use

m System

m Global Object Access Auditing

These settings can be configured in the same way as standard audit policy.
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v: d"‘ ;::"9‘ %) Audit Certification Services Not Configured
. "‘NZ:Z R“:E’"‘m - £ Audit Detailed File Share Not Configured
Not Configured
Seripts (Startup/Shutdown)
0 Deployed Printers . ot Configiied
v [ Security Settings : Audit Filtering Platform Connection Not Configured
2 Account Policies Audit Filtering Platform Packet Drop Not Configured
“| Audit Handle Manipulation Not Configured
& Local Policies P g
Windows Firewall with Advanced Securi | Audit Kernel Object Not Configured
ity
| Network List Manager Policies £ Audit Other Object Access Events Not Configured
Public Key Policies 4| Audit Registry Not Configured
| Software Restriction Policies | Audit Removable Storage Not Configured
Application Control Policies 4 Audit SAM Not Configured
& 1P Security Policies on Local Computer % Audit Central Access Policy Staging Not Configured

v 1 Advanced Audit Policy Configuration

8 System Audit Policies - Local Group Policy Object
i Account Logon
53 Account Menagement
i Detailed Tracking
3 D5 Access
3 Logon/Logoff
bject Access

-l m

i Global Object Access Auditing
ol Policy-based QoS

] Administrative Templates < >

FIGURE 6-21 Advanced Audit Policy Configuration GPOs

Configure authentication and authorization

In the first chapter, you reviewed the options in Windows 10 relating to authentication
and authorization situations that are available to users of Windows 10. Based on the
sign-on credentials and group membership held, Windows 10 will determine the type
and scope of access the user has to system resources and the ability to make system-
wide changes. As a general rule, an administrator on a Windows device will have a very
high level of control over the entire system, whereas a standard user will have limited
abilities only.

Configuring User Account Control

Once a user has gained access to the operating system following successful sign-on, the
Windows 10 feature called User Account Control (UAC) prevents unauthorized changes to the
system.

For new users of Windows 10, especially if they have previously used a version of Windows
prior to Windows Vista, such as Windows XP, it's important that they are introduced to the
UAC feature and guided through the rationale for UAC. Older versions of Windows let users
log on as administrators and enable them to retain full administrative authorization over all
activities on the system until they log off.

Systems that suffer from malware attacks can easily be compromised because the
malware can effectively use administrative access and wreak havoc on the system. This
creates extra work for the helpdesk, increases support costs, and reduces productivity.
UAC has been very successful in preventing users and malware from using administrative
credentials to harm a system.
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Administrators no longer have full access to the system. Rather than enabling administra-
tors to implement system-wide changes, UAC presents a challenge pop-up prompt to the
administrator to force them to confirm their actions. Similarly, a standard user who attempts
to change system settings will receive a UAC prompt, which requires administrative creden-
tials to be provided, or else denies them the ability to make the requested changes.

Since the introduction of UAC, Microsoft has fine-tuned the UAC process with the aim of
making the use of UAC less frustrating for all users by reducing the number of application and
system tasks that require elevation.

UAC offers various layers of protection, with the UAC prompt being the most visible to the
user. The following features compliment UAC:

= File and Registry Redirection
m |nstaller Detection

m UAC prompt

m ActiveX Installer Service

m Secure Desktop

m Application Information Service

NOTE ACCESS DENIED

The Application Information Service component is required to be running, for UAC to func-
tion properly. If this service is stopped or disabled, applications that require administrative
access will not be able to request UAC elevation and therefore will not launch, resulting in
Access Denied errors.

Standard users

Except for administrators, all users are standard users with few privileges and limited ability
to make changes to the system, such as installing software or modifying the date and time.
Standard user accounts are described as “operating with least privilege.” The list of system
tasks that a standard user can perform include:

m  Change the desktop background and modify display settings
m View firewall settings

m Change the time zone

= Add a printer

= Change their own user account password

m Configure accessibility options

m Configure power options

m Connect to a wireless or LAN connection
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Install drivers, either from Windows Update or those that are supplied with Windows 10
Install updates from Windows Update

Use Remote Desktop to connect to another computer

Pair and configure a Bluetooth device with the device

Perform other troubleshooting, network diagnostic, and repair tasks

Play CD/DVD media

Restore own files from File History

Use Remote Desktop to connect to another PC

View most settings, although they will require elevated permissions when attempting
to change Windows settings

UAC prevents you from making unauthorized or hidden (possibly malware-initiated)
changes to your system that require administrator-level permissions. A UAC elevation prompt
is displayed to notify you, as follows:

Consent prompt This is displayed to administrators in Admin Approval Mode when-
ever an administrative task is requested. Click Yes to continue if you consent.

Credential prompt This is displayed if you are a standard user attempting to per-
form an administrative task. An administrator needs to enter their password into the
UAC prompt to continue.

When an administrator provides permissions to a standard user using a UAC prompt, these
are only temporarily operative and the permissions are returned back to a standard user level
once the isolated task has finished.

Standard users can become frustrated when they are presented with the UAC prompt, and
Microsoft has reduced the frequency and necessity for elevation. Listed are some common
scenarios wherein a standard user would be prompted by UAC to provide administrative
privileges. You will see that they are not necessarily daily tasks for most users:

Add or remove a user account

Browse to another user's directory

Change user account types

Change Windows Firewall settings

Configure Automatic Updates

Install a driver for a device unless it is supplied with Windows 10
Install ActiveX controls

Install or uninstall applications

Modify UAC settings

Move or copy files to the Program Files or Windows folders
Restore system backup files

Schedule Automated Tasks
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Administrative users

Administrative users need to be limited to authorized personnel within the organization. In
addition to the ability to perform all tasks that a standard user can, they also have the follow-
ing far-reaching permissions:

m Read/Write/Change permissions for all resources
®  All Windows permissions

From this, it looks like administrators have considerable power, which could potentially
be hijacked by malware. Thankfully, administrators are still challenged with the UAC prompt,
which pops up by default whenever they perform a task that requires administrative permis-
sions, but they are not required to re-enter their administrative credentials. This is known as
Admin Approval Mode.

A user who signs on to a system with administrative permissions will be granted two
tokens—one which enables him or her to operate as a standard user, and another, which
can be used when they perform a task that requires administrative permissions. Just as with
the standard user, after the task is completed using elevated status, the account reverts to a
standard-user privilege.

Types of elevation prompts

UAC has four types of dialog boxes, as shown in Table 6-11, with a description on how users
need to respond to the prompt.

TABLE 6-11 UAC elevation prompts

Type of elevation prompt Description

A Windows 10 setting or feature needs | This item has a valid digital signature that verifies that Microsoft is

your permission to start. the publisher of this item and it is usually safe to use the applica-
tion.

A non-Windows 10 application needs This application has a valid digital signature and it is usually safe

your permission to start. to use the application.

An application with an unknown pub- This application does not have a valid digital signature from its

lisher needs your permission to start. publisher. Use extra caution and verify that the application is safe

before using. Search the Internet for the program’s name to de-
termine if it is a known trustworthy application or malware.

You have been blocked by your system | This application has been blocked because it is known to be un-
administrator from running this applica- | trusted. To run this application, you need to contact your system
tion. administrator to remove the restriction, if appropriate.

Within large organizations, nearly all users will be configured to sign in to their computer
with a standard user account. On a managed system that has been provisioned and deployed
by the IT department, standard user accounts should have little need to contact the helpdesk
regarding UAC issues. They can browse the Internet, send email, and use applications without
an administrator account. Home users and small businesses that lack a centralized IT resource
to provision and manage their devices are often found to use administrative user accounts.
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As with previous versions of Windows, an administrator can determine when the UAC
feature will notify you if changes are attempted on your computer.

Search for UAC, and click Change User Account Control Settings to display the dialog box

shown in Figure 6-22.

&) User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.

Tell me more about User Account Control settings

Always notify
i Notify me only when applications try to make changes
to my computer (default)
®  Don't notify me when | make changes to Windows
—.- settings
@ Recommended if you use familiar applications and
- - visit familiar websites.
Never notify

Cancel

FIGURE 6-22 Changing User Account Control Settings

You need to review the information on this dialog box by moving the slider to each
position in order to determine how the UAC feature will behave. The default is Notify Me
Only When Applications Try To Make Changes To My Computer.

The Table 6-12 shows the four settings that enable customization of the elevation prompt

experience.

TABLE 6-12 User Account Control Settings

Prompt
Never notify

Notify me only when applications try to make
changes to my computer (do not dim my desktop)

Notify me only when applications try to make
changes to my computer (default)

Always notify

Manage data access and protection

Description
UAC prompting is disabled.

When an application makes a change, a UAC prompt
appears, but if the user makes a change to system
settings, the UAC prompt is not displayed. The desk-
top does not dim.

When an application makes a change, a UAC prompt
appears, but if the user makes a change to system
settings, the UAC prompt is not displayed. Secure
desktop feature is active.

The user is always prompted when changes are made
to the computer by applications or by the user.



The settings enable changes to the UAC prompting behavior only, and do not elevate the
status of the underlying user account.

In addition to the UAC settings within the Control Panel, there are many more UAC
security settings that can be configured via Group Policy and can be found in Computer
Configuration\Windows Settings\Security Settings\Local Policies\Security Options.

Q‘ EXAM TIP

You need to take time to review the UAC settings configurable by Group Policy, with par-
ticular attention to the settings that feature Admin Approval Mode.

Secure Desktop

Whenever UAC prompts the user for consent or elevated credentials, it first switches to a
feature called Secure Desktop, which focuses only on the UAC prompt. In addition, Secure
Desktop prevents other applications (including malware) from interacting with the user or
influencing the user response to the UAC prompt.

While it is possible for malware to generate a screen that imitates the look of Secure Desk-
top, and even re-create the visual UAC prompt, it is not possible for malware to actually pro-
vide UAC with the correct credentials. If a system was infected with malware, it could try to
bypass the UAC security setting, using a bogus credential prompt to harvest usernames and
passwords from unsuspecting users, and then use these credentials on genuine UAC prompts.
It is important, therefore, that administrators are vigilant against potential malware attacks,
and all devices are set to ensure that their malware protection is configured to automatically
update.

NOTE TURN OFF UAC

It is not possible to turn off UAC using Control Panel or via Group Policy because it is built
into the system security model. However, by selecting the lowest setting on the slider, it is
possible to hide UAC prompts.
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Thought experiment
Color printer mystery

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You are the IT manager for your organization, and the financial accountant has
asked you to explain a recent sharp increase in printing costs for one of the printers
in the office. You investigate and find that the increased costs relate to one of the
color printers on the first floor of the office. You need to understand why the usage
of this printer has increased 400 percent over the last three months.

Answer the following questions regarding the investigation.

1. How can you find out which user or group is responsible for the increase in
printing?

2. How would you restrict access to the printer out of normal office hours?

3. Some users require color printing, others require only monochrome printing.
How would you approach this requirement?

Objective summary

Volumes formatted using NTFS enable users to configure file and folder security, EFS,
disk quotas, and to enable auditing.

Utilizing NTFS inheritance can increase the efficiency of deploying security to folders
and files organized in a logical hierarchy.

NTFS file permissions protect files and folders locally and over the network.

Files copied or moved to a different volume will inherit the permissions from the new
location, whereas if the destination volume is the same, the explicit permissions are
retained.

Explicit Deny permissions will always overrule Allow permissions, although explicit Al-
low permissions will overrule an implied Deny permission.

EFS on Windows 10 Pro, Enterprise, and Education editions, uses AES, a 256-bit key
algorithm, to securely encrypt files stored on NTFS volumes.

Disk quotas are a simple method of restricting excess user-data usage on volumes.
Auditing needs to be enabled in Group Policy, and then configured on the resource.

User Account Control prevents unauthorized changes to Windows 10, and provides a
safer environment for administrators to manage Windows 10.

The Secure Desktop feature prevents malware from interfering with the user response
to UAC prompts.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1. NTFS supports which of the following features?
A. EFS
B. File and folder object auditing
C. Self-healing capabilities
D. Resiliency

2. A user copies some encrypted files from the network to a USB data drive. The files are
copied but they are no longer encrypted. Why aren't the copied files encrypted?

A. He needs to use the cipher command to configure encryption after copying.
B. The data drive is formatted using the FAT32 or FAT16 file system.
C. The data drive is already encrypted using BitLocker To Go.

D. The manager is not the owner of the files, a status preventing him from retaining
the encryption.

3. A member of the helpdesk team has asked for some help in resetting NTFS permissions

on a user’s data folder called "Projects,” which have been accidentally modified on the
network. What do you need to do to enable the permissions to be restored?

A. Use the Get-Acl and Set-Acl PowerShell cmdlets to reset the permissions on the
Projects folder.

B. Use the command tool ICALCS.exe and reset the permissions on the Projects
folder.

C. Remove the existing permissions on Projects, by clearing the inheritance check box
in the Projects folder Properties dialog box.

D. Request that the backup manager restores the latest server backup.

4. What type of actions can a standard user perform on his computer when using User
Account Control? (Choose all that apply.)

A. Standard users can install drivers that have been downloaded from Windows
Update without a UAC prompt.

B. Standard users can browse the Internet, send email, and use applications.

C. Astandard user can modify the UAC settings to make them more appropriate for
his needs.

D. A standard user can change his account type to administrator account.
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Answers

This section contains solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 6.1: Thought experiment

1. You could use NFC smart tags within the learning center. Each exhibit could be given
a prominent NFC smart tag, which visitors are invited to tap in order to activate the
exhibit and/or the interactive audio-visual component on the device.

2. Answers may vary, but you can use a variety of NFC hardware, including smart tags,
stickers, key fobs, or cards, or another Windows device with NFC hardware built in,
such as a Windows phone or tablet.

3. Answers may vary, but you could use GPS location sensor tracking on the device to
activate exhibits when the visitor carrying the device is located in a specific room or
position.

Objective 6.1: Review
1. Correct answers: A, B, and D

A. Correct: Public folder sharing enables users to have Read or Change permissions,
or to create file and folder access.

B. Correct: HomeGroup sharing enables users to have Read or Change permissions,
or to create file and folder access.

C. Incorrect: OneDrive does not enable users to upload or share folders. Users can
only upload or share files.

D. Correct: The Change permission would enable users to change file and folders.
2. Correct answer: C
A. Incorrect: This was the default setting in a previous version of Windows.

B. Incorrect: A file server can have an unlimited number of simultaneous share con-
nections.

C. Correct: Windows 10 permits a maximum of 20 simultaneous users to access a
share.

D. Incorrect: Windows 10 permits a maximum of 20 simultaneous users to access a
share, which prevents exhaustion of RAM related to folder sharing.
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3. Correct answer: A

A. Correct: A pressure-sensitive sensor pad placed inside a doorway or underneath a
window, and which could be triggered when an intruder steps on the pad

B. Incorrect: This sensor can be used with fingerprint authentication.
C. Incorrect: This method can be used to monitor heat changes.

D. Incorrect: This sensor will monitor the light within a room. It may not provide
accurate intruder detection because the light can't be expected to always change
when an intruder enters the room.

4. Correct answers: Cand D

A. Incorrect: OneDrive is located in the cloud and is not reliant on a specific version
of Windows.

B. Incorrect: Because OneDrive is provisioned in the cloud, it is version agnostic—
everyone accesses the same version, with identical features and experience.

C. Correct: The Fetch files feature in OneDrive requires that the remote PC is con-
nected to the Internet. If the router has a problem, the connection would not be
available.

D. Correct: The Fetch files setting within OneDrive needs to be enabled in order to
enable the feature to work.

Objective 6.2: Thought experiment

1. You need to immediately enable object auditing in Group Policy and configure audit-
ing on the color printer. After a couple of days review, the Security logs within Event
Viewer will identify all of the jobs that have been sent to the printer. The event log will
also help you to identify the name of the user or group that has been sending print
jobs to the printer. You may also be able to extract from the logs the filename of the
files that have been printed.

2. Within the color printer advanced properties dialog box, you can configure the time
when the printer is available. Enter the required office hours in this dialog box to re-
strict usage to office hours.

3. You could create two identical printers, and name one Color and the other Mono-
chrome. Add permissions to allow the group that need to print in color to be able to
use both printers. Add permissions to restrict the group that don’t need to print in
color to be able to use only the monochrome printer.
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Objective 6.2: Review

1. Correct answers: A and B

A.

Correct: NTFS supports EFS encryption.
Correct: NTFS supports file and folder object auditing.
Incorrect: NTFS does not support self-healing. ReFS supports self-healing.

Incorrect: NTFS does not support resiliency. ReFS supports resiliency with Storage
Spaces.

2. Correct answer: B

A.
B.

Incorrect: The cipher command is used with EFS certificates.

Correct: Only NTFS supports EFS. FAT16 or FAT32 volumes do not support EFS.
If the USB data drive was formatted with NTFS, the files would have retained the
encryption. The user has the right to decrypt files, otherwise he would receive an
Access Denied error message. The file is decrypted when stored on a FAT16 or
FAT32 volume.

Incorrect: EFS and BitLocker are not mutually exclusive.

Incorrect: The user may not be the owner, but he needs to have the right to
decrypt files, otherwise he would receive an Access Denied error message and the
files would not have been decrypted and copied to the USB data drive.

3. Correct answer: A

Correct: PowerShell cmdlets can operate over the network.

Incorrect: ICACLS.exe would be able to reset the permissions if the folder and files
were stored locally.

Incorrect: This would leave the folder and files without any permissions.

Incorrect: This would restore more data than is necessary and potentially over-
write data during the restore.

4. Correct answers: A and B

254

Correct: Standard users are able to install drivers that are included in Windows 10.

Correct: Standard users are able to browse the Internet, send email, and use ap-
plications.

Incorrect: This is not possible without administrative privileges.

Incorrect: Only an administrator can modify account types.
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Manage Remote Access

With more and more people working remotely, the trend is clearly on the rise. There
are many reasons for this, such as convenience as well as cost reduction. Providing
employees with permanent the office space, including desks, PCs, telephones, along with

ancillary support is very expensive, especially when located in a city center. A percentage of

the workforce often work away from office or are willing to work from home on a regular

basis. These users typically only require a secure and reliable Internet connection to access

company resources, which are often stored in the cloud.

Advances in technology, including mobile device management, VPN Reconnect,
DirectAccess, and cloud technologies are helping to create and maintain ever more
reliable and secure connections. Improvements in speed and the availability of fast
Wi-Fi, urban and rural broadband, and increased cellular carrier speeds, such as Long
Term Evolution (LTE) or 4G, are accelerating the rate at which users are able to adopt
Anywhere Working, and businesses are able to enjoy the potential cost savings.

Increased mobility demands are demanding better device security, portability, and
management. You have seen how Windows Intune helps manage remote devices and
how BitLocker Drive Encryption and BitLocker To Go ensure data stored on devices can
be secured using encryption. You'll also see in this chapter how using a Windows To Go
workspace enables ultra-portability when working away from office.

Objectives in this chapter:
m Objective 7.1: Configure remote connections

m Objective 7.2: Configure mobility options

Objective 7.1: Configure remote connections

Windows 10 helps users to remain productive whether based in the office or at a remote

location. In this chapter, you'll learn how to configure VPN connections in Windows 10,
and understand the various encapsulation, authentication, and data encryption options
available.
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The Remote Desktop Protocol that has been available since Windows XP is used to connect
to other desktops, and this protocol continues to evolve, offering increased speed and function-
ality within Windows 10. You need to understand how to configure Remote Access and enable
users to connect to other computers from their devices for remote management or for the
purpose of telecommuting.

In a world that is becoming more mobile and connected, you also need to understand
how to tether a Windows 10 device to personal cellular or other metered broadband connec-
tions, and how to configure them so that data usage is controlled, both capabilities that will
be covered here. .

This objective covers the following topics:

m Configure remote authentication

m Configure VPN connections and authentication
m  Configure Remote Desktop settings

m Enable VPN Reconnect

m Configure broadband tethering

Configure remote authentication

When we refer to using Windows 10 to connect to a remote end point, such as connecting to
an enterprise network, we'll usually use either dial-up or virtual private networking (VPN).
Despite the ubiquity of high-speed Internet access today, there are still many users who regularly
use dial-up for legacy services, such as synchronizing electronic point of sale (EPOS) and daily
bulletin boards.

When discussing remote authentication, it is easy to become rather confused by the
terminology and differences between the various VPN connection protocols, authentication
methods, and encapsulation methods that can be used. The best advice relevant to the exam
is to draw a picture, list the parts of a VPN connection, and ensure you know which technol-
ogy is the most recent innovation, such as VPN Reconnect (covered later).

Configure VPN connections and authentication

In Windows 10, creating a VPN enables data to be transferred through a virtual private network via
a secured connection (tunnel) over a public network, such as the Internet, as shown in Figure 7-1.
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FIGURE 7-1 Using a VPN to connect locations securely over the Internet

Except in a few specialized scenarios, nearly all dial-up remote connections have been
replaced by broadband-enabled VPN communications.

Windows 10 supports Point-to-Point Protocol (PPP), which can be used with a dial-up connec-
tion. Thisis an old protocol, but because it creates a direct connection and maintains a dedicated
link between the two points, it is used as the starting point for all dial-up and PPP connections.

For the exam, you will be required to understand the different types of VPN protocol that
Windows 10 supports and when each protocol should be used.

VPN protocols
Windows 10 supports four commonly used VPN protocols. Each protocol offers different
characteristics and age. Typically, the newest protocol will be the most secure.

m Point-to-Point Tunneling Protocol (PPTP) The oldest and what is considered one
of the least secure of all supported VPN protocols. However, it can be used successfully

in low-security scenarios as it is very easy to set up, and still offers more protection
than using PPP over the Internet.

Objective 7.1: Configure remote connections
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m PPTP creates the tunnel, and then can use several authentication methods, includ-
ing the Microsoft Challenge Handshake Authentication Protocol versions 1 and
2 (MS-CHAP v1 and MS-CHAP v2), Extensible Authentication Protocol (EAP), and
Protected Extensible Authentication Protocol (PEAP). If EAP is used, certificates can
be used with PPTP, otherwise they are not necessary.

= Layer 2 Tunneling Protocol (L2TP) This protocol uses the IP security extensions

(IPsec) for encryption and encapsulation. L2TP encapsulates the messages with IPsec,
and then encrypts the contents using the Data Encryption Standard (DES) or Triple
DES (3DES) algorithm. The encryption keys are provided by IPsec using Internet Key
Exchange (IKE). L2TP/IPsec can use pre-shared keys or certificates for authentica-
tion. Using a pre-shared key is useful during testing and evaluation, but should be
replaced with a certificate in a production environment.

m L2TP/IPsec is widely supported on all versions of Windows since Windows XP, and is
the preferred protocol between Windows connections.

Secure Socket Tunneling Protocol (SSTP) This is a recent protocol introduced
with Windows Server 2008 and supported on Vista SP1 or later. It encapsulates
PPP traffic using the Secure Sockets Layer (SSL) protocol, which is widely supported
on the Internet and passes through TCP port 443, which is the same as SSL. Using
the Extensible Authentication Protocol-Transport Layer Security (EAP-TLS) authen-
tication protocol together with certificates makes SSTP a very versatile and widely
used protocol.

Internet Key Exchange, Version 2 (IKEv2) |KEv2 is most useful for mobile users
and is the default protocol for Windows 10 and Windows 8.1 when trying to connect
to remote access servers. This protocol is partially supported on Windows 7 and later
versions of Windows, and provides support for IPv6 traffic and the IKEv2 Mobility and
Multihoming (MOBIKE) protocol through the Windows VPN Reconnect feature, which
allows automatic reconnection if a VPN connection is lost. Authentication is offered
using EAP, PEAP, EAP-MSCHAPV2, and smart cards.

= |KEv2 will not support older authentication methods, such as Password Authentication
Protocol (PAP) and Challenge-Handshake Authentication Protocol (CHAP), which offer
low protection.

Windows 10 will seek to negotiate a common VPN type and, by default, the type is set
to Automatic, with the option to select one of the four supported VPN types, as shown in
Figure 7-2.
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FIGURE 7-2 Adding a VPN connection

Authenticating remote users

Windows users authenticate using Kerberos when accessing the local network, but for remote
authentication, this is not suitable, and a separate protocol, which protects against network
intrusion, must be used. During the initial negotiation sequence (using PPP) when a client con-
nects to the remote computer, each party must agree on a shared authentication protocol to
use. By default, Windows 10 will use the strongest protocol that both parties have in common.

In the Add A VPN Connection Wizard, Windows 10 offers three sign-in options when con-
figuring a VPN, such as:

= User name and password
® Smart card
m One-time password

In addition to these options, you can also configure Windows 10 to use the common au-
thentication protocols:

Objective 7.1: Configure remote connections
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EAP-MS-CHAPv2 This is a protocol that uses EAP, which offers the default and
most flexible authentication option for Windows 10 clients. It offers the strongest
password-based mechanism for the client side, with certificates being used on the
server side. Authentication can be negotiated based on certificates or smart cards,
and EAP-MS-CHAPV2 is likely to be further extended and developed as technology
advances. Windows 10 will aim to use this method for authentication connections
where possible. IKEv2 connections must use EAP-MS-CHAPV2 or a certificate.

PAP This is the least secure protocol as it uses plaintext passwords. It is not considered se-
cure and should only be used whenever other authentication methods cannot be negotiated.

CHAP Used for down-level client compatibility, and has been surpassed by MS-CHAP v2.
This protocol uses a pre-shared key between the client and server to enable encryption to
take place.

MS-CHAP v2 Stronger than the CHAP protocol, with significantly improved security
when partnered with EAP to enable encryption of the password.

Creating a VPN connection

Windows 10 provides two methods of creating a VPN connection and configuring the VPN
and authentication. The traditional method is found using the Set Up A New Connection Or
Network Wizard within the Network And Sharing Center.

The modern method of creating a VPN is as follows:

1.
2.

3.

8.
9.

Click the Action Center icon, and click the VPN tile.

On the Network & Internet page, click Add A VPN Connection.

In the Add A VPN Connection dialog box, configure the options:

A. VPN provider, for example, Windows (Built-in)

B. Connection Name, for example, Work_VPN

C. Server Name Or Address, for example, vpn3.adatum.com

D. VPN type, for example, Automatic

E. Type of sign-in information and choose User Name And Password
F. Type your VPN, user name, and password

G. Click Save

On the Network & Internet screen, click Network And Sharing Center.
Click Change Adapter Settings.

Select the Work_VPN, and then click Change Settings Of This Connection.

Click the Security tab in the Work_VPN Properties dialog box, and then select Allow
These Protocols.

Check the Microsoft CHAP Version 2 (MS-CHAP v2), as shown in Figure 7-3.
Click Advanced Settings.

10. In Advanced Properties dialog box, type the L2TP pre-shared key, and click OK twice.
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FIGURE 7-3 VPN security properties

Once you have created a VPN connection, you can launch the VPN by opening the
Action Center, clicking the VPN tile, choosing the VPN connection in the Network And

Internet dialog box, and then clicking Connect. You can also navigate to Network

Connections via Network And Internet in the Control Panel, select the VPN icon, and

then click Start This Connection.

NOTE MODERN VS TRADITIONAL METHOD OF CREATING A VPN

For the exam, you need to be familiar with creating and modifying both protocols and au-
thentication options for a VPN connection using the traditional as well as modern methods.

Additional new VPN features introduced in Windows 10 include the following:

m Always On This feature enables Windows to automatically connect to a VPN. The

Always On feature can be triggered by sign-in, when the desktop is unlocked, and
on network changes. When the Always On profile is configured, VPN remains always
connected unless the user disconnects manually or logs off the device. The profile is
optimized for power and performance, and the profiles can be pushed and managed
on devices using mobile device management (MDM) tools.

Objective 7.1: Configure remote connections
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= App-triggered VPN Previously known in Windows 8.1 as “On demand VPN," this

active VPN profile can be triggered by the user launching one of the applications that
have been configuring a list of applications.

Traffic Filters To protect the server from a remote attack, an administrator can configure
policies on a Windows 10 device to inspect and, if necessary, filter VPN traffic before it is
enabled to travel over the VPN. There are two types of Traffic Filter rules available:

m App-based rules An app-based rule will only enable VPN traffic originating from
applications that have been marked as being allowed to traverse the VPN interface.

m Traffic-based rules Enterprise-level traffic-based rules enable fine-tuning of what
type of traffic is allowed. By using the industry-standard rules covered by 5 tuple
policies (protocol, source/destination IP address, source/destination port), admin-
istrators can be very specific on the type of network traffic that is allowed to travel
over the VPN interface.

®m  An administrator can combine both app-based rules and traffic-based rules.

LockDown VPN The LockDown VPN profile is used to enforce the use of the VPN
interface. In this scenario, the device is secured to only allow network traffic over the
VPN, which is automatically always on and can never be disconnected. If the VPN is
unable to connect, then there will be no network traffic allowed. The LockDown profile
overrides all other VPN profiles, and must be deleted before other profiles can be
added, removed, or connected.

Enable VPN Reconnect

VPN Reconnect is available in Windows 7 and newer versions, and uses the IKEv2 MOBIKE
protocol to automatically re-establish a lost VPN connection without user intervention. For
mobile users, the prevalence of dropped Wi-Fi or LTE connections can be frequent, due to
volatile signal strength. It is best to use and configure VPN Reconnect for your mobile users
as this will reduce the frustration of having to manually reconnect, and it will also increase
productivity.

The network outage time can be configured from five minutes up to an interruption of
eight hours.

To enable VPN Reconnect, follow these steps:

Click the Action Center icon and click the VPN tile on which you want to use VPN
Reconnect feature.

On the Network & Internet page, click Change Adapter Options.

Select the VPN icon, and then click Change Settings Of This Connection.

Click the Security tab, and then click Advanced Settings.

In Advanced Properties dialog box, check the Mobility option on the IKEv2 tab.
Modify the Network Outage Time as necessary, as shown in Figure 7-4.

Click OK twice.
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FIGURE 7-4 Configuring the Network Outage Time for VPN Reconnect

Configure broadband tethering

Windows 10 devices are becoming lighter and more mobile. Often users have multiple con-
nected devices, including laptops, tablets, and cellular phones. Virtually ubiquitous Internet

connectivity enables users to adopt an “always on” lifestyle. When users face situations where

traditional connections, such as corporate Wi-Fi or Ethernet, are not available, they will look
for other forms of connectivity, such as Wi-Fi hotspots, or they use their mobile devices to
connect to the Internet.

Broadband tethering introduced in Windows 8.1, enables users to share their own Internet
connection with others by enabling the device to function as a wireless "hotspot.” Similarly,
users can connect to other users’ shared personal "hotspots,” provided they have the neces-

sary credentials.

To connect to a shared mobile hot-spot connection, follow these steps:

1.
2.

Click the Wi-Fi icon in the notification area.

Select the shared hotspot.

Click Connect.

Enter the network security key, as shown in Figure 7-5.

Optionally, you can select the Share This Network With My Contacts check box.

Click Next and then Answer Yes or No to the question Do You Want To Allow Your PC
To Be Discoverable By Other PCs And Devices On This Network?

The additional screen shown in Figure 7-5 is only displayed on the first connection
attempt, since the system will remember the setting. To recreate this screen prompt,
you must Forget the connection within the Manage Wi-fi Settings.
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FIGURE 7-5 Connecting to a shared connection

WiFi Sense

When connecting to public or private Wi-Fi hotspots, a new feature called WiFi Sense in
Windows 10 will ask you if you want to grant the Wi-Fi access for this network to your
contacts, which will enable them to connect to the network automatically without being
required to enter or know the Wi-Fi password.

If one of your contacts enables the sharing of Wi-Fi access for a wireless network that's
near you, WiFi Sense will automatically connect you to the Wi-Fi network without requiring
you to exchange or enter the password.

WiFi Sense requires users to be signed in with their Microsoft account, and is not available
in all countries or regions. If WiFi Sense is available, the default setting is to share access to
the password-protected Wi-Fi networks that you have accessed.

NOTE WIFI SENSE PASSWORD SECURITY

When you share access to a password-protected Wi-Fi network by using WiFi Sense, the
contacts do not see the actual network password. The password is sent over an encrypted
connection and is stored in an encrypted file on a Microsoft server, and then sent over an
HTTPS connection to their PC when WiFi Sense is used.
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Users choose which Wi-Fi networks are shared, and they can also choose the group of
contacts that are allowed to use the password-protected Wi-Fi network from the following:

m Outlook.com Contacts

m Skype Contacts

m Facebook Friends

To modify the list and configure WiFi Sense, follow these steps:

1.
2.

Click the Action Center icon in the notification area.
Select the All Settings tile.

Click the Network & Internet tile.

On the Wi-Fi screen, select Manage WiFi Settings.
Modify the available options, as shown in Figure 7-6.

Scroll down the page to review the history of Wi-Fi networks, and review the sharing
status.

To stop sharing a known network, select the network and select Stop Sharing.

Close the Settings page.

& Settings

03 MANAGE WIFI SETTINGS

WiFi Sense

WiFi Sense connects you to suggested WiFi hotspots and to WiFi
networks that your contacts share with you. By using WiFi Sense,
you agree that it can use your location.

Remember, not all WiFi networks are secure.

Learn more

Connect to suggested open hotspots
@D on
Connect to networks shared by my contacts

@D on

For networks | select, share them with my

D Outlook.com contacts
D Skype contacts
D Facebook friends

Give and get Internet access without seeing shared passwords.
You'll get connected to WiFi networks your contacts share, and
they'll get connected to networks you share.

FIGURE 7-6 Managing Wi-Fi settings
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Under the settings shown in Figure 7-7 is a list of known networks that the device has
connected to. Where a network is password-protected and has been shared, there is an
option to Stop Sharing or to Forget The Connection. If a user has accidentally shared a
network, they can locate the shared network within Manage WiFi Settings, and click Stop
Sharing to prevent other contacts from being able to access this network.

To share a password-protected known network within Manage WiFi Settings, you can
select Share, and you will then be required to enter the network password.

MORE INFO WIFI SENSE FAQ

To learn more about this topic, you can consult the WiFi Sense FAQ located at http://windows.
microsoft.com/en-gb/windows-10/wi-fi-sense-faq.

Users who do not have unlimited broadband allowances need to be careful when enabling
tethering as they incur excessive charges. They should take care to review the bandwidth used
regularly, so that their usage does not exceed their allowed quota as defined by the service
provider.

Configure Remote Desktop settings

An interactive user seldom manages servers locally. With the many tools available, includ-
ing PowerShell, Remote Server Administration Tools (RSAT), and Remote Desktop, there

is very little necessity (or possibility with cloud-based servers) to manage the server
interactively.

How to use Remote Desktop and how to configure the experience of the Remote Desktop
Connection by configuring the available settings in the General, Display, Local Resources,
Experience, and Advanced tabs, as shown in Figure 7-7, have already been reviewed.
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FIGURE 7-7 Remote Desktop Connection configuration options

Any edition of Windows using Windows XP or newer can initiate a Remote Desktop
Connection, but the remote PC must be running one of the following editions of Windows:

= Windows 10 Pro

= Windows 10 Enterprise
= Windows 10 Education
= Windows 8.1 Pro

= Windows 8.1 Enterprise
= Windows 8 Enterprise

= Windows 8 Pro

= Windows 7 Professional
= Windows 7 Enterprise

= Windows 7 Ultimate

m  Windows Vista Business
= Windows Vista Ultimate
m Windows Vista Enterprise

m Windows XP Professional

Objective 7.1: Configure remote connections
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NOTE

10S 7 SUPPORT FOR REMOTE DESKTOP

The Microsoft Remote Desktop app supports iOS 7.0 or later, and is compatible with

iPhone, iPad, and iPod touch devices.

In addition to using the Remote Desktop Connection found within Windows Accessories,
you can use the command-line tool Mstsc.exe to launch the Remote Desktop Connection
dialog box, as shown in Figure 7-7. The Mstsc.exe command also enables administrators to
launch the tool, with several parameters configured.

The default firewall port that Remote Desktop uses is 3389, and this needs to allow RDP traffic
through for Remote Desktop to work. If an administrator changes the firewall port for RDP traffic,
the revised port number must be specified in the command-line tool Mstsc.exe when launching

the application.

The syntax is: mstsc [<connection file>] [/vi<server[:port]>] [/admin] [/flullscreen]]
[/w:<width>] [/h:<height>] [/public] | [/span] [/edit “connection file"] [/migrate] [/?], and the
list of command-line parameters for Remote Desktop Connection are shown in Table 7-1.

TABLE 7-1 Command-line parameters for Remote Desktop Connection

Parameter
<connection file>
/v:<Server[:<Port>]

/admin

/edit <"connection file">
/f

/wi<Width>
/h:<Height>

/public

/span
/multimon
/migrate

/?

Description
Specifies the name of a .rdp file for the connection
Specifies the remote computer you want to connect to

This parameter is used to connect you to a session for the administration of a
Remote Desktop Session Host server (The RD Session Host role service must be
installed on the remote server).

Opens the specified .rdp file for editing

Starts Remote Desktop Connection in full-screen mode
Specifies the width of the Remote Desktop window
Specifies the height of the Remote Desktop window

Runs the Remote Desktop in public mode where passwords and bitmaps are
not cached

This enables the Remote Desktop width and height to be matched with the lo-
cal virtual desktop, spanning across multiple monitors if necessary.

Configures the Remote Desktop session monitor layout to render it identical to
the client configuration

Enables the migration of older connection files that were created with Client
Connection Manager to the new .rdp connection file format

Lists the available parameters

Troubleshooting Remote Desktop Connections

Remote Desktop is a powerful tool for administrators, which enables them to manage PCs
and servers within the enterprise. Some common problems encountered when trying to

connect to a remote PC using Remote Desktop, and their resolution, are listed in Table 7-2.
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TABLE 7-2  Troubleshooting Remote Desktop Connections
Problem Possible resolution
The remote PC can't be found B Make sure you have the correct PC name
B Try using the IP address of the remote PC
There's a problem with the net- B Ensure that the router is turned on (home networks only)
work B Make sure that the Ethernet cable is plugged into your net-
work adapter (wired networks only)
B See that the wireless switch on the PC is turned on (devices
using wireless networks only)
B Make sure your network adapter is functional
The Remote Desktop port might B Contact your system administrator to check that Remote Desk-
be blocked by a firewall top is not blocked
B Allow the Remote Desktop application through Windows
Firewall
B Make sure the port for Remote Desktop (usually 3389) is open
Remote connections might not be B In the System Properties dialog box, under Remote Desktop,
set up on the remote PC select the Allow Remote Connections To This Computer button
The remote PC might only en- B Upgrade to Windows 7, Windows 8 or Windows 8.1, or Win-
able PCs that have Network Level dows 10, which support Network Level Authentication
Authentication set up to connect
The remote PC might be turned off B You can't connect to a PC that's turned off, asleep, or hibernating
B Turn on the remote PC

Remote Desktop Connection Zoom support

Many devices with very high dots per inch (DPI) resolutions are now available. When using
a device, such as a Surface Pro 3, to connect to older versions of Windows, such as Windows
7 and Windows Server 2008, the display content might appear very small and hard to read.
Windows 8.1 enabled support for host-side dynamic display scaling, but this is not available
for older versions of Windows. In Windows 10, a new feature has been introduced to enable

the user to zoom their session display on the client.

The new Zoom option can be found in the system menu in the Remote Desktop Connection
session window, as shown in Figure 7-8.
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FIGURE 7-8 Using Zoom in Windows 10 Remote Desktop Connection

With the session zoomed in, the screen text and icons become larger, and are more
readable and usable for sessions with older versions of Windows.

NOTE REMOTE DESKTOP SCALING

Remote Desktop scaling will not necessarily render the display as clear and crisp as would
happen in the case of local scaling.

Remote Desktop Connection pen support

The Remote Desktop Connection within Windows 10 supports pen remoting when con-
necting from a Windows 10 client to a host system that is running Windows 10 or Windows
Server 2016. There was some limited pen support in a Remote Desktop session in Windows
8.1, but that has been enhanced to provide a near-local experience, without any configura-
tion. If the local device supports pen and it is running Windows 10, the user can write or
draw in the Remote Desktop session.

This feature is useful for those using touch-enabled devices, such as the Surface Pro 3, who
need to connect to a remote application server using their tablet.
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Remote Desktop Connection Manager

Administrators who want to manage multiple remote desktop connections can down-
load Remote Desktop Connection Manager (RDCMan). This tool is useful for managing
server labs or large server farms, such as within a datacenter. It is similar to the Remote
Desktops Microsoft management console (MMC) snap-in found on Windows Server, but
more flexible. The current version enables many feature improvements, including virtual
machine connect-to-console support, smart grouping of remote machines, support

for credential encryption with certificates, and connectivity to virtual machines within
Windows Azure.

MORE INFO REMOTE DESKTOP CONNECTION MANAGER 2.7

You can download the Remote Desktop Connection Manager 2.7 at http://www.microsoft.
com/en-us/download/details.aspx?id=44989.

Enterprise remote technologies

There are other remote technologies that enterprises can use, which are supported using
Windows 10. For the exam, you need to have a general familiarity with these technologies
and related terms that can be utilized within an enterprise:

= BranchCache Designed to reduce wide area network (WAN) bandwidth usage
by enabling the caching of frequently-accessed data that is normally transmitted
between company sites, such as a main office and branch office. Hosted cache
mode requires a local server to maintain the cached data, whereas the Distributed
cache mode enables peer-to-peer caching amongst client devices at the branch
location.

m DirectAccess The DirectAccess feature enables seamless and secure remote
access to internal corporate resources whenever the user has an Internet access
connection. DirectAccess also enables administrators to remotely maintain and
update devices. DirectAccess requires a Direct Access server, which uses Windows
Server 2012 or newer, IPv6, a certificate (PKI) infrastructure, Domain Name System
(DNS), Active Directory Domain Services (AD DS), and Group Policy to deploy
DirectAccess configuration settings to clients. DirectAccess clients can be any
domain-joined device, with the Enterprise edition of Windows 7 or newer.
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Thought experiment
Remote Connections
In this thought experiment, apply what you've learned about this objective. You can

find answers to these questions in the “Answers” section at the end of this chapter.

You have been asked to help provide assistance to a helpdesk operator who is en-
countering some difficulties when connecting to his devices using Remote Desktop
Connection. He has several devices, including the following:
m Desktop PC running Windows Vista Business edition at his home office
® Windows 7 laptop running Home edition at his home office
m  Windows 10 Surface Pro 3 running Enterprise edition provided by his employer
m Twenty five Windows 2012 R2 Servers located in a private datacenter
Answer the following questions about Remote Desktop Connection:
1. He tries to connect to his home devices from his workplace using Remote Desk-
top. He can successfully connect to the desktop PC, but he is unable to make a

connection to his laptop. He needs to access the laptop using Remote Desktop.
What can you do?

2. When he connects to the desktop PC, using his Surface Pro 3, the screen size is
very small. What can he do?

3. He finds it laborious to connect to the individual servers at the datacenter, one

at a time. What can you suggest?

Objective summary

Windows 10 includes remote access capabilities that enable users to connect to a
remote network using dial-up or VPN connections.

VPN Reconnect is a feature supported when using IKEv2, which enables VPN connec-
tions to be automatically re-established if they are broken.

Always On, App-triggered VPN, and LockDown VPN profiles are new VPN features in
Windows 10 that enable administrators to implement enterprise-grade VPN require-
ments.

Broadband tethering enables Windows 10 to connect devices to ad-hoc wireless net-
works.

WiFi Sense is a new feature in Windows 10, which enables access to password-pro-
tected networks to be shared with your contacts, enabling seamless connection to
networks when roaming. Similarly, your device will automatically connect to open
hotspots and password-protected networks, which have been shared by your contacts.
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m Remote Desktop improves the support for devices with pens, and also introduces a
new feature that enables users to configure session zoom scaling, which can be used to
compensate for screens with high DPI resolutions.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1. Which VPN tunneling protocol supports the VPN Auto Reconnect feature?
A. PPTP
B. SSTP
C. IKEv2
D. L2TP

2. Which of the following is the most secure password-based authentication protocol
supported by the VPN client in Windows 10?

A. PAP
B. CHAP
C. MSCHAPv2

D. EAP-MSCHAPv2

3. You want to restrict the sharing of password-protected networks when using WiFi
Sense. What can you do to limit the sharing? (Choose two correct answers)

A. In Manage WiFi Settings, uncheck Outlook.com Contacts, Skype Contacts, and
Facebook Friends.

B. Turn off Connect To Networks Shared By My Contacts.
C. Turn off Connect To Suggested Open Hotspots.
D. In Manage WiFi Settings, locate a shared network, and click Stop Sharing.

Objective 7.2: Configure mobility options

Working from home, or away from the traditional office environment is not suitable for all
corporations or employees. Where feasible, mobile working is very popular, and as technol-
ogy continues to improve, the trend is likely to grow. Windows 10 embraces mobility and
offers several enhancements that increase productivity and collaboration, with anywhere
access to business tools and information.

You need to understand the options available to enable and support mobility for users, so
that they can be productive, working either at the office or away from the office.
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This objective covers how to:
m Configure offline file policies
m  Configure power policies
m  Configure Windows To Go
m Configure sync options

m  Configure Wi-Fi Direct

Configure offline file policies

When a user is travelling away from the office, there are often occasions when network
availability is insufficient for them to be able to connect their device to the corporate net-
work. Until they can re-establish a VPN connection, they are able to utilize a feature called
Offline Files, which will enable them to continue to access corporate data, which is securely
cached on their device, and enable this data to be automatically re-synced to the corporate
network once they are able to reconnect.

You need to understand how to enable the feature and create policies to manage Offline
Files in an enterprise.

Data that is made available over the network has the ability to be shared. A user might not
be able to access the Offline Files feature in the following situations:

®m An administrator has prevented offline copies on the folder or files.

m The user might not have NTFS permissions to access the files.

Users can choose which shared folders they want to make available offline. They could
choose to make many folders available, but in practice, this is not recommended because the

sync process will take longer if thousands of files and folders need to be synced each time the
user leaves and rejoins the corporate network.

When a user is connected to the network, they can work with online files accessed directly
from the network server. If they enable Offline Files, Windows 10 will cache a local copy of
the files onto the local device. These files will be kept in sync with the network versions, and
if the user must work offline, the Offline Files feature will automatically be used whenever the
user needs to work with a networked file that they have previously made available offline.

Windows will also monitor the network for latency and disconnection, and will automatically
switch to using the cached files, so that the user does not lose productivity.

NOTE CLIENT-SIDE CACHE

When using Offline Files, Windows creates a local copy of the file in the %windir%\CSC
directory, which is a hidden folder, and is only accessible by the system.
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Windows 10 will automatically switch to Offline Mode when one of the following situations
occurs:

m The files are no longer available on the network, for example, the server is unavailable
due to a server malfunction, or the server is turned off.

m The files are no longer available on the network due to a network outage, or the user
has disconnected his device from the network.

m The files are no longer available on the network due to a network outage, such as the
Wi-Fi or VPN connection being lost.

m The network connection speed is slower than the minimum bandwidth specified in
Group Policy.
m  Always Offline Mode has been configured in Group Policy.

Two of the recent policies settings relating to slow or metered networks are Enable
Always Offline Mode and Enable File Synchronization On Costed Networks. Offline Files has
been supported by Windows for many years, and for the exam, you need to review the most
recent Offline Files Group Policy settings, including the following:

= Configure Slow-link Mode
= Configure Slow-link Speed

m Synchronize All Offline Files Before Logging Off

= Synchronize All Offline Files When Logging On

m Enable Transparent Caching

m Enable File Synchronization On Costed Networks

NOTE WINDOWS 10 GUI CHANGES

Changes to Offline Files in the Windows 10 GUI are very minor, for example, the text shown
in the Network tab within Control Panel Offline Files has been slightly modified.

There are several new features available to enterprises using Windows Server 2012 and
Windows 8 or later. By configuring Group Policy, administrators can enable additional features
not found within the GUI, which support more efficient use of Offline Files, as follows:

= Always Offline Mode Provides faster access to cached files and uses less bandwidth
by making users work offline even when they are connected through a high-speed
network connection. By configuring Group Policy to enable the Configure Slow-Link
Mode setting, the latency to 1 (millisecond) causes supported client devices to use the
Always Offline Mode.

m Background file synchronization on costed networks Will enable Offline Files to
be synchronized in the background, even over costed networks. You need to disable
or not configure this setting, so that Windows will track roaming and bandwidth usage
limits while the device is using a metered connection. When the client is near or over
their usage allowance, Windows will disable background synchronization to prevent
users from incurring excessive usage charges.
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To enable the Always Offline Mode, complete the following steps:
1. Open Group Policy Management.

2. Inthe console tree, navigate to Computer Configuration\Policies\Administrative
Templates\Network\Offline Files.

3. Double-click Configure Slow-Link Mode.
4. Click Enabled.
5. Inthe Options box, next to UNC Paths, click Show.

6. In the Value Name box, specify the file share for which you want to enable Always
Offline Mode, or to enable Always Offline Mode on all file shares, type *.

7. Inthe Value box, type Latency=1 to set the latency threshold to one millisecond, as
shown in Figure 7-9.

8. Click OK twice.
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FIGURE 7-9 Configuring Group Policy to enable Always Offline Mode

To disable background file synchronization of Offline Files on metered networks, complete

the following steps:

1. Open Group Policy Management.

2. In the console tree, navigate to Computer Configuration\Policies\Administrative
Templates\ Network\Offline Files.

3. Double-click Enable File Synchronization On Costed Networks.
4. Click Disabled.
5. Click OK.
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NOTE SLOW-LINK MODE

If you are attempting to avoid network usage when synchronizing offline files to reduce
extra charges on cell phone or broadband plans, you need to configure both of the Group
Policy settings: Configure Slow-link Mode and Enable File Synchronization On Costed
Networks, so that they can complement each other.

You need to also review the following additional enterprise features that can be configured
and deployed using Group Policy settings that relate to Offline Files, Folder Redirection, and
Roaming User Profiles:

m Deploy Folder Redirection With Offline Files
m Deploy Roaming User Profiles

m Deploy Primary Computers For Folder Redirection And Roaming User Profiles

Configure power options

Windows 10 continues to enable users and administrators to fine-tune the power settings for
individual elements on Windows devices. For mobile users, battery consumption and power
conservation can be a critical issue when users are away from the office, without the device
charger.

On a mobile device, the battery life remaining will be calculated and displayed in the notifica-
tion area, as shown in Figure 7-10, with an option to modify the device Power & Sleep Settings, and
options to implement Battery Saver mode and also to change the screen brightness.

O 7 hours 6 minutes
I:I‘ /C) remaining

Power & sleep settings

Battery saver  40%

e =

FIGURE 7-10 Power tile in the notification area

Clicking on the Power & Sleep Settings option will launch the Settings page, as shown in
Figure 7-11, which shows the default settings applied to the device.
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FIGURE 7-11

Notice the Wi-Fi options available while Windows 10 is in Sleep mode:

= When On Battery Power, Stay Connected To WiFi While Asleep

Power & Sleep options

m When Plugged In, Stay Connected To WiFi While Asleep

NOTE REVIEW POWER OPTIONS ON A MOBILE DEVICE

When preparing for the exam, you should try to use or borrow a laptop to review the
power settings and options available within Windows 10 as many options, including the
screen brightness, battery life, sleep, or Wi-Fi options are not available when using a desk-

top or virtual machine.

You define power settings in addition to the user-centric options. You can access Power
Options by clicking the Additional Power settings link on the Power & Sleep settings page, or

by using the Power Options Control Panel.

Users can configure many options and choose, modify, or save a power plan, and make

amendments to key power-related activities, including:

m Require a password on wakeup.

m Choose what the power button does.

m Choose what closing the lid does.

m Create a power plan.

m Change when the computer sleeps.
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Administrators can configure additional advanced power-plan settings, and both types of
users can restore plans back to their default settings.

Windows 10 includes a useful Windows Mobility Center, which can be used to review mo-
bility settings, all in one location. Depending upon your system, some or all of the following
settings might be available on your mobile device:

m Brightness Enables you to temporarily adjust the brightness of your display.

= Volume Enables you to adjust the speaker volume of your device, or select the Mute
check box.

= Battery Status Lets you view how much charge is remaining on your battery.

m Screen Orientation Lets you change the orientation of your device screen from
portrait to landscape, or vice versa.

= External Display Enables connection to an additional monitor to your device.
m Sync Center Enables you to sync with external data sources, such as Offline Files.

= Presentation Settings Lets you turn on presentation settings during a presentation,
and temporarily disable the following:

m Disables popups and notifications area popups (such as from Outlook)
m Prevents Windows from going into sleep mode
m Prevents Windows from turning the screen off

Mobility Center is only available on mobile devices, such as laptops and tablets.

Using Group Policy to configure power policies
In addition to the power options in the GUI interface, administrators can configure the same
options by using Group Policy.

The Power Management GPOs are located in the following container:
Computer Configuration\Policies\Administrative Templates\System\Power Management

There are five nodes under Power Management: Button Settings, Hard Disk Settings,
Notification Settings, Sleep Settings, and Video And Display Settings. Each has several GPOs
that you need to explore to ensure that you appreciate the various aspects of the power op-
tions that can be configured using Group Policy. Although most of the settings are duplica-

tions of those found within the Control Panel, the following Sleep Settings are an example of
power settings that are not available within the Control Panel:

m Specify The System Sleep Timeout (Plugged In)

m Specify The System Sleep Timeout (On Battery)

m Require A Password When The Computer Wakes (Plugged In)
= Require A Password When The Computer Wakes (On Battery)
= Allow Standby States (S1-S3) When Sleeping (Plugged In)

= Allow Standby States (S1-S3) When Sleeping (On Battery)
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Using powercfg.exe

If you have configured the power options for your device, you can save the entire power-
management plan as a custom plan to a file. To do this, you need to use the Powercfg.exe
command-line tool, which can export and import settings from one computer, which you
can then deploy to other devices using the command line or using Group Policy.

Use the Powercfg.exe —list command in a command prompt to get a list of the power plans
that are currently available on your device. On a Windows 10 PC, you should see the three de-
fault plans and any custom plans that you have created, as shown in Figure 7-12.

To export a power plan, make a note of the GUID value, which uniquely identifies the
power plan. To export the policy, type powercfg.exe —export power.pow GUID (where the
GUID value is the GUID that you noted previously). Figure 7-12 shows the completed listing,
export, and verification that the .pow file has been created.

To import a custom power plan, type powercfg.exe /import c:\\temp\power.pow,
where c\temp\power.pow represents the path and file name.

NOTE COMMAND PROMPT: COPY AND PASTE

You can use shortcut keys CTRL-C (Copy) and CTRL-V (Paste) to copy and paste within a
Windows 10 command prompt.

EH Administrator: Command Prompt — [m] X

FIGURE 7-12 Using Powercfg.exe at an administrative command prompt
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NOTE EXPORT REQUIRES ELEVATED PRIVILEGES

To view the power plans, you can use a normal command prompt, but to import or export
a power plan, you need to use an administrative command prompt.

In Figure 7-13, the Power Management Group Policy settings are visible. In the right pane,
you can see the highlighted options, which can be used to apply a custom power plan. These are
Specify A Custom Active Power Plan and Select An Active Power Plan. You need to ensure that the
power plan has been first deployed, using Powercfg.exe, to the device using powercfg.exe /import
c:\scheme.pow.

=] Local Group Policy Editor — [m| X
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e | nmE= Hml v
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7] isCsl .
= KDC Specify a custom active power plan  Setting
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| Mitigation Options At least Windows Vista jSIeep Settings
| Met Logon Descrint j‘u‘ideo and Display Settings
= escription: " "
v [ Pf)wer Manage.ment This policy setting specifies the pecrfyacuom active power plan
- Button Settings active power plan from a specified [E] select an active power plan
_| Hard Disk Settings power plan's GUID. The GUID for a
| Notification Settings custom power plan GUID can be
| Sleep Settings retrieved b]}c,r_ using powercfg, tP;e
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. | Video and Display Settings fine toal.
| Recovery
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| Shutdown 103eeabe-%cd-4544-a713- v
| Shutdown Options " c282d8e30083), indic_ating the < >
< ' ' > |" Extended / Standard /
2 setting(s)

FIGURE 7-13 Power Management Group Policy settings

There are a number of specialist powercfg commands, which are more relevant to mo-
bile devices and can be used to troubleshoot battery issues, such as abnormal battery drain,
hibernation behavior, or to determine the expected life of the device battery. You need to
review all of these commands for the exam, but if you have a battery-powered device, such as
a Surface, it is worthwhile viewing the output of some of the commands shown in Table 7-3.
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TABLE 7--3 Troubleshooting energy issues with powercfg.exe

Command Description

powercfg /energy Generate an Energy Report

powercfg /a Identify the available sleep and standby states that your device
supports

powercfg -devicequery wake armed Identify what last caused your device to wake from sleep or hiber-
nation

powercfg /batteryreport Generate a Battery Report

powercfg.exe /hibernate on Make hibernation available

powercfg.exe /hibernate off Makes hibernation unavailable

powercfg /sleepstudy Generate a Connected Standby Sleep Study—Dby default, it will
generate a report for the last 3 days, but this can be extended up
to 28 days by using the /duration 28 argument.

Configure Windows To Go
Computing continues to evolve, and devices are getting smaller and smaller and more portable,
while at the same time packing more features and more power.

Windows To Go offers users a paradigm shift in thinking about a PC. Instead of install-
ing, configuring, and “owning” the PC that they use, the user of a Windows To Go workspace
simply inserts a special USB drive into the host PC and boots directly to it. All Windows 10
operations are carried out natively on the USB drive, and essentially, the workspace acts like a
parasite or guest using the hosts' hardware except for the hard drive, which is disabled.

You need to regard Windows To Go as a specialist option to enable Windows 10 to be
deployed in alternative workplace scenarios. Example scenarios could include travelling
ultra-light without a laptop or tablet, or where there are a lot of employees, such as airline
staff who use the same device, or staff on short contracts, which would make the provision of
hardware uneconomical.

Windows To Go has the following features as well as differences when compared to a typical
installation of Windows:

m Hardware requirements A Windows To Go workspace should only be used on PCs
that meet the Windows 7 or later hardware requirements.

m Licensing restrictions Windows To Go is only available in the Enterprise and
Education editions of Windows 10.

m Internal disks are offline Internal hard disks on the host computer are offline by
default.

m Trusted Platform Module (TPM) is not used If BitLocker Drive Encryption is used
to encrypt a Windows To Go drive, it cannot use the TPM since the TPM is tied to a
specific computer.
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m Hibernate is disabled by default Hibernation is disabled by default to prevent
possible corruption of the Windows To Go drive if it is moved to another device while
using hibernation. Hibernation can be re-enabled in Group Policy. Windows To Go
supports all other power states.

= Windows Recovery Environment is not available To reduce size on the drive, the
RE is not available.

m Refreshing or resetting a Windows To Go workspace is not supported The feature
is disabled—if necessary you should re-image it with a fresh image.

= Upgrading a Windows To Go workspace is not supported Older Windows 8 or
Windows 8.1 Windows To Go workspaces cannot be upgraded to Windows 10 work-
spaces.

= Architecture and firmware The Windows To Go drive must be compatible with the
processor architecture and firmware type. For example, 32-bit versions of Windows To
Go will not work on 64-bit computers. Windows To Go is not supported on the ARM
architecture, and Windows RT is not supported.

Roaming with Windows To Go

Windows To Go drives can be booted on multiple computers. When a Windows To Go workspace is
booted on a new host computer, it will detect all hardware on the computer and install any needed
drivers. If the Windows To Go workspace returns to the same host computer again, it will load the
correct set of drivers automatically.

Some applications do not support roaming as they bind to the computer hardware, which
can cause difficulties if the workspace is being used on multiple host computers.

MORE INFO WINDOWS TO GO FREQUENTLY ASKED QUESTIONS

The following TechNet article identifies some commonly asked questions about Win-
dows To Go https://technet.microsoft.com/en-us/library/mt185783%28v=vs.85%29.
aspx?f=255&MSPPError=-2147217396#wtg_faq_virt.

Hardware considerations for Windows To Go

Certified Windows To Go devices have been specially optimized to meet the necessary require-
ments for booting and running a full version of Windows 10 from a USB drive.

Windows To Go drives are optimized as follows:

= Built for high random read/write speeds

m Support the thousands of random access 1/O operations per second

m Tuned to ensure they boot and run on hardware certified for use with Windows 7 and later

m Built to last under normal usage, despite the high performance requirements
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NOTE HOST USB 2.0 PORTS

Windows To Go is supported on both USB 2.0 and USB 3.0 ports on PCs certified for Windows
7 or later. A Windows To Go drive, running on a USB 3.0 port, will operate considerably faster
on USB 3 than on USB 2.0.

Certified Windows To Go drives

The drives listed in Table 7-4 are currently certified Windows To Go drives.

TABLE 7-4 Certified Windows To Go drives

Windows To Go drive

IronKey Workspace W500

IronKey Workspace W700

IronKey Workspace W300

Kingston DataTraveler Workspace for
Windows To Go

Spyrus Portable Workplace
Spyrus Secure Portable Workplace
Spyrus Worksafe

Super Talent Express RC4 for Windows
To Go

Super Talent Express RC8 for Windows
To Go

NOTE CERTIFIED DRIVES

Vendor Website

http.//www.ironkey.com/windows-to-go-drives/ironkey-
workspace-w500.html

http://www.ironkey.com/windows-to-go-drives/ironkey-
workspace-w700.html

http.//www.ironkey.com/windows-to-go-drives/ironkey-
workspace-w300.htm/

http://www.kingston.com/wtg
http://www.spyruswtg.com
http://www.spyruswtg.com

http://www.spyruswtg.com

http://www.supertalent.com/wtg

http.//www.supertalent.com/wtg

Using a Windows To Go USB drive that has not been certified is not supported.

Administrators can provision Windows To Go drives using the Windows To Go Workspace
Wizard or PowerShell scripts to target several drives and scale out the deployment for a large
number of Windows To Go drives. A USB duplicator can be used to rapidly duplicate Windows
To Go drives after it has been provisioned. Do not enable BitLocker Drive Encryption on Windows
To Go drives if you are planning to use a USB duplicator because drives protected with BitLocker
will use the same encryption key if duplicated.
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Creating a workspace with the Create A Windows To Go Workspace
Wizard

To create a Windows To Go workspace on a certified USB drive, use the Windows To Go
Workspace Wizard by following this procedure:

Launch the Windows To Go Workspace Wizard by typing Windows To Go in the Search
bar.

Insert the certified Windows To Go 3.0 USB drive into an available USB 3.0 port.

You'll be asked to Choose The Drive That You Want To Use. Select the certified Win-
dows To Go workspace, and click Next.

Choose a Windows 10 image. Select the image, or select Add Search Location, and
browse to a location that contains the required Windows 10 Enterprise .wim image file
(such as install.wim).

Click Next.

Check the box next to Set A BitLocker Password (Optional), or click Skip.

The Create A Windows To Go Workspace Wizard will now apply the Windows image to
the drive, as shown in Figure 7-14.

Once completed, the wizard will optionally configure the host PC to boot to the new
Windows To Go workspace.

%= Create a Windows To Go workspace

Creating your Windows To Go workspace

This might take a while.

Applying Windows image

Cancel

FIGURE 7-14 Applying the Windows To Go image
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Creating a workspace with Windows PowerShell

PowerShell cmdlets can perform the same function as the Create A Windows To Go Workspace
Wizard. Because there is now visual confirmation as in the wizard, you need to ensure that
only the USB drive you want to provision as a Windows To Go Workspace is connected to the
provisioning PC.

The PowerShell script should be run in an elevated Windows PowerShell prompt. The script
required to configure the Windows To Go Workspace is quite long, and includes the following
stages:

1. Partition a master boot record (MBR) disk for use with a FAT32 system partition and an
NTFS-formatted operating system partition.

2. Apply the Windows 10 .wim file that contains a sysprepped generalized image using the
Deployment Image Servicing and Management (DISM) command-line tool.

3. Use the Bcdboot.exe command-line tool to move the necessary boot parts to the
system partition on the disk.

4. Apply the new SAN policy setting OFFLINE_INTERNAL - “4" to prevent Windows 10
from automatically bringing online any internally connected disk.

5. Create and deploy an answer file (unattend.xml) that disables the use of Windows
Recovery Environment with Windows To Go.

There isn't enough space in this book to include the scripts required, but you can view a
sample PowerShell script at http://social.technet.microsoft.com/wiki/contents/articles/6991.
windows-to-go-step-by-step.aspx.

EXAM TIP
Windows To Go is only available as a feature in Windows 10 Enterprise and Windows 10
Education editions of Windows 10, and is obtained as part of the Microsoft Software

Assurance program.

Configure sync options

The number of devices that users own has risen significantly over the last few years. It is typical
for a user to have personal equipment at home, and also be provided with devices, such as a
smartphone and a computer, by their employer. A few users have multiple tablets, laptops,
and desktop PCs. With the rising trend of Bring Your Own Device (BYOD), whereby users bring
their own devices to the workplace, users can find it difficult to manage their identity and
consistency across multiple devices, and still remain productive on each.

Windows 10 builds on the sync settings that were introduced with Windows 8, and helps
you with synchronization between your devices whether those are at home or at the work-
place. You can sync settings, such as your desktop theme, browser settings, and passwords, so
that they will appear on all your Windows 10 devices. This synchronization is not automatic—
unless you sign in with a Microsoft account and turn on the syncing for each device.
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Even if you sign in with a Microsoft account, you can disable syncing, or review each of the
available options and enable or prevent them one by one.

In Windows 10, the sync settings are found in the Sync Your Settings section under the Accounts
page in Settings. The default settings are that sync is turned on, as shown in Figure 7-15.

€03 ACCOUNTS
Your account .
Sync your settings

Sign-in options . . . .
9 P Sync Windows settings to other devices using

Work access
How does syncing work?

Family & other users
Sync settings

Sync your settings m On

Individual sync settings

Theme

@D on

Web browser settings
@ on
Passwords

@D on
Language preferences
@D on

Ease of Access

@D on

Other Windows settings
AN on

FIGURE 7-15 Syncing your settings to other devices

There are seven choices for the user to configure relating to syncing settings between your
devices:

m Sync Settings [f this is turned off, no changes are made to any of the settings on
your other devices when you sign in with your Microsoft account.

= Theme This lets you sync your color and background choices. Turning this setting off
enables each device to retain its own theme.

= Web Browser Settings This lets you sync Edge browser settings.

m Passwords Any passwords saved on your Windows 10 device will be securely synced
to the other devices that you sign in to with your Microsoft account.

= Language Preferences This is useful if you require multilingual support.

Objective 7.2: Configure mobility options
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m Ease Of Access Any accessibility options that are applied to one machine will sync to
all your Windows 10 devices.

m Other Windows Settings Syncs other settings and preferences, such as taskbar
settings and position, search preferences, mouse pointer speed, printer preference
settings, File Explorer Quick Access settings, and many more.

Deleting your personal settings from the cloud

You have seen that when you use a Microsoft account to sign in to Windows 10, the settings and
app data that you choose to sync are saved in your Microsoft account, or more specifically, they are
stored in your secure OneDrive cloud.

If you stop synchronizing your settings between your devices, the data will not be removed
from OneDrive; you need to delete the PC settings from OneDrive. To stop synchronizing your set-
tings and delete the settings from OneDrive, perform the following steps:

1. Sign in to your device with your Microsoft account.

2. Open Settings, click Accounts, and then click Sync Your Settings.

3. Set the Sync Settings toggle to Off.

4. Repeat this action on all devices that use the same Microsoft account.

5. If you have a Windows 8.1 phone, navigate to Settings, then tap Sync My Settings, and
click Turn Off Synchronization For All Settings.

6. To delete your settings from OneDrive, you need to launch OneDrive.com.
7. Click the Settings/Options gear in the top right corner of the screen.
8. Select Device Backups.

9. For all devices, click Delete.

NOTE MULTIPLE ACCOUNTS

If you use associated multiple devices with your Microsoft account, you need to perform the
task for each device.

Sync Center and configuring sync options

Previous versions of Windows included options to create a sync partnership between
Windows and mobile phones, portable music players, or other mobile devices, but the most
common use for Sync Center is to sync with Offline Files. If you have enabled Offline Files, as
explored earlier in this chapter, Windows will display a sync partnership in Control Panel Sync
Center, as shown in Figure 7-16.
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& Sync Center - O *

Control Panel Home

® View sync partnerships View recent sync activity, sync now, or change your sync settings.
View sync conflicts
View sync results Sync All 0
Set up new sync partnerships Folders (1) R
Manage offline files Offline Files

v @ <« All Control Panel ltems » Sync Center » v O Search Sync Center 2

Keep your information in sync

MNetwork files available offline
Offline Files allows you to acces...

FIGURE 7-16 Windows Sync Center

When working with Offline Files, you can use Sync Center to perform tasks. For the exam,
you need to review all options, and pay particular attention to the Manage Offline Files option,
which opens a dialog box that enables you to configure settings, including:

Disable Offline Files

Open Sync Center

View Your Offline Files

Check Disk Usage For Your Offline Files
Change Disk Usage Limits For Your Offline Files
Delete Temporary Files

Encrypt Or Unencrypt Your Offline Files

Set The Threshold, in minutes, of how often Windows checks the speed of your network
connection. By default, this is configured as 5 minutes

If you right-click the Offline Files icon in the center of the Sync Center screen, as shown
in Figure 7-16, you can select Schedule For Offline Files. This will launch the Offline Files
Synchronization Schedule Wizard.

In the Offline Files Synchronization Schedule Wizard, you can modify the default schedule
for when you want Windows to synchronize your offline files. If you choose synchronization
at a scheduled time, you can set a start date, time, and whether the synchronization should
repeat and at what frequency, such as hourly, weekly, or other.

You can choose the events or actions that will automatically synchronize Offline Files, such
as when:
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® You log on to your computer
®m Your computer is idle
m You lock Windows

® You unlock Windows

You can also choose additional scheduling options by clicking the More Options button, as
shown in Figure 7-17.

X
« Offline Files Synchronisation Schedule
Choose what events or actions will automatically synchronise "Offline Files"
Start synchronising when:
M log on to my computer
My computer is idle for 15 = | minute(s) v
[[I1 lock Windows
[[J1 unlock Windows
More scheduling options X
Choose any additional scheduling options you want
Start synchronising only if:
More Options... M The computer is awake (not in standby or hibernate)
[JThe computer has been idle for at least 15 2 | ‘minute(s) -
[JThe computer is running on external power
Stop synchronising if:

[JThe computer wakes up from being idle

[JThe computer is no longer running on external power

FIGURE 7-17 More synchronization scheduling options

When working with offline files, you need to take care that they are carefully managed in
order to reduce the likelihood of sync conflicts. When Windows has two copies of the same
file stored in separate places and a conflict occurs, the sync will not succeed unless you decide
which of the files to keep. No conflict would normally occur when you are working away from
the office and syncing the newer files from your device back to the network location.

Conflicts arise when multiple users are accessing the same files and folders. For example,
if you had worked on a file remotely and so had another user, Windows will ask you how to
address the conflict. If you accept the option to keep the latest version, you could potentially
lose any amendments to your work, if this was not previously saved to the networked version.

Depending upon the number of conflicts that you encounter, it is preferable to use the
Offline Files feature on files that are not shared with other users.
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Understanding Work Folders

Work Folders is a new enterprise feature requiring Windows Server 2012 R2, and available to
Windows 8.1 and Windows 10 users, which enables administrators to create a special folder
called a sync share. Sync shares have characteristics similar to that of Offline Folders, but they
are accessible only from an individual computer and not between multiple users. Further-
more, sync shares are accessed by non-domain joined computers that are owned or used by
domain users, such as a home device or BYOD.

As this is an enterprise feature, you only need to understand how the basics of Work
Folders are used and the functionality they provide.

Work Folders are available on Windows 7 and newer versions of Windows, and via an app
on an Apple iPad. The functionality is as shown in Table 7-5.

TABLE 7-5 Work Folders functionality

Functionality Availability Description

Work Folders integration Windows 8.1 Work Folders item in Control Panel

with Windows Windows RT 8.1 Work Folders integrated into File Explorer to
Windows 7 (download enable access to files stored in Work Folders
required) Work Folders sync engine

Work Folders app for Apple iPad (iOS 8) A Work Folders app that enables access to files

devices in Work Folders

Once the feature has been installed and configured on a Windows Server 2012 R2 domain
computer, the user needs to launch Manage Work Folders within Control Panel and follow the
Set Up Work Folders Wizard to connect to the corporate sync share.

There are three methods by which a device can be configured to use Work Folders:

= Auto Discovery Users only need to enter their corporate email address, and Work
Folders will auto discover the correct path to the sync share using the DNS entry, which
will look similar to workfolders.contoso.com.

m Custom URL This is provided by an administrator. Work Folders will use the uniform
resource identifier (URL), which will be similar to workfolders.contoso.com.

m Group Policy This method can be deployed to devices that are part of the domain
in which you want to use Work Folders. You can add Custom URL to the Specify Work
Folders Group Policy Object (GPO), which is found at User Configuration\Policies\
Administrative Templates\Windows Components\Work Folders. You need to provide
a Work Folder URL, such as workfolders.contoso.com/sync/1.0, in the GPO, as shown
in Figure 7-18. If the setting to force automatic setup is checked, users are not asked
where they want to store the Work Folders data on the local device, instead this is
stored in the %USERPROFILE%\WorkFolders location.
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FIGURE 7-18 Configuring Work Folders using Group Policy

You need to know the following limitations and requirements about Work Folders,
although you are not expected to have configured the infrastructure on Windows Server
2012 R2:

Windows Server 2012 R2 is required to host sync shares.

NTFS file system is required to store user files.

Server certificates from a trusted certification authority (CA), such as a public CA, are
required for each Work Folders file server host. A server needs to be accessible from
the Internet, such as a network gateway.

A registered domain name resolvable from users over the Internet.

Ability to create a public DNS Host(A) record called workfolders.

The max size for individual files is 10 GB.
Work Folders uses the: %USERPROFILE%\Work Folders location by default.

PCs and devices must be running one of the following operating systems:

® Windows 10
® Windows 8.1

® Windows RT 8.1

® Windows 7

m iOS 8 on an Apple iPad

m  Windows 7 Professional, Windows 7 Ultimate, or Windows 7 Enterprise and be
joined to the organization-specific domain




Configure Wi-Fi Direct

Wi-Fi Direct is a new standard developed with the Wi-Fi Alliance, is fully supported by Windows
10, and enables Wi-Fi Direct devices to connect seamlessly to one another without requiring a
network access point or router. By enabling users to create their own private ad-hoc network as
and when required, Wi-Fi Direct enables you to interact with other hardware, for example, print
to a wireless printer or send your PowerPoint presentation to an external display.

Devices that are utilizing Wi-Fi Direct include mobile phones, cameras, printers, TVs, PCs,
and gaming devices, such as Xbox One.

Wi-Fi Direct is very similar to Bluetooth, but only 10x faster (Wi-Fi Direct transfers data at
up to 250 Mbps, whereas Bluetooth 4.0 transfers data at up to 25 Mbps).

As the technology continues to mature, Microsoft has upgraded and enhanced the appli-
cation program interface (API) support with Windows 10 for developers to use when writing
their software. Original equipment manufacturer (OEM) vendors are gradually incorporat-
ing Wi-Fi Direct into their devices, such as printers utilizing Wi-Fi Direct. Unlike Bluetooth,
only one device needs to support Wi-Fi Direct, though they will still pair in much the same
way as Bluetooth. For example, Miracast enables a Windows device to wirelessly display on
to a projected screen, such as a TV or projector. Ideal for enabling screens that do not have
built-in support for Wi-Fi Direct, Miracast uses a High-Definition Multimedia Interface (HDMI)
adapter, which plugs into the remote screen. Windows 10 can wirelessly connect to the
Miracast adapter.

To use the Wi-Fi Direct technology, a user will turn on or enable the Wi-Fi Direct device,
such as a Miracast adapter or printer, and Windows 10 will locate the device wirelessly and
connect. Once connected, application files that are required for the user interface, such as
display or printer dialog screens, are received directly from the Wi-Fi Direct device.

Some characteristics of Wi-Fi Direct are listed below:

m Distance between devices Compared to Bluetooth, which creates a Personal Area
Network of just a few feet, Wi-Fi Alliance states that Wi-Fi Direct devices can reach
each other over a maximum distance of up to 656 feet.

m Security Wi-Fi Direct uses WPA2 security, which uses AES 256-bit encryption with a
key-based encryption and authentication method.

m Speed Wi-Fi Direct claims device-to-device transfer speeds of up to 250Mbps.

m Services Wi-Fi Direct Send, Wi-Fi Direct Print, Wi-Fi Direct for DLNA, and Miracast
are the four services that currently utilize the Wi-Fi Direct standard.

The following steps provide an example of how to connect to a Wi-Fi Direct TV screen:

1. Turn onthe TV and select Screen Mirroring, Miracast, or other wireless input source on
your TV.

2. Onyour Windows 10 device, open Settings and click Devices.
3. Select Connected Devices.

4. Click Add Device, and enable Windows 10 to search for devices.
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Windows 10 should be able to locate your TV and list it under Other Devices, as shown
in Figure 7-19.

5. To project your screen, open the Action Center and click the Connect tile.
6. Select the Wi-Fi Direct device from the list of wireless display and audio devices.

Windows will now establish the connection and your screen should now be mirrored.

€03 DEVICES Find a set

Printers & scanners

Add devices

Connected devices
Add a device
+

Bluetooth
Connecting to [TV]Samsung LED46

Mouse & touchpad
Connecting to [TV]Samsung LED46

Typing Follow any instructions on your television.

Pen

AutoPlay

(drivers, info and applications) for new devices won't download
while you're on a metered Internet connection.

@D off

Related settings

Bluetooth settings

Devices and printers

FIGURE 7-19 Connecting to an external display

MORE INFO WI-FI ALLIANCE

More information can be found about the Wi-Fi Alliance at http://www.wi-fi.org/.
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Thought experiment
Remote access to files for the sales team

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

Your CEO has asked you to research possible solutions for providing members of the
sales team with access to company files, which can be synced to their devices over
the Internet. The technology deployed should be available when they are at home
or visiting clients. Your infrastructure includes Windows Server 2012 R2. You are
not considering deploying Direct Access.

Answer the following questions regarding your research:

1. What possible technologies could you use to provide access to company files
over the Internet?

2. The Sales Manager uses an Apple iPad. Which solution would enable iPad to access
and sync the files?

3. Your sales team needs to access and be able to present a PowerPoint slideshow.
The slideshow is updated each day by the marketing team. Which solution would
enable access to the updated file?

Objective summary

Offline Files and Work Folders enable users to continue to work with shared files even
when they are not connected to the network.

The Sync Center offers a centralized location to configure actions that will trigger the
synchronization of sync partnerships.

Users can modify existing power plans or create new ones to fine-tune their battery
consumption and manage battery life. Administrators can use Powercfg.exe and Group
Policy to export, import, and apply power plans.

Windows Mobility Center offers users of mobile devices quick access to configuration
settings that are often modified by mobile users.

Windows To Go workspaces enable users to travel without their own device, and use a
Windows To Go certified USB drive to boot to Windows 10 on a host computer.

Work Folders enable users to access and sync company sync shares from external
devices that include domain-joined and non-domain joined devices.

Wi-Fi Direct enables Windows 10 devices to interact with other hardware, such as
printers, TVs, PCs, and gaming devices, such as Xbox One.

Objective 7.2: Configure mobility options
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. Which two Group Policy settings should you configure to prevent a user from exceed-
ing their monthly cellular data allowance when they synchronize Offline Files when
away from the office?

A.
B.
C.
D.

Configure Slow-link Mode

Enable File Synchronization On Costed Networks
Synchronize All Offline Files Before Logging Off
Configure Slow-link Speed

2. You want to import a custom power plan to your manager’s PC. Which command
should you use?

Powercfg.exe —import custompower.pow
Powercfg.exe —i custompower.pow
Powercfg /i c:\custompower.pow

Powercfg /import c:\custompower.pow

3. A member of your team wants to create a Windows To Go drive. They are not sure how
to create a Windows To Go drive. Which of the following are true?

A.
B.
C.

To secure the Windows To Go drive with BitLocker, you need to use a TPM.
Windows 10 Pro and Windows 10 Enterprise are licensed to use Windows To Go.

Your team member should only use Windows To Go certified devices to create a
Windows To Go workspace.

Your team member can use any USB 3.0 drive, which has a capacity of 32GB or
larger, to create a Windows To Go workspace.

4. You want to implement Work Folders. Which of the following statements are true?
(Choose all that apply).

A.

B.
C.
D.

Windows Server 2012 R2 is required to host sync shares.
Only Windows 10, Windows 8.1, and Windows 8 support Work Folders.
You need a Microsoft account to use Work Folders.

A certificate is required to enable the server to use Work Folders.

Manage Remote Access



Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 7.1: Thought experiment

Answers vary, but because he is having some success, it is likely that his home router
is correctly configured to enable port forwarding to his internal network. Even if there
were other issues found with the configuration, the laptop is running an edition of
Windows that does not support Remote Desktop connections. The laptop would need
to be upgraded to either Windows 7 Professional, Windows Ultimate, or Windows
Enterprise edition.

1.

Because the Surface Pro 3 offers very high DPI resolutions, he needs to use the Scaling
feature within the Remote Desktop Connection application.

He needs to download and install the Remote Desktop Connection Manager in order
to be able to quickly and seamlessly change from one server in the datacenter to

another.

Objective 7.1: Review

1.

Correct answer: C

Incorrect: The PPTP protocol does not support the VPN Auto Reconnect feature.
Incorrect: The SSTP protocol does not support the VPN Auto Reconnect feature.
Correct: IKEV2 supports the VPN Auto Reconnect feature.

Incorrect: The L2TP protocol does not support the VPN Auto Reconnect feature.

Correct answer: D

Incorrect: This enables passwords to be transmitted in clear text.

Incorrect: CHAP is the least secure of the CHAP authentication methods that use a
challenge mechanism and is used for authenticating down-level clients.

Incorrect: Included with Windows Server 2000 and later, this method is stronger
than CHAP, but is not as secure as EAP-MSCHAPV2.

Correct: EAP-MSCHAPV2 is the default selection for new connections in Windows
10 and offers the strongest password-based mechanism for a client. Certificates
are used, but only on the server side.

Answers
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3.

Correct answers: A and D

A. Correct: If you clear the Outlook.com check box, Skype Contacts and Facebook
Friends, there will be no contacts to share password-protected networks.

B. Incorrect: This action will prevent you from connecting to other users’ shared
networks and will not prevent the sharing of networks that you have shared.

C. Incorrect: This action will prevent you from connecting to open hotspots and will
not prevent the sharing of networks that you have shared.

D. Correct: If a password-protected network has been previously shared using WiFi
Sense, it will be listed in the Manage Wi-Fi Settings. Clicking Stop Sharing will pre-
vent other contacts from accessing the password-protected network.

Objective 7.2: Thought experiment

1.

3.

Answers vary and possible solutions could include Work Folders and Offline Files.
Whilst Remote Desktop, OneDrive, OneDrive for Business, and VPNs could be used,
they are not valid answers as they are not sync technologies.

Remote Desktop, Work Folders, OneDrive, and OneDrive for Business would enable file
access by an Apple iPad, but of these options, only Work Folders represents a solution
that would sync the files.

Work Folders is a sync technology, which would enable access to the updated file.

Objective 7.2: Review

1.

Correct answers: A and B

A. Correct: Offline files that should not be synchronized in the background need to
be specified in the Configure Slow-link Mode setting locations.

B. Correct: Disabling the Enable File Synchronization On Costed Networks feature
will force Windows 10 to disable synchronization of Offline Files when the user is
roaming or near their data plan limit.

C. Incorrect: The Synchronize All Offline Files Before Logging Off setting will not
affect the data allowance since this sync trigger will use the office network connec-
tion.

D. Incorrect: The Configure Slow-link Speed setting will only reduce the amount of
synchronization traffic and not prevent a user from exceeding their monthly cel-
lular data allowance.

Correct answer: D

A. Incorrect: The -import is not a valid argument; it should be /import and requires
the full path and file name.

B. Incorrect: Powercfg can be used without the .exe extension. The -import is not a
valid argument; it should be /import and requires the full path and file name.
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Incorrect: Powercfg can be used without the .exe extension, but the /import
argument cannot be shortened to /i.

Correct: Powercfg can be used without the .exe extension, but the /import
argument cannot be shortened and requires the full path and file name.

Correct answer: C

A.

Incorrect: You can use BitLocker to encrypt a Windows To Go drive, but you
should not use a TPM because a TPM does not roam with the Windows To Go
drive.

Incorrect: Only Windows 10 Enterprise and Windows 10 Education are licensed to
use Windows To Go with Windows 10.

Correct: Windows To Go certified devices offer the required performance charac-
teristics that are needed to use Windows To Go.

Incorrect: Only Windows To Go certified devices should be used to create Win-
dows To Go workspaces.

Correct answers: A and D

A.
B.

Correct: Windows Server 2012 R2 is required to host sync shares.

Incorrect: Windows 10, Windows 8.1 and Windows 8, Windows RT 8.1, Windows 7,
iOS 8 on an Apple iPad, Windows 7, Windows 7 Professional, Windows 7 Ultimate,
or Windows 7 Enterprise support Work Folders.

Incorrect: Microsoft account is not required to use Work Folders.

Correct: A certificate from a trusted certification authority (CA), such as public CA,
is required for each Work Folders file server host.

Answers
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Manage apps

sers require applications for every task they perform; this includes editing documents,
U querying databases, and generating reports. Supporting the operation of applications
is a critical part of the desktop support role, and you will encounter questions on the exam
regarding app management. This chapter examines the different methods for presenting
apps to the end user, and how those apps can be supported in Windows 10.

Objectives in this chapter
m Objective 8.1: Deploy and manage Azure RemoteApp
m  Objective 8.2: Support desktop apps

Objective 8.1: Deploy and manage Azure RemoteApp

Azure RemoteApp enables you to provide the functionality of on-premises Microsoft
RemoteApp from the cloud, in Microsoft Azure. Azure RemoteApp can be used to provide
app experiences to users across platforms, including different versions of Windows, Mac
OS X, i0S, and Android.

Azure RemoteApp is used for many reasons such as compatibility and manageability.
The apps you deploy with Azure RemoteApp take advantage of the storage, scalability,
and global reach of Azure. As with all Azure services, Microsoft provides maintenance of
Azure RemoteApp. This objective will show you how to configure the key components of an
Azure RemoteApp infrastructure and show you how Azure RemoteApp can be deployed to
Windows 10.

This objective covers how to:

m Configure RemoteApp and Desktop Connections settings

m Configure Group Policy Objects (GPOs) for signed packages

m Subscribe to the Azure RemoteApp and Desktop Connections feeds
m Support iOS and Android

m Configure remote desktop Web access for Azure RemoteApp distribution
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Configure RemoteApp and Desktop Connections settings

RemoteApp and Desktop Connections enables an administrator to provide specific
RemoteApp apps to users, including Azure RemoteApp apps. RemoteApp And Desktop
Connections is enabled by default on a Windows 10 computer.

To access RemoteApp and Desktop Connections, type RemoteApp and Desktop
Connections from the Start menu, and then click RemoteApp And Desktop Connections.
The RemoteApp And Desktop Connections window will appear, as shown in Figure 8-1.

3 RemoteApp and Desktop Connections - O X

4N <« AllC... » Remotelpp and Desktop Connectio... ~ Search Control Panel
PP p

Control Panel Home
Connect to desktops and programs at your workplace

Access RemoteApp and .
desktops There are currently no connections available on this computer.

FIGURE 8-1 The RemoteApp And Desktop Connections window

Installing and configuring the Azure RemoteApp client

You can install and configure the Azure RemoteApp client to enable Azure RemoteApp pro-
grams to run on a Windows 10 device. Azure RemoteApp is also supported on the following
platforms:

= Windows 10 preview

m Windows 8.1

= Windows 8

m Windows 7 Service Pack 1
m Windows RT

= Windows Phone 8.1

m iOS

m MacOS X

m Android
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To install the Azure RemoteApp client on a Windows 10 computer, perform the following
steps:
1. Download the Azure RemoteApp client for Windows from https.//www.remoteapp.
windowsazure.com/en/clients.aspx.
2. Run the installer. You are presented with the Azure RemoteApp client installation wiz-
ard, as shown in Figure 8-2. Click Get Started.

I Azure Remotespp - x

Azure RemoteApp

Welcome to Azure RemoteApp.

Azure RemoteApp helps you use your work apps from your
phone, tablet, or computer.

Get Started

Privacy Statement

FIGURE 8-2 The Azure RemoteApp client installation wizard welcome page

3. You are prompted to enter your Microsoft account ID information, as shown in Figure
8-3. Enter your ID and password, and then click Continue.

B Azure RemoteApp - O X

Microsoft Azure

Type the email address or phone number of the account you
want to sign in with.

‘kma\\ or phone

s\ Your work or school account can be used anywhere you see this symbol.
© 2015 Microsoft Terms of use Privacy & Cookies

FIGURE 8-3 The Sign In screen in the Azure RemoteApp installation wizard
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On the invitations page, select any or all of the invitations that your Microsoft Azure
administrator has configured (as shown in Figure 8-4), and then click Done.

r@Azura RemoteApp - el — ¢

Select the invitations you want to accept. Each invitation includes one or more apps you can connect to
remaotely.

Only accept invitations from people you trust. If you're not sure about an invitation, check with
7J§ your administrator.

Waork Resources

Privacy Statement

FIGURE 8-4 Select the appropriate invitations

All Azure RemoteApp programs that were contained in the invitations that you
selected are now displayed on the Azure RemoteApp page, as shown in Figure 8-5.
You can click the programs in this window to run them, or you can run the programs

from the Start menu.

[& | = | Azure Remotepp — O *
Home

=
CREER> S
Refresh App Sign Send

invitations  out feedback

Find all your apps in the Start menu All apps list.

4 Work Resources

& & F

Excel OneMote Qutlook PowerPoint Project
Visio Word

FIGURE 8-5 The Azure RemoteApp window displays available apps
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Configure Group Policy Objects for signed packages

RemoteApp programs will typically be digitally signed prior to being published in Microsoft
Azure. To ensure that users can access Azure RemoteApp programs that are digitally signed,
you should configure client computers to recognize those programs as coming from a trusted
publisher by using Group Policy.

In most cases, the Group Policy changes will be made to a domain-based Group Policy en-
vironment by using the Group Policy Management console on a domain controller or another
computer running the Remote Server Administration Tools connected to a domain controller.

The following Group Policy settings allow you to control the behavior of client computers
when opening a digitally signed RDP file from Azure RemoteApp. They are all found in
Computer Configuration\Policies\Administrative Templates\Windows Components\Remote
Desktop Services\Remote Desktop Connection Client.

m Specify SHAL thumbprints of certificates representing trusted RDP publishers.
m All RDP files from valid publishers and user’s default RDP settings.

m  Allow RDP files from unknown publishers.

Subscribe to the Azure RemoteApp and Desktop
Connections feeds

When one or more collections of Azure Remote Apps are published on Microsoft Azure,
you can also access them through the RemoteApp and Desktop Connections interface in
Windows 10.

To subscribe to an Azure RemoteApp and Desktop Connections feed, perform the follow-
ing steps.

1. In Windows, open the RemoteApp And Desktop Connections window.

2. Inthe RemoteApp And Desktop Connections window, click Access RemoteApp And
Desktops.

3. Inthe Connection URL box, type the URL for the connection that your administrator
provided to you.

4. Click Next.
On the Ready To Set Up The Connection page, click Next.

6. After the connection is successfully set up, note the name of the connection, and then
click Finish.

7. Close RemoteApp and Desktop Connections.

8. To access the connection, click Start, type RemoteApp and Desktop Connections,
click RemoteApp And Desktop Connections, and then click the name of the connection
(for example, Contoso). The programs and remote desktops that are available as part
of the connection are listed under the connection name. Click the program or remote
desktop that you want to use.
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Support iOS and Android

Clients always access RemoteApp programs by using the Remote Desktop Connection app.
This app is included by default in Windows clients, so no additional installation is required.
However, iOS and Android clients must install the Microsoft Remote Desktop app in order to
access Azure RemoteApp programs.

Installing and configuring Remote Desktop app on iOS

To install the Remote Desktop app on an iOS device, perform the following steps:
1. Open the App Store app on your iOS device.

Locate and install the Microsoft Remote Desktop app.

Open the Microsoft Remote Desktop app.

Tap the plus (+) icon and then select Azure RemoteApp.

Enter your Microsoft credentials associated with the Azure RemoteApp deployment.

o wopow N

Select the invitations listed on the screen to accept the associated Azure RemoteApp
programs.

7. After accepting your invitations, the list of apps you have access to will be downloaded
to your device and made available. Tap one of the apps to start using it.

Installing and configuring Remote Desktop app on Android

To install the Remote Desktop app on an Android device, perform the following steps:
1. Open the Google Play app on your Android device.

Locate and install the Microsoft Remote Desktop app.

Open the Microsoft Remote Desktop app.

Tap the plus (+) icon and then select Azure RemoteApp.

Enter your Microsoft credentials associated with the Azure RemoteApp deployment.

o wopow N

Select the invitations listed on the screen to accept the associated Azure RemoteApp
programs.

7. After accepting your invitations, the list of apps you have access to will be downloaded
to your device and made available. Tap one of the apps to start using it.

Configure Remote Desktop Web access for Azure
RemoteApp distribution

Remote Desktop Web Access (RD Web Access) enables users to access applications through a
special website. RD Web Access provides a secure way to present remote applications to users
who do not wish to use a single device to access Azure RemoteApp programs, or who need
access from a web browser.
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Users can access a secure site, and establish a secure socket layer (SSL) session between the
client and the RD Web Access server. After authentication, users see a list of any applications
they have permission to use.

Thought experiment
Provisioning apps for users

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

Your organization must deploy an application to users in North America and India.
You do not have application deployment tools in place for the India locations, and
the application must be available to a group of users in North America who need to
access the app from their Android smart phones.

1. How can you deploy this app to all users by using only one deployment method?

2. How will your Android users access the app?

Objective summary

Azure RemoteApp allows you to publish cloud-based apps to your users over multiple
platforms.

Group Policy can be used to configure how clients will respond to signed packages.

You can use RemoteApp and Desktop Connections or RD Web Access to access Azure
RemoteApp programs.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

Which of the following platforms is not supported by Azure Remote App?
A. Windows 8

B. Windows RT

C. Android

D. Windows Vista

You must have a Microsoft account associated with your Microsoft Azure implementation
to access Azure RemoteApp, regardless of the platform with which you are gaining access
to the app.

A. True
B. False

Objective 8.1: Deploy and manage Azure RemoteApp
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Objective 8.2: Support desktop apps

Although Windows 10 supports a growing set of Windows Store apps, many organizations rely
on traditional desktop apps to fulfill business needs and enable user productivity. Quite a few
issues can arise while supporting desktop apps. The desktop app might not be compatible with
Windows 10. In this case, you can use the Application Compatibility Toolkit (ACT) to determine
how widespread the problem is and learn how to fix it before proceeding with an organization-
wide installation of Windows 10 or the application. Other issues include the need to run two or
more versions of an app side by side, and in these cases and similar scenarios you might opt for
technologies such as Hyper-V, RemoteApp, and AppV. You might also opt to run a problematic
or noncompliant app virtually or remotely. Other options available for additional desktop app
scenarios and functionality include User Experience Virtualization (UE-V) and Microsoft Intune
(which are also discussed in this section).

This objective covers how to:

m Support desktop app compatibility by using Application Compatibility Toolkit
m Support desktop application co-existence

m [nstall and configure User Experience Virtualization

m Deploy desktop apps by using Microsoft Intune

Support desktop app compatibility by using Application
Compatibility Toolkit

The Application Compatibility Toolkit (ACT) is included with the Windows Assessment and
Deployment Toolkit (Windows ADK) and can be used to detect which enterprise applications,

devices, and computers will likely be incompatible (or cause problems) with Windows 10 after
installation. ACT can also help you find solutions to those problems.

MORE INFO WINDOWS ADK FOR WINDOWS 10

For more information about the Windows ADK for Windows 10, including download links,
visit https://msdn.microsoft.com/library/windows/hardware/dn927348(v=vs.85).aspx.

ACT is used in stages:
1. |Install all of the required software and an ACT database.

2. Create an inventory of computers and applications in your enterprise. This lets ACT
know what to test.

3. Gather compatibility information by testing for compatibility on the desired platform
and comparing the results of the tests to known issues.
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4. Test applications and obtain compatibility results.
5. Analyze the data from the compatibility results.

6. Create and implement solutions and test again.

Understanding ACT tools

You should be familiar with the tools that comprise the ACT prior to using ACT to resolve
compatibility issues:
m Windows Assessment Console is a graphical user interface that enables you to
group assessments, create and run jobs, and manage the results of those jobs.

m Assessments are a combination of files that induce specific states on a computer
for the purpose of measuring activities during testing. These assessments provide a
starting point for necessary remediation.

m Assessment Platform comprises the items necessary to develop assessments, ex-
tend assessments, and reliably run jobs and display results.

As noted previously, you have to set up or have previously set up an ACT database before
you can use ACT. The requirements for doing so include having an SQL Server database in
place that stores your enterprise inventory, as well as .NET Framework 4. If you have all of
that, you can begin to work through the wizard available from the Microsoft Application
Compatibility Manager, which guides you through the setup process. The wizard also helps
you create an ACT log share, where the collected log files can be stored, and set up an ACT
Log Processing Service user account, which has read and write access. To get started, at the
Start screen type application compatibility, and click Application Compatibility Manager. (You
need to run this with elevated privileges.)

Creating an inventory collector package

You create an inventory collector package to collect information about the computers in your
enterprise. The data collected includes hardware information such as memory capacity and
processor speed, as well as information about the make and model of those PCs. Of course, it
also inventories the installed software so that you can later determine whether that software
is compatible with the Windows edition you want to install. (If you have hundreds of comput-
ers, you can likely inventory them all; however, if you have thousands, you can opt to invento-
ry representative groups of computers. You can do this only if you have groups of computers
on similar platforms and with similar installations.)

To create an inventory collector package, follow these steps:

1. Open the Microsoft Application Compatibility Manager.

2. Click File, and then click New.

3. Click Inventory Collection Package.

4. |Input the required information (name, output location, and label) and click Create.
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5. Browse to the location to save the required Windows Installer (msi) file for the package.
You might opt for a network share that can be reached by client computers.

6. Type a name for the file and click Save.
7. Click Finish.

Deploying the inventory collector package

Now you must deploy the package you created. If your network isn't too large and your us-
ers are computer-savvy, you might opt to send an email with a link to the deployment folder
and let the users install the package themselves. You could also copy the MSI file to a DVD or
other removable media and use it to install the package. Users need administrator privileges
either way. Alternatively, you can opt for a Group Policy software installation. This requires
more infrastructure, but you would probably already have the required items in place in a
large organization. For Group Policy to work, the computers you want to inventory need to
be part of the Active Directory Domain Services forest; you'll need to create a Group Policy
Object (GPO) for publishing; you'll need to assign the GPO to the appropriate organizational
units (OUs); and you'll need to create and publish the software installation.

More complicated ways require scripting or using additional hardware. You can, for
instance, assign a logon script. You can also deploy the package by using System Center
Configuration Manager.

Creating a runtime-analysis package

The testing compatibility process involves a few steps, all of which must be completed before
creating the runtime-analysis package:

1. Decide which applications to test. You can use information gathered from the previous
steps to make those decisions.

2. Use the Microsoft Compatibility Exchange to get the latest compatibility ratings.

3. Organize the applications you want to test.

With that complete, you are ready to create your runtime-analysis package:

1. In ACM, click Collect.

2. Click File, and then click New.

3. Click Runtime Analysis Package.

4. Provide the required information (name, output location, and label) and click Create.

5. Browse to the location to save the required Windows Installer (.msi) file for the
package.

6. Type a file name for the MSI file, and then click Save.
7. Click Finish.
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NOTE USING THE MICROSOFT COMPATIBILITY EXCHANGE

During the inventory and testing process, you need to use the Microsoft Compatibility
Exchange to compare what you found on your own network with what others also encoun-
tered. The exchange collects and stores compatibility data from many places including
Microsoft, software vendors, and ACT users (who opt to be part of the ACT community and
document and share their own experiences and results). You can sync the data you've col-
lected with data in the exchange from the ACM to share what you've learned with others too:

1. Navigate to the Analyze screen.

2. Click Send And Receive.

3. Click Review The Data Before Sending.

4. (Optional) Click Review All Data.

5. Type a name for the TXTfile and click Save.
6. Review the file, as desired.

7. When you are ready to send the data, click Send.

Review what's offered as results arrive and use the information to help your decision-
making processes. After your first sync, subsequent syncs include only the changes made
since the last synchronization. The process won't resend all the information. Again, updates
might be available, or you might be notified that no updates exist.

Deploying a runtime-analysis package

You can now deploy the package. You can use Group Policy, Configuration Manager, a logon
script, removable media, a network share, and so on to do so. If you opt to let users work with
the package, they'll need to run Microsoft Compatibility Monitor. However you opt to deploy,
Compatibility Monitor needs to be run.

To run a deployed runtime-analysis package, follow these steps:

1. On the target computer, open Microsoft Compatibility Monitor. Note that if you run
the MSI file, Microsoft Compatibility Monitor installs automatically.

2. Click Start Monitoring.
3. Use each application that you want to test for a few minutes.

4. After you test the required applications, click Stop Monitoring. Data is sent automatically
to the ACT database.
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Reviewing report data
You view application compatibility reports from the ACM. Several types of reports are
available, with names such as Computers, Devices, and Internet Explorer Add-ons. What
you're interested in here is the Applications report. To open this report, follow these steps:
1. Open ACM.
2. Inthe Quick Reports pane, click Analyze.

3. Inthe same pane, under the operating system heading, click Applications. Here are a
few things you'll see in this report:

m Application names

m Application vendors

m  Application versions

m The count of active issues for the application

m  Whether the information for the application is included in the synchronization pro-
cess with the Microsoft Compatibility Exchange

= Compatibility ratings unique to your organization

m  Compatibility ratings provided by the vendor

® The number of computers that have the application installed

Fixing problems

When application compatibility problems are uncovered, you have to decide how you will
deal with them. It might be time to move from a little-known office application suite to some-
thing more mainstream, such as Microsoft Office. It might be time to simply retire an applica-
tion, or you might decide (and likely will in most cases) to fix the problem and continue to use
the application. Fixing the problem can involve modifying the code or applying shims.

A common way to fix a compatibility issue is to alter the app code. Microsoft recommends
this over changing Registry settings or trying other risky or short-term workarounds. Chang-
ing the code requires resources (like money and time) on the front end, but the result might
be worth it. If altering the app code is not an option, or if you need a short-term workaround,
another option to consider is to create a shim.

UNDERSTANDING SHIMS

If you opt to use the Shim Infrastructure, you can apply the fix (shim) to a specific application
and application version only. Shims you create remain independent of the core Windows
functions.

Technically, Shim Infrastructure involves application programming interface (API) hook-
ing; the shim redirects API calls from Windows to some other code, which is the shim itself.
Windows manages and secures shims just as it would the original application code. Thus, you
can't use shims to work around security mechanisms already in place by the operating system,
including User Account Control (UAC) prompts. You also can't use a shim to fix kernel-mode
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code, specifically to fix issues with device drivers. Shims can fix compatibility issues and are
often applied as the desired solutions to compatibility problems.

KNOWING WHEN TO USE SHIMS

Deciding to use shims is a process like anything else. You must first decide whether the
problem merits a shim and is worth the time it takes to create it. Here are a few reasons you
might opt for a shim:

m The vendor who created the application is out of business and no updates are avail-
able. The source code isn't available either, so shims are the only option.

m Your company created the application. If you don’t have the time available to rewrite
the code, a shim is the next best alternative.

m The vendor is still in business, but has yet to create an update or fix. Alternatively, a
company-created application can be modified in the future, but no immediate update
is available. In these cases, a shim can work temporarily, until an update becomes
available in the future.

UNDERSTANDING COMPATIBILITY ADMINISTRATOR
One tool you might opt to use to resolve application compatibility issues is the Compatibility
Administrator, available from ACT. This tool provides:

= Compatibility updates, compatibility modes, and AppHelp messages that you use to
resolve specific compatibility issues.

m Tools that enable you to create your own customized compatibility updates, compat-
ibility modes, AppHelp messages, and compatibility databases.

m A tool that you can use to query and search for installed compatibility updates on your
organization’s computers.

To use this tool, you first create a new compatibility database (.sdb), select your problematic
application, and then select and apply the desired update. You then test that update and
deploy it throughout your organization. To learn how to use this tool, refer to the Compatibility
Administrator Users’ Guide at http.//technet.microsoft.com/en-us/library/hh825182.aspx.

Support desktop application co-existence

You can further test and run applications on new operating systems by using technolo-

gies such as Hyper-V, RemoteApp, and App-V. Hyper-V lets you run applications on virtual
machines (VMs) in a dedicated space you can easily manage. RemoteApp lets you access
applications remotely through Remote Desktop Services, and the apps themselves are housed
and managed on network servers. App-V lets you virtualize applications so that you can use
the applications side by side on the same system. All three options let you test applications in
various scenarios before deployment. You can then make decisions based on what solution
and environment works best in your enterprise.
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Understanding and supporting Hyper-V

With Windows 10 Pro and Windows 10 Enterprise, you can create virtual machines that are
housed inside a single operating system on a single computer. These virtual machines can run
their own operating systems, and you can separate and secure them with virtual switches. A
hypervisor keeps these “child” operating systems separate from the parent operating system.

This enables network administrators to combine multiple machines into one, which saves
money, power consumption, resources, and space. In Windows 10, this technology is called
Client Hyper-V and is a free element. With regard to supporting applications, you will install
applications that you want to test in these environments to check compatibility, perhaps after
shims or other updates are applied.

To use Hyper-V, you'll need the following:
= Windows 10 Pro or Windows 10 Enterprise, 64-bit
m Second Level Address Translation (SLAT) processor
m 4 GB of RAM

m BIOS-level hardware virtualization support

If you have a compatible computer, you can create and configure a virtual machine. How-
ever, you must first enable Hyper-V from Control Panel, under Programs And Features. Click Turn
Windows Features On or Off, locate Hyper-V, and select all related entries (see Figure 8-6). When
it's enabled, click OK and restart the computer. After restarting, you'll have access to two new apps
when you log on as an administrator: Hyper-V Manager and Hyper-V Virtual Machine Connection.

|

Turn Windows features on or off (2]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

[] | Embedded Boot Experience A
[] | Embedded Logon
] | Embedded Shell Launcher
= Hyper-V
=] Hyper-V Management Tools
Hyper-V GUI Management Tools
Hyper-V Madule for Windows PowerShell
e
Hyper-V Hypervisor
Hyper-V Services
Internet Explorer 11

=] Internet Information Services

coce

FIGURE 8-6 Installing the Hyper-V features
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EXAM TIP

You can enable Hyper-V in Windows PowerShell with the Enable-WindowsOptionalFeature
—FeatureName Microsoft-Hyper-V —All command.

Understanding and supporting RemoteApp

Remote Desktop Services (RDS) lets you virtualize a computing session. You can opt

to virtualize the entire desktop or, in this chapter, only individual applications. You use
RemoteApp tools and technologies to virtualize applications. When you do, applications
look and feel as though they're running on the computer a user is sitting in front of, but
in reality the app is being hosted elsewhere. As you might guess, this could be used to
resolve compatibility problems with specific apps, as well as provide another means to
test the apps before deployment. You can use RemoteApp with local apps, and they can
be added to the Start screen.

RemoteApp programs are stored on an RD Session Host server; virtual desktops are hosted
on an RD Virtualization Host server. These virtual environments can be accessed remotely
from a configured client machine. The Windows server running the RDS role must have the
following services configured and available:

m RD Session Host enables a server to host the desired applications (and perhaps full
desktops). Users connect to this server to run the programs. Users also save files and
access other network resources available on the server, as applicable.

= RD Virtualization Host, with Hyper-V, hosts the virtual machines and makes them avail-
able to users as virtual desktops. These virtual desktops can be provided in a pool on a
first-come, first-served basis, or you can assign a specific desktop to a specific user.

m RD Web Access enables users to access RemoteApp and Desktop Connection through
a web browser.

m RD Licensing is used to manage the RDS client access licenses. A license must exist for a
user to connect to the RD Session Host server.

m RD Gateway enables users to access the internal enterprise network remotely from an
Internet-connected device such as a tablet or laptop.

= RD Connection Broker helps manage session load balancing and reconnection. It also
provides access to the RemoteApp programs and virtual desktops.

Here are other reasons to use RDS:

®m You can consolidate all apps to manage them more easily. When an app needs to be
updated or otherwise serviced, you can perform the needed work on the RD Session
Host server instead of on every client desktop.

m You can simplify deployment when applications are difficult to manage, perhaps be-
cause they are updated often or prone to problems.

m You can use fewer resources on client computers and simplify management by hosting
rarely used applications.
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m You can allow access to company applications remotely, for instance, from home, from
tablets or other limited hardware, or while traveling on business.

Understanding and supporting App-V

In some instances, you might need to run several applications side by side on a single com-
puter. Doing so is generally okay, unless those applications conflict with one another. Such a
conflict almost always occurs when you need to run multiple versions of the same application.

This could certainly happen and is common in testing environments. In other cases, applica-
tions simply don’t work well together; this might not have anything to do with versioning and
could be caused by something completely different and difficult to diagnose. App-V helps you
resolve these kinds of problems. Specifically, App-V lets you virtualize an application so that it
remains independent of others, but can still live on the same machine without causing conflict.

Application virtualization, as you've already learned, can also mean that users can access
an application that's installed elsewhere from almost anywhere an Internet connection and
compatible hardware can be used. Virtualization keeps applications off client machines, which
means that the users’ computers remain “clean” and administrators can manage the apps
centrally (rather than having to manage every client in the enterprise). After App-V is set up
and configured for use, a Windows 10 Enterprise user can install App-V client software to
access and use the desired applications. As with other virtualization technologies, the running
apps appear to the user to be installed and running on their own machines.

EXAM TIP

As soon as apps are virtualized, authorized users can access them through the App-V client
application. If more than one app is available, a list appears from which they can select.
Administrators set the required limitations on users and the apps they can access.

You must perform plenty of steps before end users can access virtualized applications.
Setting up the actual infrastructure is beyond the scope of this book and is best left to
experienced network administrators, but you must understand the fundamental task
sequence and the hardware, software, and services required.

USING MICROSOFT DESKTOP OPTIMIZATION PACK (MDOP)

App-V is available from Microsoft Desktop Optimization Pack (MDOP). MDOP is available as a
subscription for Software Assurance (SA) customers, although you can download an evalua-
tion to experiment with if you are an MSDN or TechNet subscriber. To work through this part
of the chapter, you'll need to download and install MDOP before continuing.

Specifically, you need these elements, which are all part of App-V Server:
= App-V Management Server for managing App-V
m App-V Publishing Server to host virtual applications

m  App-V Reporting Server to run and view applicable reports
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m  App-V Reporting Database Server to work with database deployments and report
management

Beyond the required software, the hardware must also meet minimum requirements. The
computer on which MDOP is installed must have the following:

m Microsoft .NET Framework 4.5
® Windows PowerShell 3.0
m Update for Windows KB2533623

Each element must also meet specific requirements. For example, the App-V client, Remote
Desktop Services client, and the App-V server must all have the applicable Microsoft Visual
C++ Redistributable Package installed. To see all requirements, refer to this article on TechNet
at http://technet.microsoft.com/en-us/library/jj713458.aspx.

NOTE SOFTWARE ASSURANCE (SA)

Software Assurance is generally associated with an enterprise’s ability to obtain the next
version of Windows software as part of their enterprise agreement as a fee associated with
qualified products. Some of the most popular additional benefits are free technical train-
ing, licenses for home users, online training, and 24/7 support. SA also provides deploy-
ment planning services and other benefits.

INSTALLING THE APP-V SEQUENCER AND GETTING READY FOR SEQUENCING

You should install MDOP and the App-V Sequencer on a 64-bit Windows 10 Enterprise
computer. From the MDOP installation folder, navigate to App-V, Installers, 5.1 (or applicable
version), and then run the setup program. As soon as it’s installed, obtain the installer files for
the application that you want to sequence. Copy those files to the computer that's running
the sequencer. Create a new VM to use for the sequencing tasks, and make a backup copy of
it before you start.

When you're ready, locate the Microsoft Application Virtualization Sequencer from the All
Apps section of the Start menu. Click to open.

You can now do the following:

m Create virtual packages that can be deployed to computers that run the App-V client.
m Upgrade and edit configuration information for packages you've already created.

= Convert virtual packages.

Creating a package also creates the following files:

= An MSI file that you'll use to install the virtual package on client computers.

m A Report.xml file that contains all issues, warnings, and errors that were discovered
during sequencing (in case you need to troubleshoot the package).

= An APPV file, which is the virtual application file.
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m A deployment configuration file that regulates how the virtual application is deployed.

m A user configuration file that regulates how the virtual application runs.

SEQUENCING AN APPLICATION
You can create virtualized application packages for standard applications, add-ons or
plugins, and middleware. Creating packages for standard applications is the most common
and what is detailed here. The following steps create one of the simplest types of packages.
They don't configure every aspect available, including the option to stream the virtualized
application; that experimentation is up to you. From the computer that has the sequencer
installed, perform these steps:

1. From the Start menu, type App-V, and in the results click Microsoft Application Virtu-

alization Sequencer.

2. Click Create A New Virtual Application Package.

3. Select Create Package (Default), and then click Next.

4. Click Refresh and, if all problems are resolved, click Next.

5. Select the Standard Application (Default) check box, and then click Next.

6. Click Browse to find the installation file for the application. (If the application doesn't
have an associated installer file, select the Perform A Custom Installation check box,
and then click Next. Continue as prompted.)

7. Type a name for the package.

8. Click Browse to find the Primary Virtual Application Directory. Navigate to the loca-
tion where the file would be installed by default, perhaps C:\ProgramFiles\<application
name>. Note that you are navigating to this in the VM you already created.

9. Click Next three times. At the Create A Basic Package Or Customize Further page,
select Customize, and then click Next.

10. Click Next to bypass the option to run the program briefly.

11. Select Allow This Package To Run Only On The Following Operating Systems, and then
select Windows 10 32-bit and Windows 10 64-bit. Notice the other options, such as the
option to Allow The Package To Run On Any Operating System.

12. Click Next.
13. Click Create.
14. When the Package Completed page appears, click Close.

With the package created, you are now ready for deployment. You can deploy App-V
packages by using an Electronic Software Distribution (ESD) solution. When you opt for an
ESD, you eliminate the need for an App-V 5.1 management server, management database,
and publishing server. Alternatively, you can use Windows PowerShell to deploy a virtualized
application. You can also opt to install the virtual application on a single computer, deploy it
through Group Policy, or use it with Configuration Manager.
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MORE INFO DEPLOYING VIRTUAL APPLICATION PACKAGES

To learn more about deploying App-V packages via ESD, refer to this article on TechNet at
https://technet.microsoft.com/en-us/library/mt346570.aspx.

Install and configure User Experience Virtualization

Users are more mobile than ever, and the trend will continue. Making the user experience the
same no matter where the users log on—whether it's on a laptop, desktop, or tablet—would
be valuable to users and enhance productivity. Network administrators have been doing so
for quite some time by incorporating roaming user profiles, making the user’s files and folders
available offline, configuring syncing when a user reconnects to the network, and incorporat-
ing folder redirection. However, User Experience Virtualization (UE-V) provides a different
approach to maintaining a consistent user experience.

Microsoft UE-V monitors the Windows operating system, monitors apps and application
settings that are applied when users are at their computers, and captures those settings. The
information is saved to a defined storage location such as a network share folder. (This data
isn't saved to OneDrive, a USB drive, or similar mechanism.) The settings are then applied to
the different computers and devices assigned to the user. What is synchronized and what
apps and applications are included is determined by the settings location templates that the
network administrator creates and configures, in combination with what the applications’
developers make available for synchronization.

Here are a few additional things to understand about UE-V:

m A user can change personal settings from any device included in the UE-V synchroniza-
tion group. Those changes will be applied to the other computers the next time the user
logs on to them.

m The user can use UE-V with a Windows 7 or newer computer. Applicable and compatible
settings will sync automatically.
m  Changes are saved to a file, and the file is synced on log on. Nothing is actually “virtualized.”

m  Application settings that can be synced can come from applications installed on the
device, applications that are sequenced with App-V, and RemoteApp applications.

m Settings can be used as part of a recovery process when a machine is reimaged or
reinstalled.

= You can incorporate Windows PowerShell and windows management instrumentation
(WMI) to configure and deploy UE-V agents. Refer to this article to learn more at
http://technet.microsoft.com/en-us/library/dn458904.aspx.

m UE-V includes application settings templates for various editions of Microsoft Office,
Internet Explorer, Windows Accessories, desktop settings, ease of use settings, and
more.
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EXAM TIP

You might see exam questions with answers that include App-V, Roaming Profiles, Remote-
App, UE-V, Microsoft Intune, and similar technologies that you'll learn about in this chapter.
These questions will include a specific scenario the user needs and that you want to provide
(perhaps retrieving application settings from the cloud, with the ability to change those
settings and sync them back as is possible with UE-V). You must be able to choose the ideal
technology when you are asked to provide a specific option or feature for users.

Several elements must be in place for UE-V to work. A UE-V Agent must be used. This agent
watches what changes and saves those changes as applicable. A settings package is also neces-
sary to store the application and operating system settings and application template informa-
tion. Finally, a UE-V Generator must exist where you can create your own custom templates.

A lot of planning and resources are required to put this technology into place. A deployment
includes the following:

1. Deploy the Settings Storage Location.

2. Deploy the UE-V Agent.

3. Install the Group Policy templates.

4. |Install the Agent Generator.

5. Deploy the Settings Template Catalog.

6. Deploy Settings Location Templates.

7. Administer UE-V and understand how to:
= Manage frequency of scheduled tasks.
m Restore application and Windows settings.
m Configure applicable Group Policy objects.
m  Manage settings packages.
m Incorporate App-V applications.

m Incorporate Configuration Manager as applicable.

Deploy desktop apps by using Microsoft Intune

Not all companies have the money, time, or resources to set up and maintain an intricate
server infrastructure, the ability or know-how to set up personal VMs, or the ability to set up
a UE-V substructure to synchronize various user settings. However, those same companies
might still want to virtualize applications. Keeping applications off users’ desktops, especially
with so many of them mobile and using multiple devices, can lighten the load required of
network administrators (as well as support staff). This is where Microsoft Intune can provide
significant benefits. Any size company can use Microsoft Intune to virtualize applications.
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In this section you'll review just enough about Microsoft Intune to understand what it is
and how you can use it. Later in this chapter and book you'll review a lot more. With Microsoft
Intune, a company can:

m Use a single web-based administrator console to manage computers and mobile de-
vices via the cloud.

m Simplify the management of various devices, including Windows laptops, desktops,
tablets, and phones—and even Apple iOS and Android devices.

= Make following company guidelines easier by using the cloud to manage all devices.

m Download Microsoft Intune client software when necessary, using a Microsoft account
and password, from the administration page. (Client software can be deployed in many
ways, including manually, through Group Policy and by using Configuration Manager.)

m  Make software available to users, requiring all users to have the software or making it
optional, while at the same time requiring no user interaction for installing it.

= Make software available through the company portal so that Windows RT users can
install applications as needed.

m Create, upload, publish, and deploy software packages; configure and manage
security policies; manage inventory; and create inventory reports when combined
with Configuration Manager.

Unlike most of what you've seen so far in this objective, you can get a free 30-day trial
of Microsoft Intune even if you don't have a Software Assurance plan or a subscription
to TechNet or MSDN. After you set it up (and possibly install Microsoft Silverlight if you
didn't have it already), go to https.//manage.microsoft.com, log on, and work through the
setup processes. Your logon name should look something like administrator@yourname.
onmicrosoft.com. Figure 8-7 shows the Microsoft Intune Administrator Console with System
Overview selected. Notice the alerts, system status, updates, agent health, and more.
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If you've set up a free trial of Microsoft Intune, click the Apps tab. Under Tasks, click Add
Apps. Download and install the Microsoft Intune Software Publisher, log on, and read the
introductory page. This should give you an idea of how to publish software with Microsoft
Intune. Click Next; you will see the page shown in Figure 8-8.

@& Add Software - Microsoft Intune Software Publisher

Software setup

Select how this software is made available to devices:

Software description | Software installer ¥ |

Requirements
Select the software installer file type:

Detection rules | Windows Installer (*.exe, *.msi) & |

Command line arguments

* if i .
Return codes Specify the location of the software setup files:

CA\Windowshnotepad.exe
Summary Size: 210 KB

Upload
ploa [ Include additional files and subfolders from the same folder

Browse...

Upload

WelCome S iy

Before you begin Select the platform and specify the location of the software files
Software setup

FIGURE 8-8: The Microsoft Intune Software Publisher
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Thought experiment
Choosing the best method for hosting a desktop application

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You have been commissioned by a large organization to help prepare for an enter-
prise-wide rollout of Windows 10. Company employees use a myriad of desktop
applications, two of which were written by a developer who's no longer in business.
The company wants you to help test the applications to see whether they are or can
be made compatible with Windows 10.

1. What tool will you choose to determine whether the applications in question are
compatible?

2. What type of database must also be available for this technique to work success-
fully?

5

Several steps are involved in using this tool. What is the second step you'll take
to use this tool to test the applications and determine compatibility after per-
forming the installation and setting up the applicable database?

4. After you create and deploy the appropriate collector package, what kind of
package do you create and deploy next?

5. Where can you review the application compatibility reports?

Objective summary

m You can determine application compatibility and deal with problems that arise in many
ways, including using ACT and creating shims.

m Applications can coexist with others that would usually cause compatibility issues
or simply aren’t compatible with the current operating system. The technologies to
consider include Hyper-V, RemoteApp, and App-V. Each offers something unique and
is used in specific circumstances to provide solutions.

m You can give users a consistent desktop and user experience with UE-V.

® You can use Microsoft Intune to host applications and manage computer inventory,
even if you don't have a server structure in place.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

You are planning for a Windows 10 deployment and have learned that one desktop
application your company relies on heavily isn't compatible. The application vendor is
still in business and promised an update soon, but you don't want to wait for that up-
date. What can you do to make the application compatible until an update is available?
(Choose all that apply).

A. Create a shim for the application.

B. Create and deploy a runtime-analysis package.

C. Run the program in Program Compatibility mode.
D. Use RemoteApp for the application.

You have discovered that an application is incompatible with Windows 10 and the
issue involves User Account Control. Which of the following tools can you use to
resolve the issue?

A. Create a shim with ACT.

B. Use the Standard User Analyzer Wizard.

C. Create a shim with App-V.

D. None of the above; you can't resolve this kind of issue.

Which of the following lets you store and manage applications on your own network
servers while also making them available to users?

A. Hyper-V

B. App-V

C. RemoteApp

D. Microsoft Intune

You try to enable Hyper-V on a workstation and can select Hyper-V and the Hyper-V
Management tools, but you can't select Hyper-V Platform. Why?

A. You aren't logged on as an administrator.
B. The computer’s processor isn't SLAT.
C. The computer’s architecture is 32 bit.

D. The computer is running Windows 10, but not the Pro or Enterprise edition.
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5.

RemoteApp programs are stored on a(n)

and virtual desktops are

hosted on a(n)

RD Virtualization Host server; RD Session Host server
App-V Publishing Server; App-V Management Server
App-V Management Server; App-V Publishing Server

RD Session Host server; RD Virtualization Host server

You want to monitor Windows operating system, app, and application settings that
are applied when users are at their computers. You want to capture those settings and
then allow users to access those settings to provide a consistent user experience no
matter where they log on. Which of the following are parts of the solution you will put
into place to make this happen?

F.

A working Active Directory and network share
A UE-V Agent

A UE-V Generator

A Settings Storage Location

All of the above

Only Band C

When you deploy UE-V, which of the following is the first thing you must do?

A.
B.
C.
D.
E.
F.

Deploy the Settings Storage Location.
Deploy the UE-V Agent.

Install the Group Policy templates.
Install the Agent Generator.

Deploy the Settings Template Catalog.

Deploy Settings Location Templates.

For Microsoft Intune, what does Endpoint Protection refer to?

A.
B.
C.
D.

Malware
Updates
Policy

Licensing

Objective 8.2: Support desktop apps
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Answers

This section contains the solutions to the thought experiments and answers to the objective

review questions in this chapter.

Objective 8.1: Thought experiment

1.

You can publish the app in Microsoft Azure and use Azure RemoteApp to make the
app available to all users.

The Android users will need to download the Microsoft Remote Desktop app from the
Google Play store. They will also need Microsoft accounts that are associated with your
Microsoft Azure implementation.

Objective 8.1: Review

1.

2.

Correct answer: D

A. Incorrect. Azure RemoteApp is supported on Windows 8.

B. Incorrect. Azure RemoteApp is supported on Windows RT.

C. Incorrect. Azure RemoteApp is supported on Android.

D. Correct: Azure RemoteApp is not supported on Windows Vista.

Correct answer: A

A. Correct: You must have a Microsoft account to access Azure RemoteApp pro-
grams.

B. Incorrect: You must have a Microsoft account to access Azure RemoteApp pro-
grams.

Objective 8.2: Thought experiment

1
2
3.
4

ACT.
SQL Server (to create an ACT database).
Inventory the computers and applications in the enterprise.

First you create and deploy an inventory collector package, and then you create and
deploy a runtime-analysis package.

The ACM.
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Objective 8.2: Review

1.

Correct answers: A and D

A.

Correct: A shim can be used as a short-term solution for application incompat-
ibility.

Incorrect: You create a runtime-analysis package to test compatibility, not to fix
compatibility problems.

Incorrect: You can use Program Compatibility Mode to manage compatibility
issues by letting the applications run in an older operating system space, but you
can't configure it to resolve compatibility issues in newer ones.

Correct: This is an option, but would require a lot of work to set up. When you use
RemoteApp, the application is run on a remote server and is made available for
clients from there.

Correct answer: B

A.

Incorrect: Shims can fix quite a few types of problems but can't fix issues that are
related to UAC.

Correct: This tool lets you fix problems related to UAC.

Incorrect: App-V is used to virtualize applications but can’t be used to create
shims.

Incorrect: You can resolve the problem with SUA.

Correct answer: C

A.

C.

Incorrect: Client Hyper-V lets you run and manage applications in a virtual ma-
chine that you manage.

Incorrect: App-V lets you virtualize applications so that you can use the applica-
tions side by side on the same system.

Correct: RemoteApp lets you access applications remotely through Remote
Desktop Services, and the apps themselves are housed and managed on network
servers.

Incorrect: Microsoft Intune lets you manage apps in the cloud, not on your own
network servers.

Correct answer: B

A.

Incorrect: If you can’t provide administrator credentials you wouldn't have gotten
as far as selecting the first two options.

Correct: The computer’s processor isn't SLAT.

Incorrect: If the computer’s architecture is 32 bit, you wouldn’t see the first two
entries at all.

Incorrect: If the computer is running Windows 10 (not the Pro or Enterprise edi-
tion), you wouldn't see the first two entries at all.

Answers
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5. Correct answer: D

A.
B.
C.
D.

Incorrect: These two are required, but are listed out of order.
Incorrect: The required technology is RemoteApp, not App-V.
Incorrect: The required technology is RemoteApp, not App-V.

Correct: These two servers are required and are listed in the proper order.

6. Correct answer: E

A.

Incorrect: A working Active Directory and network share are required, but so are
the other listed elements.

Incorrect: A UE-V Agent is required, but so are the other listed elements.
Incorrect: A UE-V Generator is required, but so are the other listed elements.

Incorrect: A Settings Storage Location is required, but so are the other listed ele-
ments.

Correct: All of the above are parts of the UE-V solution.

Incorrect: All of the listed elements are required.

7. Correct answer: A

A.

Correct: Deploy the Settings Storage Location is the first thing you do.
Incorrect: Deploy the UE-V Agent is the second thing you do.

Incorrect: Install the Group Policy Templates is the third thing you do.
Incorrect: Install the Agent Generator is the fourth thing you do.
Incorrect: Deploy the Settings Template Catalog is the fifth thing you do.

Incorrect: Deploy the Settings Location Templates is the sixth thing you do.

8. Correct answer: A

A.
B.
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Correct: Endpoint Protection refers to malware.
Incorrect: Endpoint Protection involves malware, not updates.

Incorrect: Policy does refer to security, but it has more to do with creating security
policies than it does with malware specifically.

Incorrect: Licensing is an important element of Microsoft Intune, but Endpoint
Protection refers to malware.
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Manage updates and
recovery

n order for devices to remain secure and protected at all times, it is essential that personal
and enterprise computers running Windows 10 are patched and secured from known
threats such as malware, system vulnerabilities, and security risks. The process of using the
Microsoft and Windows Updates mechanism ensures that Windows systems are protected.
Over the last few years, threats have increased in both complexity and frequency. Where
vulnerabilities are found, they are often quickly exploited and used in malicious ways
against end users.

Microsoft has built up the stability of the new kernel developed for Windows Vista and
has continuously improved it to provide Windows 10 with a very stable and reliable plat-
form for users. We have seen system improvements in Windows 10 that improve reliability
and reduce the likelihood of crashes occurring, such as the self-healing file system used for
Storage Spaces, or in place memory conservation and improved anti-malware protection.

The drive towards using the Cloud more extensively has allowed Microsoft to develop
and implement new solutions for recovering from operating system failures. In much the
same way as the Previous Versions feature empowered end users to recover overwritten
or damaged files, in Windows 10 end users can simply and efficiently recover a failed or
unresponsive system without lengthy downtime. This releases administrators from recover-
ing individual files from tape backups.

Objectives in this chapter:
m Objective 9.1: Configure system recovery
m  Objective 9.2: Configure file recovery

m  Objective 9.3: Configure and manage updates

Objective 9.1: Configure system recovery

It is rare that Windows 10 will suffer from a system crash in a corporate environment where
each computer is managed by an administrator. System instability can arise from unstable
device drivers, a failed internal module such as a system drive or memory failure, or poorly
written third-party software.
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Resolution from a system failure may be quick or slow, depending upon the nature of the
failure and also any precautions in place at the time of the failure. You can remove a faulty
device driver by simply performing a driver rollback, and troubleshoot a system that will not
boot by allowing Windows to apply automatic repairs during startup. Some features from
earlier versions of Windows are retained in Windows 10, but others such as Last Known Good
Configuration have been deprecated.

Windows 10 helps users remain productive by safeguarding against system failure and
incorporating tools that speed up the recovery process after a failure has occurred.

This objective covers how to:
m Configure a recovery drive
m Configure system restore
m Perform a refresh or recycle
m Perform a driver rollback

m  Configure restore points

Configure a recovery drive

Most Windows 10 PCs will have a recovery partition which will contain a full image of the sys-
tem. The contents of the recovery partition can also be copied to a removable storage device
so that in the event that your recovery partition becomes inaccessible or corrupted you will
still be able to recover your system.

Disk drive space on many small form factor devices and tablets is often smaller than
available on a laptop or PC and this can limit the availability for an original equipment
manufacturer (OEM) to include a recovery partition on devices shipped with Windows 10.
If there is no recovery partition, you can still create a bootable Universal Serial Bus (USB)
recovery drive which can boot into the Recovery Environment (RE). You will then need to
access a system image that you have created or that is provided by the OEM.

To create a recovery drive, follow these steps:
1. Search for Recovery Drive and select Create A Recovery Drive.

2. Accept the User Account Control (UAC) prompt and provide the necessary credentials,
if required.

3. Check the Backup System Files To The Recovery Drive option.
4. Click Next. Windows 10 will prepare the recovery image.

5. If you have not already connected a backup device to the system, on the Connect A
USB Flash Drive page, connect a drive that has at least 4 GB capacity.
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6. On the Select The USB Flash Drive page, select the drive for the recovery drive and
click Next.

7. On the Create The Recovery Drive page, read the warning that the USB drive contents
will be deleted and click Create. The Creating The Recovery Drive page appears with
a progress bar which will indicate which phase of the process is being performed. The
process can take up to 30 minutes depending on the performance of the PC and the
media.

8. The tool performs the following processes:
A. Prepares the drive
B. Formats the drive
C. Copies Recovery Drive utilities
D. Backs up system files
9. On the last page, click Finish.

When the recovery drive has been provisioned on the removable media, if your device
has a recovery partition, you will see a link as shown in Figure 9-1 to delete the recovery
partition from your PC. This relates to the Windows 10 device recovery partition and not the
newly created recovery drive. If you want to free up the space on your device, you need to
select this option. It is important to store the recovery drive in a safe place because you will
not be able to recover your device if you have lost the recovery drive and you have deleted
the recovery partition.

€ 5 Recovery Drive

The recovery drive is ready

Everything on your PC's recovery partition is now copied to your recovery drive. You can delete
the recovery partition to free up drive space.

Delete the recovery partition

FIGURE 9-1 Creating a recovery drive

Objective 9.1: Configure system recovery 331



332

NOTE SDHC MEMORY CARDS

Some devices will support the use of Secure Digital High-Capacity (SDHC) memory cards.

The Recovery Drive Wizard can use a SDHC card as an alternative to using a USB flash drive.

You should carefully label your Recovery Drive media after they have been created. A
64-bit (x64) recovery drive can only be used to reinstall a device with 64-bit architecture. The
Windows 10 Recovery Drive cannot be used to repair down-level versions of Windows.

Configure system restore

You might have used System Restore in a previous version of Windows such as Windows XP
or Windows 7 to restore a computer that has become unstable. System Restore has been
retained in Windows 10 and it offers a familiar and reliable method of recovering systems by
restoring the operating system to a restore point created during a period of stability.

Once enabled, System Restore will automatically create restore points at the following
opportunities:

Whenever apps are installed [f the installer is System Restore compliant.
With updates Whenever Windows 10 installs Windows updates.

Based on a schedule Windows 10 includes scheduled tasks, which can trigger re-
store point creation.
Manually You can create a System Restore from the System Protection screen.

Automatically When you use System Restore to restore to a previous restore
point, Windows 10 will create a new restore point before it restores the system using
the selected restore point.

To turn on System Restore and manually create a System Restore point, follow these steps:

1.

Search for System and click the System Control Panel item.

On System, select the System Protection link in the left pane. The System Properties
dialog box appears with the System Protection tab open.

To turn on the System Restore feature, click Configure.

On the System Protection For Local Disk (C:) dialog box, select Turn On System
Protection.

Under Disk Space Usage, move the slider for the Max Usage to allow room on the
restore points to be saved (five percent is a reasonable amount) as shown in Figure 9-2.

Click OK twice.
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Computer Name ~Hardware Advanced System Protection Remote

é Use system protection to undo unwanted system changes.

System Restore | Restore Settings

By enabling system protection, you can undo undesired changes by

h( d h rti
ou can undo system charges by reverting System REST{ reverting your computer to a previous point in time.

your computer to a previous restore paint .
@ Turn on system protection

Protection Settings (O Disable system protection

Available Drives Protection

‘2a Local Disk {C:) (System) Off
Disk Space Usage

‘You can adjust the maximum disk space used for system protection. As
| space fills up, older restore points will be deleted to make room for new
Configure restore settings. manage disk space, Corfigurd  ONES.

and delete restore points. |

Current Usage: 0 bytes

To create a restore point, first enable protection Credta |
by selecting a drive and clicking Corfigure. 1 Max Usage: '
| 5% (6,33 GB)
oK Cancel | |
Delete all restore points for this drive.
Delete
Ok Cancel Apply

FIGURE 9-2 Configuring System Restore properties

You can also use PowerShell to configure System Restore. Some of the available commands
that you need to review include:

= Enable-ComputerRestore Enables the System Restore feature on the specified file
system drive.

= Disable-ComputerRestore Disables the System Restore feature on the specified file
system drive.

m Get-ComputerRestorePoint Gets the restore points on the local computer.
® Checkpoint-Computer Creates a system restore point.

The following command enables System Restore on the C: drive of the local computer:

PS C:\> enable-computerrestore -drive “C:\”
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NOTE SYSTEM RESTORE REQUIRES NTFS AND USES VOLUME SHADOW COPY SERVICE

System Restore uses the Volume Shadow Copy Service (VSS) and is only available on drives
that are formatted with NTFS.

If the amount of space allocated for the restore points becomes full, System Restore will
automatically delete the oldest restore points. If you require more restore points to be avail-
able, you need to allocate a larger proportion of the hard disk to the feature.

Once the system has created restore points, you are protected and the system should be
recoverable.

To recover your system, you can launch the System Restore Wizard from either:

m System Protection If your system will allow you to sign in to Windows, you can
launch System Restore from the Windows 10 graphical user interface (GUI).

m Windows Recovery Environment (Windows RE) If the system will not allow you to
sign in, you can boot to the Windows RE and launch the System Restore Wizard from
the Advanced options.

NOTE WINDOWS RE

Windows RE is built on Windows Preinstallation Environment (Windows PE) which is a cut
down version of Windows and offers only limited functionality.

Identifying affected apps and files

When using System Restore to restore the computer to an earlier state, the wizard will allow
you to can scan the restore point and advise you which apps and files will be affected by
performing the operation.

1. Search for System and click the System Control Panel item.

On the System, select the System Protection link in the left pane. The System Properties
dialog box appears with the System Protection tab open.

2. Click System Restore.
3. On the Restore System Files And Settings page, click Next.

4. On the Restore Your Computer To A State It Was In Before The Selected Event page,
choose the restore point that you want to be restored as shown in Figure 9-3.
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FIGURE 9-3 Applying a System Restore point to your system

5. Optionally, click Scan For Affected Programs, or click Next.
6. On the Confirm Your Restore Point page, click Finish.
7. On the warning screen, click Yes.

The System Restore will now prepare your computer and restart. The System Restore
process can take some time to complete.

8. When the process is complete, the system will restart and you can sign in to Windows.

You will be presented with a summary of the system restore status, and a confirmation
that your documents have not been affected.

9. Click Close.

NOTE SYSTEM RESTORE WITHIN WINDOWS RE

When using System Restore within Windows RE, as a protection against unauthorized
access to the system, you need to select a user account and provide the user’s password
before you can use the System Restore feature.
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Modifying the task schedule

After you have enabled the System Restore feature, you can modify the default task schedule
for when you want automatic restore points to occur by modifying the SR scheduled task as
follows:

1. Search for Task, and click the Task Scheduler item.

2. Inthe Task Scheduler Microsoft Management Console (MMC), expand the node on the
left to locate Task Scheduler Library\Microsoft\Windows\SystemRestore.

3. Double-click the SR task in the middle pane.
4. On the SR Properties (Local Computer) dialog box, click the Triggers tab.
5. On the Triggers tab, click New.

6. Inthe New Trigger dialog box, configure the schedule that you require. For example,
you can configure Windows to create a daily System Restore point at noon.

7. Ensure that the Enabled check box is selected, and click OK.

8. On the Triggers tab, click OK.

9. Inthe Task Scheduler MMC, the trigger is now displayed and enabled.
10. Close the Task Scheduler MMC.

Launching Windows Recovery Environment

To launch the Windows RE and use safe mode or other advanced troubleshooting tools, you
need to start Windows 10 in advanced troubleshooting mode by using one of the following
options:
m Click Settings, Select Update & Security, select Recovery, and then under Advanced
Startup, click Restart Now.

m  Press the Shift key and select the Restart option on the Start menu.
m Restart the computer by running the shutdown.exe /r /o command.

Once Windows 10 boots to the advanced troubleshooting mode, you need to click
Troubleshoot, then Advanced Options to access the following options as shown in Figure 9-4:

m System Restore Use a System Restore point to restore Windows.

m System Image Recovery Recover Windows using a system image file.

m Startup Repair Fix problems that are preventing Windows from loading.
= Command Prompt Used for advanced troubleshooting.

m Startup Setting Change Windows startup behavior.

m Go back to the previous build Revert to a previous Windows build for Windows
Insiders.
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If your system has a unified extensible firmware interface (UEFI) motherboard you will also
be offered an additional option:

m UEFI Firmware Settings Used to modify UEFI settings.

© Advanced options

Command Prompt

System Image
Recovery

ng a specific

Start-up Repair Start-up Settings
Fix problems that keep Windows from Change Windows' start-up behaviour
loading

See more recovery options

FIGURE 9-4 Windows 10 Advanced Troubleshooting Mode

NOTE WINDOWS 10 DOES NOT SUPPORT F8 AT STARTUP

Unlike versions prior to Windows 10, you can’t access the advanced troubleshooting mode
by pressing F8 during the startup process.

The advanced troubleshooting mode shown in Figure 9-4 allows you to select the Startup
Settings which restarts Windows in a special troubleshooting mode that might be familiar to
users of other versions of the Windows operating system. The Startup Settings boot trouble-
shooting mode presents you with the following options:

= Enable debugging mode Start Windows 10 in troubleshooting mode, monitoring
the behavior of device drivers to help determine if a specific device driver is causing
Windows 10 to behave unexpectedly.

m Enable boot logging mode Windows 10 creates and writes to a file named Ntbtlog.
txt to record the device drivers installed and loaded during startup.

m Enable low-resolution video mode Start Windows 10 in a low-resolution graphics
mode.

m Enable Safe Mode Windows 10 starts with a minimal set of drivers, services, and
applications to allow you to troubleshoot the system using the GUI. Safe mode does
not include network connectivity.
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Enable Safe Mode with Networking Safe mode with networking enables network
connectivity.

Enable Safe Mode with Command Prompt Safe mode using a command prompt
window rather than the Windows GUI.

Disable driver signature enforcement Allows you to load device drivers that do
not have a digital signature.

Disable early-launch anti-malware protection Start Windows 10 without the early
launch anti-malware functionality running. This mode is useful for identifying whether
early launch anti-malware is affecting a driver or app from being loaded.

Disable automatic restart on system failure Stops Windows 10 from automatically
restarting after a system failure occurs.

You can cancel and reboot your system normally by pressing Enter. To select an option
that you require, you need to press the number key or function key F1-F9 that corresponds to
the following items as shown in Figure 9-5:

1.
2.

Enable Debugging Mode

Enable Boot logging Mode

Enable Low-resolution Video Mode

Enable Safe Mode

Enable Safe Mode with Networking

Enable Safe Mode with Command Prompt
Disable Driver Signature Enforcement

Disable Early Launch Anti-malware Protection

Disable Automatic Restart on System Failure
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Press a number to choose from the options below:

Use number keys or functions

1) Enable debugging

2) Enable boot logging

3) Enable low-resolution video

4) Enable Safe Mode

5) Enable Safe Mode with Networking

6) Enable Safe Mode with Command Prompt

7) Disable driver signature enforcement

8) Disable early launch anti-malware protection
9) Disable automatic restart after failure

Press F10 for more options
Press Enter to return to your operating system

FIGURE 9-5 Windows 10 Startup Settings

If you press F10, you are taken to another screen with the option to launch the recovery
environment. This option reboots the system and returns you to the advanced troubleshooting
mode. It will validate your access to the system by requiring you to sign in with a user account
and password.

NOTE LAST KNOWN GOOD CONFIGURATION

Windows 10 does not support the Last Known Good Configuration startup option that was
present in Windows 7 and other versions of Windows.

Perform a refresh or recycle

If other methods of recovering your system fail or your problems reoccur, you can revert your
system to the state similar to how it was when you purchased it or when Windows 10 was first
installed. Typical issues that prevent the use of other tools mentioned in this chapter could
include a damaged hard drive or a malware attack that encrypts the drive.

Windows 8 first introduced the option to refresh or recycle your computer; Windows 10
has improved the performance and reliability of this feature. You will see the words recycle
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and reset used interchangeably by Microsoft to mean the same thing although the Windows
interface options typically use the term reset. The Reset This PC option consolidates the

two options (Refresh Your PC and Reset Your PC) that were available in Windows 8 and
Windows 8.1.

For enterprise users who suffer from an unstable or corrupted system, often the quickest
remediation is to deploy a fresh system image from the deployment server to the device.
Home users and small organizations can utilize a similar solution, but rather than use a
deployment server on the network such as Windows Deployment Services (Windows DS),
Windows 10 is able to re-image the device itself. Selecting the Reset This PC option effec-
tively reinstalls the Windows 10 operating system and allows you to either keep your files or
remove everything.

To start the recovery process, follow these steps:
1. Launch Settings.

2. Click Update & Security.

3. Select Recovery.

4. On the Reset This PC page, click Get Started.

The screen will be dimmed and you will be presented with the options shown in Figure
9-6 as follows:

m Keep My Files Removes apps and settings, but keeps your personal files.
= Remove Everything Removes all of your personal files, apps, and settings.

m Restore Factory Settings Removes personal files, apps, settings, and reinstalls
the version of Windows that came with this PC.

5. Select Keep My Files.

A warning appears informing you that your apps will be removed; it lists any apps that
will need to be reinstalled.

6. Click Next.

On the Ready To Reset This PC page, you are reminded that resetting the PC will
remove apps and reset all settings back to defaults.

7. Click Reset to restart the PC and allow the reset process to begin.
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FIGURE 9-6 Reset This PC options

After the reset process has completed and you've signed in, you will have a list of removed
apps on the desktop.

The second option allows you to choose to remove all settings, apps, and personal files.
This action restores the operating system to the “factory settings”, i.e. to the same state when
you first installed or upgraded to Windows 10. There is also a third option to clean the drive
during the reset process and the hard disk will be fully erased and the disk will be overwritten
prior to the automated reinstallation of Windows 10. This option is ideal if you are seeking to
recycle your PC and want to make it difficult for someone to recover your removed files.

When the system reset is complete, you are offered the out-of-box experience (OOBE).
You will need to configure the device, install any apps, and modify any settings that you
would like.

The third option is available if your device manufacturer included a choice to restore
factory settings. This action restores the operating system to the original factory settings
and is also available if you upgraded from Windows 8.1 to Windows 10. Selecting this option
provides an automated reinstallation of Windows 10 and presents the OOBE that is provided
by the OEM.

After the reset process, if you sign in with the same Microsoft account you were using
before, the Windows Store apps that you have purchased will be available to reinstall using
the following steps:

1. Open the Windows Store.
2. Select the Accounts icon and click My Library.

3. Select the apps you want to install, and select Install.
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EXAM TIP

5/

In versions of Windows prior to Windows 10, you could use a utility called Recimg.exe
to capture an image of your computer after you've installed applications and made
customizations. You could then export this image and use it as a recovery image, but
this utility has been deprecated in Windows 10.

Perform a driver rollback

You know that device drivers allow Windows to control and communicate with the majority
of hardware found in and attached to a device. Because a device driver allows the operating
system to use the hardware, device drivers are a critical part of the operating system. You will
have reduced device functionality if its driver is unavailable, corrupted, or not installed.

Device driver software is maintained by the hardware OEM and they often produce
improved drivers which can be made available throughout the lifetime of the device. New de-
vice drivers often make improvements or remove errors from previous versions and therefore
it is recommended that you allow Windows to update device driver software whenever a new
version is available. Thankfully in Windows 10, this process is automatic by default, although
you can disable all updating of device drivers as you will see later in this chapter.

You need to be aware that device drivers run at the kernel level and have access to all
system resources within the operating system. To prevent malicious code from been granted
access to your system, you need to ensure that only drivers that are signed with a digital
signature from a trusted authority are allowed to be installed on your system. The 64-bit
versions of Windows 10 enforces device driver signing, but the 32-bit versions of Windows
10 permit their use and will warn users about the danger of using unsigned drivers.

Drivers are often bundled as a set of files known as a driver package and can contain the
following modules:
m Driver files A driver is a dynamic-link library (DLL) with the SYS file name extension.
m Installation files including INF A device setup information (.inf) file which is copied to
the %SystemRoot%\Inf directory during installation. Every device must have an INF file,
which provides information that the system needs for device installation.

m Installation files including CAT files A driver catalog file (.cat) contains a crypto-
graphic hash of each file in the driver package to verify that the driver package has not
been altered after it was published.

m Other Files A driver package can also contain additional files, including device
installation apps, device icon, device property pages and device stage metadata.

When a device driver is installed manually, Windows 10 updates the driver store with the
driver, which is a trusted location located at %SystemRoot%\System32\DriverStore.

Drivers can be copied to the Driver Store prior to device installation, for example, by using
Group Policy or during initial system deployment. In this way, standard users can connect
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known hardware to their Windows 10 devices and the system will automatically install the
driver software from the driver store without help from the IT helpdesk. To manually install
driver packages to the driver store, you would use the command line tool Pnputil.exe, which
has the following syntax: pnputil.exe —a path\drivername.inf as shown in Table 9-1.

TABLE 9-1 Pnputil.exe parameters

Parameter

Description

Adds the INF file specified
Delete the INF file specified
Lists all third-party INF files

Force the deletion of the identified INF file. Cannot be used together with the —i pa-
rameter.

Installs the identified INF file. Cannot be used together with the -f parameter
Displays help

An example command to add the INF file specified by the DEVICE.INF is:

pnputil.exe -a C:\%SystemRoot%\System32\DriverStore\Device.inf

In addition to the Pnputil.exe, you can use the following Windows PowerShell cmdlets:

= Enable-PnpDevice Enables a Plug and Play (PnP) device.

Disable-PnpDevice Disables a PnP device.

Get-PnpDevice Displays information about PnP devices.

m Get-PnpDeviceProperty Displays detailed properties for a PnP device.

An example PowerShell command to enable the device specified by the instance ID 'NET\

VID_6986&;PID_4466&;MI_00\8&;&;0020" is as follows:

PS C:\> Enable-PnpDevice -Instanceld ‘NET\VID_6986&;PID_4466&;MI_00\8&;&;0020’

If a new device driver causes system instability or problems using some hardware, you

can use the Driver Roll Back feature to revert a particular driver to the previous version of the

device driver within Device Manager.

You can only use the Driver Roll Back feature if you have previously updated the default

driver, that is, if you have not installed a newer driver, the option within Device Manager
will be unavailable. Using Driver Roll Back will overwrite the current device driver. After
using this feature, the previous device driver is no longer available unless you manually
reinstall the driver.

NOTE NO ROLL BACK DRIVER FOR PRINTERS

Although Printers and Print queues appear in the Device Manager, you are not able to use

the driver Roll Back feature for these devices.
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To use Roll Back Driver, complete the following steps:

1. Open Device Manager.

2. Right-click the device to roll back, and then click Properties.
3. In the Device Properties dialog box, click the Drivers tab.

4. Click Roll Back Driver.

5. In the Driver Package Roll Back dialog box, click Yes as shown in Figure 9-7.
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s Disk drives

Lo Pi5P|ay adapters Driver Provider: ~ Microsoft
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% Human Interface Devices Driver Package rollback

Ca IDE ATA/ATAPI controllers Driver Version{

i Imaging devices Digital Signer:| Are you sure that you would like to roll back to
o Keyboards the previously installed driver software?

A MiceAand other pointing devices Dsiver Detals

=1 Monitors Rolling back to older driver software may reduce the

3 Network adapters Update Driver functionality or security of your device. If this doesn't resolve
BB Portable Devices the issues that you're having with your device, visit the

== Print queues manufacturer's website to determine if updated driver

: — q Roll Back Driver software is available.

= Printers

2} Processors
1P Security devices
v [ Sensors T

HID Sensor Collection V2 Uninstall To uninstall the driver (Advanced).
[ Sdo Sensor V2

Il Software devices

% Sound, video and game controllers

< Storage controllers

I System devices

@ Universal Serial Bus controllers

Disable Yes No

OK Cancel

FIGURE 9-7 Device Driver Roll Back

NOTE SAFE MODE

If you are unable to start Windows 10 following a recent device driver upgrade, you can
start the computer in safe mode and then attempt to Roll Back the driver. This will rein-
state the previous driver and allow the system to start.

Configure restore points

Included with Windows 10 is the Backup And Restore (Windows 7) tool, which allows you to
create a system image of your computer. Although this feature was deprecated in Windows
8 and removed in Windows 8.1, but it has returned in Windows 10. The reappearance of this
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feature is useful for users upgrading from Windows 7 directly to Windows 10. Any backups
that were created on a Windows 7 machine can be accessed on your Windows 10 computer
and you can also use it to back up your Windows 10 PC using the familiar tool.

The backup tool allows you to create backups of files contained in folders, libraries, and

whole volumes. You can also create a system image and manually create a system repair disk.
The backups can be saved onto external USB drives, network drives, or onto a local disk if it is

different from the disk on which Windows 10 is installed.

The Backup And Restore (Windows 7) tool is found in the System And Security section of
Control Panel, or you can search for “backup and restore” and select the Backup and Restore
(Windows 7) item listed in Settings.

Creating a backup and system image

To create a backup of your files and folders and a system image follow the steps:

1.

Search for Backup And Restore, and select the Backup And Restore (Windows 7) item
listed in Settings.

On Backup And Restore (Windows 7), click Set Up Backup.

On the Select Where You Want To Save Your Backup page, choose the location and
click Next.

On the What Do You Want To Back Up page, click the Let Windows Choose
(Recommended) option, and click Next.

On the Review Your Backup Settings page, click the Change Schedule Link.

On the How Often Do You Want To Back Up page, leave the Run Backup On A
Schedule (Recommended) check box selected, and choose when you want the back
up to be performed.

Click OK.
On the Review Your Backup Settings page, click Save Settings And Run Backup.

The backup will begin. The first backup will take the longest time because this is a full
back up and subsequent backups are incremental backups.

NOTE ADVANCED BACKUP SCHEDULING

Backup And Restore (Windows 7) allows you to create a simple backup schedule. If you

modify the Automatic Backup task in Task Scheduler, you can specify a more complex

backup schedule, for example, to backup multiple times per day, or to back up when your

workstation is in the locked state.

You can allow Windows to choose what to back up, which will include all files and folders
in your user profile (including libraries) and a system image. You can specify the frequency
and time when Windows 10 will perform backups, or retain the default backup schedule of
Sunday at 7 P.M. every week.
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If you require more specific scheduling, you can modify the triggers within Task Scheduler
after you have enabled scheduled backups. Available options to trigger a scheduled backup
include:

m On a schedule

m Atlogon

m At startup

m Onidle

m Onanevent

m At task creation/modification

m  On connection/disconnect to a user session
m  On workstation lock/unlock

Volume Shadow Copy Service (VSS) is used by Backup And Restore (Windows 7) to create
the backups. The initial backup creates a block level backup of files to a backup file using the
new virtual hard disk (vhdx) file format. You can mount the VHDX file stored in the backup
folder in File Explorer. VSS greatly enhances the performance of the backup operation because
subsequent backups will copy only the data that has changed since the previous backup, which
is often a smaller amount of data. Therefore, the incremental backup will be created much
faster than the initial backup.

Each time you run a backup, the Backup And Restore (Windows 7) tool creates a new
restore point that can be used by the Previous Versions feature in File Explorer, which we will
cover later in this chapter. These restore points are not the same as the System Restore points
created using System Protection.

Within an elevated command prompt you can use the Wbhadmin.exe tool to back up and
restore your system, volumes, files, folders, and applications. You need to be a member of the
Backup Operators or the Administrators group to use this tool. To list the backups available
on your system, run the following command in an elevated command prompt:

wbadmin get versions

Using System Image Recovery

When you use the System Image Recovery process within Windows RE, Windows 10 replaces
your computer’s current operating system with the computer image that is contained in the
system image that has been created by the Backup And Restore (Windows 7) tool.

You should only use System Image Recovery if other recovery methods are unsuccessful
because it will overwrite all the data on your computer. Any data files stored locally on your
computer that you have created or modified since the system image was created will not be
available after you use the System Image Recovery unless you have saved them onto another
location such as OneDrive.
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To recover a device with a Restore Point, follow these steps:

1.
2.

9.

Launch the Windows RE.

On the Choose An Option page, select Troubleshoot.

On the Troubleshoot page, select Advanced Options.

On the Advanced Options page, select System Image Recovery.

Allow the system to reboot and Windows will prepare for System Image Recovery.
On the System Image Recovery page, select your user account.

On the System Image Recovery page, enter your password and click Continue.

On the Re-image Your Computer page, verify the system image is correctly selected as
shown in Figure 9-8, and click Next.

lh-" Re-image your computer @

Select a system image backup

N — This computer will be restored using the system image.
|| Everything on this computer will be replaced with the
| information in the system image.

Troubleshooting information for BMR.:
http: /fgo.microsoft.com/fwlink/p,?LinkId =22503%

(®) Use the latest available system image{recommended)

Location: My Backup Drive (D:)
Dateand time: [ 8/27/2015 2:21:48 PM (GMT-8:00)

Computer: | pESKTOP-7RUMRLL |

(D) select a system image

< Back Cancel

FIGURE 9-8 Using the System Image Recovery Wizard

On the Choose Additional Restore Options page, click Next, and then click Finish to
start the restoration process.

In the Re-image Your Computer dialog box, read the warning, and then click Yes.

The Re-image Your Computer process will now proceed.

10. Once competed, Windows will need to restart. Click Restart Now, or you can wait and

allow Windows to automatically restart. When Windows restarts, you will be presented
with the sign in screen.
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Creating a system repair disk

You can create a system image and a system repair disk using the Backup And Restore
(Windows 7) tool, which can be used with the advanced troubleshooting mode to recover
Windows 10 in the event of a drive or other catastrophic failure.

A system image can be incorporated into any backup when using the Backup And Restore
(Windows 7) tool, however to create a system repair disk requires that you manually create a
repair disk as follows:

Search for Backup And Restore and select the Backup And Restore (Windows 7) item
listed in Settings.

On Backup And Restore (Windows 7), click the Create A System Image link.

On the Create A System Image page, select one of the following location choices:
®m On a hard disk

= On one or more DVDs

m On a network location

Click Next.

On the Which Drives Do You Want To Include In The Backup page, select any addition-
al drives that you want to include, and click Next.

On the Confirm Your Backup Settings page, click Start Backup.

The drives that are required for Windows to run are automatically included in the
system image. You should add additional drives to the backup manually in the Create
A System Image Wizard. On the Create A System Image page, you will see a progress
bar. When the image has been created, the Create A System Image Wizard will ask you
if you want to create a system repair disc, as shown in Figure 9-9.
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FIGURE 9-9 Creating a system repair disc

7. To create a system repair disc, insert a blank writable CD or DVD into your device, and

click Yes.

8. On the Create A System Repair Disc page, click Create Disc.

9. On the Burn To Disc page, click the Close This Wizard After The Disc Is Erased option,

and click Next.

10. When the process is complete, label the disc as instructed, and click Close.

The system repair disc is useful if Windows 10 will not automatically boot in the advanced
startup options. In this scenario, insert the system repair disk and your computer will boot

from the recovery media automatically. If it doesn't, you might need to change the boot

order.
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Thought experiment
Backing up your files
In this thought experiment, apply what you've learned about this objective. You can

find answers to these questions in the “Answers” section at the end of this chapter.

You want to use the Backup And Restore (Windows 7) tool to create a backup of
your files contained on your computer to a removable USB hard drive. You want to
create a custom schedule. Answer the following questions relating to the Backup
And Restore (Windows 7) tool:

1. What is the default backup schedule for the Backup And Restore (Windows 7)
tool?

2. How would you modify the schedule so that you can be more specific, for example,
you want to backup the data every 30 minutes?

3. What triggers are available that could be used to begin the backup task?

Objective summary

A Windows 10 recovery drive can be used to recover your system in the event of failure.

System Restore is part of the system protection, and useful to restore the operat-
ing system to a previous point in time if, for example, prior to when your computer
became unstable.

Windows Recovery Environment allows you to access the advanced startup options to
troubleshoot Windows 10 startup issues.

Windows 10 introduces the ability to refresh or recycle your device. Refresh can reset
the device and reinstall Windows 10 and allow you to keep your files. Recycle will re-
move everything and comprehensively wipe the hard disk before restoring the factory
settings.

Driver Rollback allows you to revert to a previous device driver after your system begins
to suffer the effects of upgrading to a new device driver that is poorly performing.
Restore points are created when the Backup and Restore (Windows 7) tool creates a
backup image. You can use a system image to recover Windows 10 in the event that
Windows 10 becomes unstable, such as a hard drive failure and other methods have
failed to recover your system.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.
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1.

How can you force Windows 10 to reboot into advanced troubleshooting mode?
(Choose two.)

A. Run the shutdown.exe /r /o command.

B. Pressthe Windows Key and click Restart.

C. Reboot the computer and press F8 during the boot sequence.
D. Press the Shift key and click Restart.

You have updated a device driver for a print device attached via USB to your computer
but the device is not functioning properly. You find the hardware in Device Manager
and try to use the Roll Back Driver option, but the Roll Back Driver option is unavail-
able. What is the problem?

A. You must select the properties tab of the device and select Roll Back Driver.
B. You cannot roll back drivers for printers.
C. You cannot roll back drivers for hardware that use USB connections.

D. The driver has not been installed properly, reboot the computer and try to use the
Roll Back Driver feature again.

You are using the Backup And Restore (Windows 7) tool to back up your device and

attached USB drive contents. You amend the backup settings to include the USB drive
containing your data. When you review the backup you notice that the files have been
backed up but the USB drive contents have not been backed up. What is the problem?

A. You have not selected the USB drive in the backup settings.
B. The USB drive is encrypted using BitLocker To Go.
C. The USB drive has been formatted using the FAT 32 file format.

D. There were no changes made to the files on the USB drive.

Objective 9.2: Configure file recovery

Empowering users to quickly recover lost, corrupted, or accidently deleted files is built into

Windows 10. Users are constantly protected from accidental data loss and they now have the
ability to help themselves when recovering files, a task which was typically requested through
an enterprise IT helpdesk.

Whether the data is stored on local computers, on networked drives, or in the cloud using

OneDrive, the data can be monitored for changes or deletions which can then be reverted
should the need arise.

Many users who have upgraded from Windows 7 might not have seen the Previous Versions

feature or encountered File History, or the Recycle Bin feature within OneDrive.
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This objective covers how to:
m Configure File History
m Restore previous versions of files and folders

m Recover files from OneDrive

Configure File History

File History is file recovery method that provides you with a very easy and user friendly
method of retrieving your files after they have been accidently deleted or modified. Once
enabled, File History will automatically create a backup of all user files that have been
modified on an hourly schedule. So long as the backup destination location does not
become full, the File History can continue to store changes indefinitely.

To turn on File History, follow these steps:
1. Open Settings, click Update & Security, and select Backup.
2. Click the Plus (+) icon labeled Add A Drive.

File History will search for drives.

3. Inthe Select A Drive dialog box, select the external hard drive that you want to use for
File History.

4. On the Back Up Using File History page, verify that the Automatically Back Up My Files
toggle is On.

Once enabled, File History will save copies of your files for the first time. This will happen
as a background operation and you can continue to work normally.

File History saves your files from your user profile and all the folders located in your
libraries, including OneDrive, that are synced to your device if OneDrive is used. You can
manually include or exclude folders on the Backup Options page. To manually include
additional folders to be monitored by File History, you need to perform the following
steps:

1. Open Settings, click Update & Security, and select Backup.
2. Click the More Options link.
3. On the Backup Options page, click Add A Folder.

4. Select the folder that you want to back up and click Choose This Folder as shown in
Figure 9-10.

5. Ensure that the folder is listed in the list of folders under Back Up These Folders.
6. Close the Backup Options page.
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FIGURE 9-10 Configure File History Backup Options

There are two other methods for adding a folder to the File History list of folders:
= Add folders to one of the existing libraries File History will protect these folders.

= In File Explorer Select the folder and click History in the Home ribbon, click the
Include It In Future Backups link.

You can configure many of the File History settings multiple ways and you need to be
familiar with each of them:

m File History in Control Panel

m Backup Options within Settings

m File Explorer History item on the ribbon

Within the advanced setting screen of File History, you configure the following:

m  Modify the frequency of the File History backup from every 10 minutes to daily.
m Share the backup drive to other HomeGroup members.

m Open File History event logs to view recent events or errors.

m Define the length of time to keep saved versions of your files.
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m  Manually clean up older versions of files and folders contained in the backup to recover
space on the backup drive. You could also use the command line tool FhManagew.exe
to delete file versions based on their age stored on the File History target device.

NOTE FILE HISTORY RESTORE POINTS

Previous Versions is a feature which uses the File History restore points and allows you to
select one of the file version histories and is accessed within File Explorer. Previous Versions
is covered later in this chapter.

File History file recovery
You can launch File History file recovery, as shown in Figure 9-11, in several ways:
m History icon Open File Explorer and navigate to the folder that contains a modified

or deleted file, and then click History on the Home ribbon. The File History page will
open and you can view the recoverable files.

m Restore personal files Open File History in Control Panel and select the Restore
Personal Files link on the left side.

m Restore files from a current backup The Restore Files From A Current Backup link
is at the bottom of the page within the following location: Settings Update & security\
Backup\More options\Backup Options.

& TempWork - File History - m} x
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Docx pocx pdf DocK Docx pdf Docx
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FIGURE 9-11 Restore your personal files using File History
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When the File History page is in view, you can navigate through each restore point by
using the arrow buttons. Each restore point has a date and time to help you decide which
version of the file or files to restore. You can select one or more files to revert, and select
which version of the file by navigating through the six backups that have been made by File
History. If you right-click the file or folder, you can
preview the file to view the contents. If you want to proceed to recover the file, click the
green button on the File History screen. The file or files selected will be restored and File
Explorer will open with the restored files displayed.

NOTE FILE HISTORY BACKUP LOCATION

You can navigate to the backup files that File History creates. They are stored on the
backup drive in a folder hierarchy. The files backed up in Figure 9-11 would be found at
E:\FileHistory\Demo\Laptop\Data\C\Users\Demo\Documents\TempWork.

File History support for encryption

Protecting files and folders using Encrypting File System (EFS) is supported on NTFS when
using Windows 10 Pro and Windows 10 Enterprise versions. File History supports backing

up files that are encrypted using the EFS so long as the drive selected for the backup is format-
ted as a NTFS volume. Without NTFS, data cannot be encrypted using EFS and therefore if the
destination drive does not use NTFS, File History will not back up encrypted files.

If you use BitLocker Drive Encryption to protect your data on your PC and use File History to
back up this data to a removable drive, the data will no longer be protected. You should con-
sider enabling BitLocker To Go on the removable drive to protect the contents. The File History
is designed to back up on a per-user basis and is performed using the local user account, which
means only files and folders that you have access to will be backed up.

NOTE TURN OFF FILE HISTORY

There is only one Group Policy Object (GPO) relating to File History, located at Computer
Configuration\Administrative Templates\Windows Components\File History\ Turn off File
History. When enabled, File History cannot be turned on.

Restore previous versions of files and folders

Previous Versions has been reintroduced in Windows 10, and is a file and folder feature that
enables users to view, revert or recover files that have been modified or deleted by mistake.
Previous Versions uses the File History feature or restore points created during backups

in Backup And Restore (Windows 7). One of these features must be configured to use the
Previous Versions feature.
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After you have enabled File History or created a Backup And Restore (Windows 7) backup,
you need to browse in File Explorer to the location where the modified or deleted files are. If
one of these methods has “protected” the file or folders being browsed, the Previous Versions
tab shown in File Explorer will list the available restore points for your data. Until one of these
tasks has been performed, the Previous Versions tab will be empty.

VSS is used by Previous Versions to monitor and preserve copies of modified files on an
automatic schedule. You saw earlier in the chapter that the Backup And Restore (Windows 7)
tool also creates a restore point each time you create a backup. After the initial File History
restore point has been created, subsequent restore points may take only a few minutes to
complete.

NOTE PREVIOUS VERSIONS RESTORE POINTS

In the Previous Versions tab, a message is displayed which states that the previous versions
come from File History and from restore points. The Previous Versions feature uses the
restore points that are created by the Backup And Restore (Windows 7) tool and not the
restore points that System Restore creates.

If you configure File History and also use the Backup And Restore (Windows 7) tool, multiple
restore points will be available in the Previous Versions tab. The Previous Versions feature is
available on all file systems if File History is used. The Backup And Restore (Windows 7) can only
be used to back up data using New Technology File System (NTFS) volumes.

To revert files to a previous version, use the following steps:
1. Ensure that File History is turned on.

2. Create a folder on your computer, for example, This PC\Documents\TempWork Folder,
and then create or save a text file called Test.txt into the folder.

3. In File History, click Run Now.
4. Open Test.txt and modify the contents, save, and exit the file.
5. Right-click Test.txt and select Restore Previous Versions.

6. Click the Previous Versions tab. Note that the Test.txt file has one previous version
listed, which is the original file. If you modify the file again, there will not be another
Previous Version listed until the next Restore Point is created by File History.

7. To manually create a new Restore Point, return to File History and click Run Now.
Return to the Test.txt file and notice that it now has two file versions listed, as shown in
Figure 9-12.
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FIGURE 9-12 Restore previous versions of files and folders in File Explorer

8. Delete the Test.txt file.

9. To recover the last version of the file that was saved by File History, right-click the
This PC\Documents\TempWork folder and Select Restore Previous Versions.

10. Click the Previous Versions tab, select the TempWork folder, and click Restore.

11. Verify that the Test.txt file has been restored to the This PC\Documents\TempWork
folder.

Recover files from OneDrive

OneDrive allows you to store your files online. You can sync files between your PC and
OneDrive. You can access files from OneDrive.com from just about any device that is con-
nected to the Internet. There are a couple of ways you can recover files from OneDrive
that have gone missing.

If you accidentally delete a file stored in your OneDrive account, you can recover files by
using the Recycle Bin which is available with OneDrive.com.

The OneDrive Recycle Bin can retain deleted items for a minimum of three days and up to
a maximum of 90 days. The actual retention period is dependent on the size of the Recycle
Bin which is set to 10 percent of the total storage limit by default. If the Recycle Bin is full, old
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items will be deleted to make room for new items as they are added to the Recycle Bin and
this may have an impact on the 90-day retention period.

To recover deleted files from your OneDrive.com, follow these steps:

1. Browse to your OneDrive.com, or right-click the cloud icon in the notification area and
click Go To OneDrive.com.

2. On the left side of the page, select the Recycle Bin.

3. If the Recycle Bin is not visible, click the three horizontal lines in the top left corner of
the screen and select Recycle Bin.

4. Select the items that you want to recover.
5. Click Restore on the menu.

OneDrive will restore the items and they will be removed from the Recycle Bin.

At present you are not able to modify the retention settings or increase the size of the
Recycle Bin. If you are using the Recycle Bin often and you are concerned about whether your
deleted files will be protected by the Recycle Bin, you could consider increasing the space
provided to the Recycle Bin by purchasing additional OneDrive storage or reviewing items
currently in the Recycle Bin and selecting items for permanent deletion to free up space as
shown in Figure 9-13.
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FIGURE 9-13 Permanently deleting items from the OneDrive Recycle Bin
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When you delete files using the OneDrive.com interface or from your OneDrive folders
within File Explorer, the deleted files will be automatically synchronized to the OneDrive.com
Recycle bin and the File Explorer Recycle Bin (or Trash if you are using OneDrive on a Mac).

If you use the Restore All or Empty Recycle Bin options you need to be aware that these
tasks are irreversible.

The Search feature within OneDrive.com is a powerful method of locating files stored in
your OneDrive. Search results do not include items in the OneDrive Recycle bin or the File
Explorer Recycle Bin.

OneDrive document version history

For Office documents, such as Microsoft Word and Microsoft Excel, OneDrive.com maintains
previous versions of these documents where available. To view the available versions stored in
OneDrive, navigate to the Office file right-click and choose Version History. OneDrive will open
the file in a new browser tab. You can then see the list of available versions on the left pane,
and review the contents of each file as shown in Figure 9-14.

& MOAC_20410 - OneDrive @3 Review Questions 1-4 A1 X | + = X
é > O ‘ ﬂ Microsoft Corporation [US] live.com, * | = @ Q
. { i Andrew Bettan: Sign out
Current version Word Online roee
29/08/2015 13:05 OneDrive » MOAC_20410 Z@ Addto OneDrive 8 Print O Find  a Translate
Andrew Bettany
Older versions
29/08/2015 1246 Progress Tests
Andrew Bettany . .
Restore Review Question Answers
Download
21/08/2015 1431 Lesson 1, Installing Servers
1) Answer B
2) Answer: D
3) Answer. B
4) Answer. C
5) Answer: A
6) Answer A
7) Answer: A
Lesson 2, Configuring Servers
8) Answer. D
9) Answer. B
10) Answer- C
11) Answer: B
12) Answer- D
13) Answer- C
14) Answer- A

FIGURE 9-14 Microsoft Office previous versions available in OneDrive

The older versions are listed together with the date and time of when the file was last
saved. If you select an older version of the document from the list of older versions in the left
pane, OneDrive will open the older file into the tab. You can choose to Restore or Download
this older version from the links displayed in the left pane.

Objective 9.2: Configure file recovery 359



Thought experiment
Previous Versions

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

You have been asked to review the backup and restore options available within
Windows 10 and OneDrive.com. Your manager is developing a backup strategy and
wants to ensure that files are backed up and users can easily access the backed up
files for at least six months. Backups will be stored offsite. Answer the following
backup related questions.

1. How would relying on the OneDrive Recycle Bin feature affect the backup strategy?

2. You want to examine how the Previous Versions feature found in File Explorer
works, but you cannot see any Previous Versions listed. How do you enable
Previous Versions?

3. Could the Previous Versions feature found in File Explorer offer backup and
recovery of files as part of the backup strategy?

Objective summary

m  Windows 10 File History is a backup option that performs automatic backups of files
every hour to a non-local storage.

m Previous Versions is a feature that allows you to recover deleted or modified versions
of your files directly from File Explorer rather than via a backup or File History. Previous
versions are generated whenever File History or the Backup and Restore (Windows 7)
tool create restore points.

m  OneDrive offers you a Recycle Bin which allows you to recover files you've deleted
from OneDrive folders and syncs with the File Explorer Recycle bin.

m  OneDrive can provide a history of older versions of Office documents that are stored
within OneDrive so that you can access, restore, and download previous versions of
your files.

m The OneDrive Recycle Bin can retain deleted items for a minimum of three days and
up to a maximum of 90 days, and the size of the Recycle Bin is 10 percent of your total
storage.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “Answers” section at the end of this chapter.

1. What files and folders are backed up by default using File History?
A. Allfiles on the system drive
B. Allfiles in your user profile
C. Alllibraries
D. Allfiles in your user profile and all libraries

2. You want to use Previous Versions for files and folders stored on a volume formatted
with the FAT file system. What should you configure?

A. Backup and Restore (Windows 7)

B. Backup and Restore (Windows 7) and File History

C. Only files and folders stored on a NTFS file system can be used with Previous Versions.
D. File History

3. You have been working on a Microsoft Word document stored in your OneDrive, and
you delete a section and save the file. You now realize that deleted section needs to be
reinstated. You want to recover the file, what can you do?

A. Turn on File History and include OneDrive.
B. In File Explorer find the file in the Recycle Bin and restore the file.
C. In OneDrive.com right click the file and restore the older version.

D. In OneDrive.com Recycle Bin locate the deleted file and click restore.

Objective 9.3: Configure and manage updates

Most IT professionals are vigilant against attacks, but most end users are not. Within an enter-
prise, end users' machines are highly managed and they must rely on proper safeguards being
in place. All employees should be encouraged to review appropriate training and education
relating to updates, data security, malware threats, and social engineering attacks.

This objective focuses on your understanding that it is essential that computers are not left
unprotected and open to being compromised. Windows Updates offers enterprises and end
users a reliable and proven method of reducing the ever present threat of malicious attack.

Objective 9.3: Configure and manage updates
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This objective covers how to:

m Configure update settings

m Configure Windows Update policies
m  Manage update history

m Roll back updates

m Update Windows Store apps

Configure update settings

Keeping Windows fully updated and secure is the aim of the update mechanism built into
Windows 10. On the second Tuesday of each month, known as “Patch Tuesday,” Microsoft
typically releases a bundle of new updates, updated drivers, and other enhancements to
their operating systems. If urgent threats occur during the intervening time, additional
"Zero-Day" updates will also be released to counter exploits that cannot wait until the next
regular update.

Unlike previous versions of Windows where the user had the ability to disable updates,
Windows Update with Windows 10 will check for and install updates automatically. The user
has two options available as follows:

m Automatically (Recommended) This setting will automatically install updates on
your system. Windows will restart your device automatically when it is not in use.
Updates will only be downloaded over non-metered connections.

m Notify To Schedule Updates will automatically be installed on your system.
Windows will ask you to schedule a restart of your device to complete the
installation of updates. Updates will only be downloaded over non-metered
connections.

It is good practice to allow Windows to automatically download and install new driver
software and updates for your devices as they become available; this setting is enabled by
default. Although the option is not found easily within Devices And Settings in Control Panel,
it can be found using search. While it isn't recommended, you can disable automatic updates
and choose to never install driver software from Microsoft Update by following these steps:

1. Search for Device Installation.

2. Click the Change Device Installation Settings to launch the Device Installation Settings
in Control Panel.

3. Click the No, Let Me Choose What To Do option as shown in Figure 9-15, and one of
the three sub-options.

Manage updates and recovery



Do you want Windows to download driver software and realistic icons for
your devices?

() Yes, do this automatically (recommended)

(®) No, let me choose what to do
(®) Always install the best driver software from Windows Update.
(O) Never install driver software from Windows Update.

Automatically get the device application and information provided by your device
manufacturer.

Why should | set Windows to do this automatically?

!;Save Changes Cancel

FIGURE 9-15 Modifying the Device Installation Settings
4. Click Never Install Driver Software From Windows Update.

Windows Update Delivery Optimization

In Windows 10 you have several options regarding how Windows updates and Windows
Store apps are delivered to the computer. By default, Windows obtains updates from the
Microsoft Update servers, computers on the local network, and on the Internet. Windows
Update Delivery Optimization allows the application of updates more quickly than previ-
ous versions of Windows. Once one PC on your local network has installed an update, other
devices on the network can obtain the same updates without downloading directly from
Microsoft.

This process is similar to popular peer-to-peer file sharing apps. Only partial file fragments
of the update files are downloaded from any source, which speeds up the delivery and
increases the security of the process. There are two methods on which Delivery Optimization
works:

m Download updates and apps from other PCs:

= PCs on your local network In addition to using Microsoft Update, Windows will
also attempt to download from other PCs on your local network that have already
downloaded the update or app.
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m PCs on your local network and PCs on the Internet Windows uses the same
method as PCs on your local network, and also looks for PCs on the Internet that
are configured to share parts of updates and apps.

m Send updates and apps to other PCs:

If Delivery Optimization is enabled, your computer can also send file parts of apps or updates
that have been downloaded using Delivery Optimization to other PCs locally or on the Internet.

To configure the additional sources, complete the following steps:
1. Open Settings, click Update And Security, and then click Windows Update.
2. Click the Advanced Options link.

3. Click Choose How Updates Are Delivered and review the available options as shown in
Figure 9-16.
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below.
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o PCs on my local network, and PCs on the Internet

FIGURE 9-16 Choose How Updates Are Delivered page of Windows Update

4. Turn on/off update seeding.
m PCs on my local network.
m PCs on my local network and PCs on the Internet.

5. Close the Choose How Updates Are Delivered page.
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The default options for Delivery Optimization are different depending on which edition of
Windows 10 is used, as follows:

= Windows 10 Enterprise and Windows 10 Education Use the The PCs On Your
Local Network option by default.

m All other editions of Windows 10 Use the The PCs On Your Local Network And PCs
On The Internet option by default.

Deferring upgrades

The Professional, Enterprise, and Education editions of Windows 10 have the ability for us-
ers to Defer Upgrades. With this setting enabled, you can defer upgrades, including new
Windows features. This will not permanently disable the upgrade, but it defers the download
and installation for several months. All security updates will continue to be downloaded

and installed. Some users will prefer to delay upgrades to their system, so that they can be
reassured that any issues present with the installation can be resolved before the deferred
upgrade is triggered.

Windows 10 Home will automatically download the latest upgrades and they will be
installed at the next reboot, or you can schedule a reboot within the next seven days.
Windows 10 Home users cannot disable or defer upgrades.

MORE INFO DEFERRING UPGRADES

You can find out more information about deferring upgrades by visiting http://windows.
microsoft.com/en-us/windows-10/defer-upgrades-in-windows-10.

Windows Update for enterprise customers

Businesses face a tradeoff between keeping systems secure and protected by allowing them
to be fully patched and updated and maintaining the systems in a consistent and stable state
which is fully compatible with hardware configurations and other enterprise software.

With Windows 10, Microsoft has introduced several different Windows 10 “branches” for
businesses to consider and decide which option is the most appropriate from the following
options

m Current Branch All Windows 10 PCs are on this branch by default, and will receive
feature upgrades and security automatically. Windows 10 Home edition users can only
be on this branch.

= Current Branch for Business This option will be available for Professional, Enterprise,
and Education users. These users will receive feature updates several months after the
consumer versions of Windows have adopted the updates and verified the quality and
application compatibility.

m Long Term Servicing Branch (LTSB) The long-term servicing branch is the model
that is most similar to the model that Windows 8.1 enjoyed. With LTSB, Windows 10
will not be updated with the available features during the product’s lifetime support
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period. This will be 5 years for mainstream support and have the option of an ex-
tended support period for a further five years, giving a total of ten years of security
updates. Systems identified that would require LTSB rely on ultimate stability such as
systems powering hospital emergency rooms, air traffic control towers, financial trad-
ing systems, and factory floors.

NOTE USING WINDOWS 10 ENTERPRISE 2015 LTSB

To use LTSB you must install the Windows 10 Enterprise 2015 LTSB edition which is avail-
able only on Enterprise and Education versions of Windows 10 with Software Assurance
volume licensing.

Prior to being deployed to enterprise customers, Microsoft expects that the quality testing
and assurance of the upgrades will be carried out by the millions of Windows Insiders, home
users and Windows Professional users.

MORE INFO WINDOWS 10 FOR ENTERPRISE: MORE SECURE AND UP TO DATE

You can find out more information about Windows 10 “branches” for businesses in this
Windows blog post at https://blogs.windows.com/business/2015/01/30/windows-10-for-
enterprise-more-secure-and-up-to-date/.

LTSB customers can use established update methods. Administrators will have full control
over the internal distribution of security updates and can use existing management solu-
tions such as System Center Configuration Manager (SCCM), Windows Server Update Services
(WSUS), or Windows Intune. Alternatively, administrators can leave the users to receive these
updates automatically via Windows Update.

Configure Windows Update policies

Within Group Policy there are multiple settings that can be configured to modify the behavior
of Windows Update. Using Group Policy Objects (GPOs) is the most efficient method of modi-
fying the default settings of your computers within Active Directory Domain Services (AD DS)

domain environment.

This section focuses on the three nodes that contain Windows Update GPO settings for
Windows 10 devices as follows:

m  Computer Configuration\Administrative Templates\Windows Components\Windows
Update as shown in Table 9-2.

m Computer Configuration\Administrative Templates\Windows Components\Data
Collection And Preview Builds as shown in Table 9-3.

m  Computer Configuration\Administrative Templates\Windows Components\Delivery
Optimization as shown in Table 9-4.
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To set a GPO to configure Windows Update, complete the following steps:

1. Inthe Search box, type gpedit.msc, and then click gpedit.msc.

2. Inthe Local Group Policy Editor, navigate to one of the three nodes, which relate to

Windows Update.

3. Inthe right pane, select the GPO setting and configure the setting as required.

4. Click OK and close Local Group Policy Editor.

TABLE 9-2 GPO settings in the Windows Update node

GPO Setting

Do not display ‘Install Updates and Shut
Down'’ option in Shut Down Windows dialog
box

Do not adjust default option to ‘Install
Updates and Shut Down’ in Shut Down
Windows dialog box

Enabling Windows Update Power
Management to automatically wake up the
system to install scheduled updates

Always automatically restart at the scheduled
time

Configure Automatic Updates

Specify intranet Microsoft update service
location

Defer Upgrade

Automatic Updates detection frequency
Do not connect to any Windows Update
Internet locations

Allow non-administrators to receive update

notifications

Turn on Software Notifications

Allow Automatic Updates immediate instal-
lation

Description

You can configure whether the “Install Updates and Shut
Down" option will be displayed as a choice.

You can configure whether the user’s last shutdown choice
(such as Hibernate or Restart) is used as the default option
in the Shut Down Windows dialog box.

Configure whether Windows Update will wake up your sys-
tem automatically to install updates if the system is in hiber-
nation during the scheduled installation.

Configure the restart timer to start with any value from 15
to 180 minutes. Once the timer reaches 0, the restart will
proceed even if the PC has signed-in users.

Configure whether Windows Update to enable automatic
updates on your computer.

If this setting is enabled you must select one of the four op-
tions in the Group Policy setting (note there is no option 1):
2 = Notify for download and notify for install
3 = Auto-download and notify for install
4 = Auto-download and schedule the install
5 = Allow local admin to choose setting
If you select option 4 you can also modify a recurring sched-
ule, otherwise all installations will be attempted every day
at 03:00.

Configure whether Windows Update will use a server on
your network to function as an internal update service.

Configure whether upgrades are deferred until the next up-
grade period (at least a few months). Only Windows 10 Pro
and Windows 10 Enterprise editions can use this setting.

Enabling this policy specifies the time that Windows will wait
before checking for available updates.

Prevent Windows Update from retrieving update informa-
tion from the public Windows Update service.

If you enable this policy setting, Windows Update and
Microsoft Update will allow non-administrators to receive
update notifications.

This policy setting allows users to view detailed enhanced
notification messages about featured software from the
Microsoft update service.

This setting allows Automatic Updates to automatically
install updates that do not interrupt Windows services nor
restart Windows.
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Turn on recommended updates via
Automatic Updates

No auto-restart with logged on users for
Scheduled automatic updates installations

Re-prompt for restart with scheduled instal-
lations

Delay Restart for scheduled installations

Reschedule Automatic Updates scheduled
installations

Enable client-side targeting

Allow signed updates from an intranet
Microsoft update service location

When enabled, this policy allows Automatic Updates to in-
stall recommended and important updates from Windows
Update.

If enabled, Automatic Updates will wait for the computer
to be restarted by any user who is signed in to restart the
computer.

When enabled, determines the amount of time for
Automatic Updates to wait before prompting the user to
restart and complete the update process.

Specifies the amount of time for Automatic Updates to wait
before a scheduled restart commences.

Specifies the amount of time for Automatic Updates to wait,
following system startup, before continuing with scheduled
installations.

Specifies the target group name that an intranet Microsoft
update service will use to issue updates.

Allows you to manage whether Automatic Updates accepts
updates that non-Microsoft entities have signed.

There are three GPOs that relate to the Windows 10 Preview Builds as described in Table 9-3.

TABLE 9-3 GPO settings in the Data Collection And Preview Builds node

GPO Settings

Toggle user control over Insider builds

Allow Telemetry

Disable pre-release features or settings

Description

Whether users can access the Insider build controls
in the Advanced Options for Windows Update.

Determines the amount of diagnostic and usage
data reported to Microsoft by Preview Build users
as follows.

0= Operating System (OS) modules will send no
telemetry data to Microsoft.

1= Limited amount of diagnostic and usage data.
2= Sends enhanced diagnostic and usage data.

3= Sends enhanced diagnostic and usage data plus
additional diagnostics data during a crash.

Determines the level to which Microsoft can exper-
iment with the product to study user preferences
or device behavior as follows:

1 = Allows Microsoft to configure device settings
only.

2= Allows Microsoft to conduct full experimenta-
tions.

The final table of GPO settings allows you to modify the Delivery Optimization settings in
Windows 10 if you have installed the administrative templates.
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MORE INFO ADMINISTRATIVE TEMPLATES (.ADMX) FOR WINDOWS 10

The Delivery Optimization GPOs are not available by default. To configure these settings
you need to download and install the administrative templates for Windows 10 using the
instructions found at https://support.microsoft.com/en-us/kb/3088114.

TABLE 9-4 GPO settings in the Delivery Optimization node

GPO Settings Description

Download Mode Configure the use of Windows Update Delivery
Optimization for downloads of Windows apps and
updates as follows:

0=Disable

1=Peers on same NAT only

2=Local Network/Private Peering (PCs in the same
domain by default)

3= Internet Peering

Group ID Used to create a group ID to which that the de-
vice belongs to. Used to limit or group together
the number of devices included in the Windows
Update Delivery Optimization audience on your
Network.

Max Upload Bandwidth Defines the maximum upload bandwidth that a
device will utilize for Delivery Optimization.

Max Cache Size Defines the maximum cache size Delivery
Optimization can use.

Max Cache Age Defines the maximum time that the Delivery
Optimization cache will hold each file.

Using Windows Server Update Services

Within an enterprise environment, administrators are likely to use Windows Server Update
Services (WSUS) to download updates and apply them from a centralized location to devices
within the organization.

The WSUS server will download Windows updates and application updates such as for
Microsoft Office and Microsoft SQL Server. You will then test and evaluate updates prior to
approving them so that they can be distributed to Windows clients and servers.

A large organization is likely to maintain multiple WSUS servers, for example, where a
centralized WSUS server obtains updates directly from Microsoft Update, and then other
WSUS servers obtain updates from the centralized WSUS server. This is more efficient than
allowing all devices to obtain updates directly from Microsoft.

In addition to downloading, approving, and updating clients, WSUS servers, are able to
generate detailed reports regarding the status of the updates and which computers have or
have not applied recently approved updates.

When considering the update management process, there are four stages as follows:
m Assess Establish update management processes.

m Identify Identify new updates that are available.

Objective 9.3: Configure and manage updates
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m Evaluate and plan Test and verify update functionality.

m Deploy Approve updates for deployment.

MORE INFO WINDOWS SERVER UPDATE SERVICES OVERVIEW

You can find more information relating to the WSUS at https://technet.microsoft.com/en-
us/library/hh852345.aspx.

Manage update history

Once an update has been downloaded and applied to a device, you can view your update
history within the Settings, Update & Security, Windows Update, Advanced Options page as
shown in Figure 9-17.

&« Settings = m} X

5% ADVANCED OPTIONS

Choose how updates are installed

| Automatic (recommended) - |

Keep everything running smoothly. We'll restart your device
automatically when you're not using it. Updates won't download
over a metered connection (where charges may apply).

|:| Give me updates for other Microsoft products when | update
Windows.

[] pefer upgrades
Learn more

View your update history

Choose how updates are delivered

Get Insider builds

Be one of the first to see future updates and improvements to
Windows and provide feedback.

FIGURE 9-17 Windows Update Advanced Options

When you select the View Your Update History option, you can see the updates that have
been applied to your device. The updates are listed in date order. Each update is listed with
the following information (see Figure 9-18):

m Update name

m  Microsoft Knowledge Base (KB) reference number
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m Status of the installation

m Date of the installation

(= Settings —

0% VIEW YOUR UPDATE HISTORY

Uninstall updates

Uninstall latest preview build

Update history

Definition Update for Windows Defender - KB2267602 (Definition
1.205.391.0)

Successfully installed on 24/08/2015

Cumulative Update for Windows 10 for x64-based Systems
(KB3081444)

Successfully installed on 24/08/2015

Update for Windows 10 for x64-based Systems (KB3081441)
Successfully installed on 24/08/2015

Definition Update for Windows Defender - KB2267602 (Definition
1.205.314.0)

Successfully installed on 23/08/2015

Definition Update for Windows Defender - KB2267602 (Definition
1.205.314.0)

FIGURE 9-18 View your update history

MORE INFO SEARCHING THE MICROSOFT KNOWLEDGE BASE

You can search for KB articles relating to a Windows update at https://support.microsoft.

com/search.

You can select the link below an update to display a summary of the update. For a complete
list of the issues that were fixed by the update, you need to click the Support info link at the
bottom of the page to open the KB article related to the update.

NOTE MISSING UPDATES

When you compare the two lists of installed updates shown in Settings And Control Panel,

the lists do not match. In Windows 8.1 all updates were listed in Control Panel; Windows

10 only shows Windows and Security Updates in Control Panel: Windows Defender and

Windows Malicious Software Removal Tool updates are not listed.
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Roll back updates

When viewing updates in the View Your Update History page, you can click Uninstall Updates
and Windows will open the Installed Updates within Programs And Features in Control Panel.
You can click an update within Installed Updates to uninstall the update and restart Windows.

When you view the list of updates, you might notice that some updates cannot be uninstalled.
If you encounter an update that does not provide you with the uninstall option, you need to
review the KB article that relates to the update for more information.

Resolving a problematic device driver or update

You have seen that the user has few choices when it comes to installing updates. Sometimes
a device driver or Windows update might cause your system to crash or exhibit instability. If
Windows was behaving correctly prior to the update, you can uninstall the driver and prevent
the driver or update from being installed again.

To uninstall an unwanted device driver:

1. Launch the Device Manager.

2. Select the device that has the problem driver.

3. Locate the device driver with the problem driver and choose Uninstall.

4. In the uninstall dialog box, select the check box to Delete The Driver Software For
This Device as shown in Figure 9-19 (if this option is available).

5. Click OK and close Device Manager.
To uninstall an unwanted Windows Update:

1. Open Programs And Features and click View Installed Updates (or search for View
Installed Updates).

2. Select the unwanted update from the list.

3. Click Uninstall.

4. Click Yes to uninstall the update.

5. Once completed, you might need to restart your computer.

Until a new or updated fix is made available to replace the problem driver, you can
temporarily prevent the driver or update from being reinstalled onto your machine. This is
achieved by using a “Show or hide updates” troubleshooter which Microsoft have released.
The troubleshooter provides a user interface for either hiding or showing problem Windows
Updates and drivers for Windows 10. You can download the Wushowhide.diagcab tool from
the Microsoft Download Center.

Once installed, you need to run the troubleshooter and search for updates. You choose
either Hide Updates or Show Hidden Updates. If you choose to hide updates, any updates

that failed to install correctly on Windows 10 will be displayed. You can select which updates
you do not want to be installed again as shown in Figure 9-19.
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=- Show or hide updates

Hide updates

Updates are available. Select the updates that aren't working, Windows will not install hidden
updates. Run this troubleshooter again to show hidden updates so they install automatically.

HP driver update for HP Officejet Pro K550 Series
EPSON - Printers - EPSON WF-3520 Series

Next Cancel

FIGURE 9-19 Resolving a problematic device driver or update.

By marking the updates as hidden, Windows will not attempt to install them again until

you enable them to be shown. In the wizard you are able to review detailed information
relating to the updates. The troubleshooter will resolve the problem driver issues by up-
dating the system to prevent the updates from being reapplied while they are hidden.

MORE INFO SHOW OR HIDE UPDATES TROUBLESHOOTER PACKAGE
To download the troubleshooter, visit https://support.microsoft.com/en-us/kb/3073930.

Cleaning up the Component Store

Some updates such as servicing stack updates are often marked as permanent in their
manifest file (metadata) to prevent the update from being removed, which could cause
stability issues.

Updates can occupy a large amount of storage space; this can be an issue for smaller
devices and tablets. To identify the size of the WinSxS storage folder that contains all

Windows updates, you need to open an elevated command window and type: Dism.exe /

Online /Cleanup-Image/AnalyzeComponentStore.

The output, as shown in Figure 9-20, will advise whether the Component Store should be

cleaned, which will allow Windows to reduce the size of the store and free-up some hard disk

space.
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BN Select Administrator: Command Prompt

ge [Ana ComponentStore

Component Store (Wi ) information:
Windows Explorer Reported Size of Component Store : 7.42 GB
of Component Store : 6.86 GB

ith w

and Disabl s @ 1.71 GB
MB

FIGURE 9-20 Dism.exe to analyze the Component Store

Windows will automatically clean up the WinSxS folder for you as a scheduled task in the
background, but you can manually reduce the size of the folder by deleting installed package
files within the WinSxS Component Store using one of the following methods:

m Task Scheduler The StartComponentCleanup task will clean up components automati-
cally when the system is not in use. The task is set to run automatically 30 days after an
updated component has been installed before uninstalling the previous versions of the
component. To manually run the task, you need to open Task Scheduler and manually
start the Task Scheduler Library\Microsoft\Windows\Servicing\StartComponentCleanup
task. Alternatively, you can invoke the task from the command line by typing:

schtasks.exe /Run /TN “\Microsoft\Windows\Servicing\StartComponentCleanup”

m Deployment Image Servicing and Management Deployment Image Servicing and
Management (DISM) is an advanced command line tool that allows you to install, unin-
stall, configure, and update Windows features, packages, drivers, and international set-
tings. To reduce the size of the WinSxS folder and immediately delete previous versions
of updated components using DISM, open an elevated command prompt and type:

Dism.exe /online /Cleanup-Image /StartComponentCleanup.
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m Disk Cleanup You can also use the GUI tool, Disk Cleanup to reduce space used by
temporary files and system files, empty the Recycle Bin, and other files. There is an op-
tion to cleanup updates which will reduce the size of the component store.

Rolling back Windows

One of the new features within Windows 10 is the ability to roll back an operating system
update or preview build. If you upgraded to Windows 10 from an earlier version such as
Windows 7, 8, or 8.1, you will have an option to roll back the upgrade.

You have seen that Windows automatically performs a cleanup of all updates 30 days
after updates have successfully been installed. You must therefore evaluate, and if necessary,
remove the operating system update before the 30-day period expires and ensure that the
manual cleanup process has not taken place during this period.

After 30 days, Windows 10 no longer offer the option to roll back operating system up-
dates to a previous version because the original files will have been deleted to free up space
on the hard drive. If you upgraded an earlier version of Windows to Windows 10, the old ver-
sion is stored in a folder called C:\Windows.old and can take up a lot of space—around 30 GB.

If you have a clean installation of Windows 10 rather than an upgrade, the option to roll
back Windows to a previous version is not available.

To roll back Windows 10 within 30 days of installation to an earlier version of Windows,
complete the following steps:

1. Open Settings and choose Update & Security.
2. Select the Recovery option.
3. Under the Go Back To Windows 8.1, select Get Started, as shown in Figure 9-21.

4. Follow the process to begin the rollback procedure, which will involve your system
restarting.

€ Settings - o x

§5%  UPDATE & SECURITY [ Find a setting

‘Windows Update "

Reset this PC
Wirkdows Defeticc If your PC isnt runming well, resetting it might help. This lets you
choose to keep your files or remove them, and then reinstalls
Backup Windows.

Get started

Recovery
Activation .

Go back to Windows 8.1
For developers -

pe This option is only available for a menth after you upgrade to

Windows 10.

Get started

FIGURE 9-21 Roll Back Updates to remove Windows 10

Objective 9.3: Configure and manage updates

375



376

NOTE ROLL BACK UPDATES ON A PORTABLE DEVICE

If you're using a portable device, you need to connect it to a power source to roll back
updates to ensure that the device does not run out of power during the procedure.

Update Windows Store apps

Once a Windows Store app is installed, it will update itself automatically without any user
interaction. You can change this default behavior within Settings and also modify policy using
Group Policy. Due to the nature of the Windows Store and the extensive testing and validation
of all apps prior to being made available in the Store, the updates are regarded as being safe
for systems and you are advised to upgrade Store apps to benefit from any increased function-
ality and features.

On a daily basis, Windows 10 will attempt to check with the Windows Store for app up-
dates. When an update for an installed app is available, it will be automatically downloaded
and updated.

To see how many apps require updating, check for updates, pause updates, or manually
update apps, you need to open the Windows Store. On the menu bar along the top you will
see a downward facing arrow next to a number of the updates that are available to down-
load. If you click this number, you can view all apps that have updates pending as shown in
Figure 9-22. You can also click the avatar and then click Downloads And Updates to view the
available downloads.

Store - m} x

Home Apps Games Music  Films & TV ka4 A | Search pe |
Downloads and installs Tusdifiont 1z
Queue (4) Pause all

= } —
Mail and Calendar App BT TS 0 T T 1 X
@ OneNote App 6.5 MB of 903 MB X
m Xbox App 6.4 MB of 49.2 MB I x
Microsoft Phone... App pPending Il et

FIGURE 9-22 Viewing Windows Store app downloads and installations
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If you have installed apps on another Windows 10 device, they may appear in your library
which is found in the Windows Store Settings. Unlike Windows 8.1, apps associated with your
Microsoft account are not automatically installed on each of your Windows 10 devices; you

must manually install them
to the Windows Store.

from within the My Library option in Settings if you have signed in

Disabling automatic app updates in the Windows Store

Not everyone will want to take advantage of the updates, for example, a new update may
deprecate a desired feature or incur large data consumption over costed networks. To disable
automatic Windows Store app updates, you can use these steps:

1. Open the Windows Store.

2. Click your avatar and click Settings.

3. In Settings, enable (default) or disable Apps Updates as shown in Figure 9-23.

4. Click Home, the back arrow, or close the Windows Store.

Store

Home Apps Games Music

Settings
App updates

Update apps automatically
@D on

Live Tile

Show products on tile

@D on

Only update the tile when I'm on WiFi

@ off

Account

Manage your devices

About this app

Store
By Microsoft Corporation
Version 2015.8.12.1

Films & TV

FIGURE 9-23 Modifying Windows Store update settings
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By disabling apps, you also conserve bandwidth, but your apps will not be updated. When-
ever you have the Store app open, you can update your apps by selecting Downloads from
the Settings menu and clicking Check For Updates.

NOTE WINDOWS 10 HOME USERS ALWAYS RECEIVE STORE APP UPDATES

Windows 10 Home users will have the disable Apps Updates automatically option set to
‘on’ and they are unable to modify this setting.

When Windows 10 was released in July 2015, it did not include the WinStoreUL.ADMX &
WinStoreUI.ADML administrative templates. To reinstate the Store GPO settings that were avail-
able in Windows 8.1, install the administrative templates for Windows 8.1 from the Microsoft
Download Center at http.//www.microsoft.com/en-us/download/details.aspx?id=43413, and then
copy the two WinStoreUl files into the %systemroot%\PolicyDefinitions\ folder.

Once you have installed the Group Policy administrative templates, you can navigate to
the Computer Configuration\Administrative Templates\Windows Components\Store folder
within Group Policy and configure the settings.

For enterprise administrators, Windows Store functionality can be configured using the
following GPOs:

m Turn off Automatic Download of Updates on Win8 machines.
m Turn off Automatic Download and Install of updates.

m Turn off the offer to update to the latest version of Windows.
m Turn off the Store application.

If your enterprise has developed custom Windows Store apps and has installed them using
the sideloading process, you should upgrade the app in a similar way, using the APPX installer
file to replace the existing app, or you can use the command line tool Dism.exe or Windows
PowerShell to manage and update sideloaded apps.

If your organization uses many sideloaded apps across the enterprise, you should
consider using Microsoft System Center 2012 R2 Configuration Manager or the Microsoft
Intune Self-Service Portal to deploy and manage Windows Store apps.

Manage updates and recovery


http://www.microsoft.com/en-us/download/details.aspx?id=43413

Thought experiment
Windows Update for enterprises

In this thought experiment, apply what you've learned about this objective. You can
find answers to these questions in the “Answers” section at the end of this chapter.

Your organization has 1,300 users distributed across the country in six branch office
locations. Each location has good high-speed internet connectivity and there is a
small team of IT staff at each office. You are upgrading the Windows 8.1 comput-
ers with Windows 10 and you need to research and create a plan for how Windows
updates will be deployed across your organization.

Answer the following questions regarding your research:

1. Which edition of Windows 10 will you recommend for the majority of your us-

ers?

2. What new feature in Windows 10 could be used to expedite the roll out of
Windows updates within the branch offices?

3. What enterprise ready tools could you include in your research for update
management within the enterprise?

Objective summary

Windows 10 users will have Windows Updates automatically downloaded and installed
on their devices, although enterprise customers will have the option to delay the update.

Enterprise editions of Windows 10 will allow multiple Windows update branches, where
a business can defer a Windows feature upgrade.

Windows Update Delivery Optimization is a method of peer-to-peer sharing of
Windows update files between other users on the local network or across the
Internet.

Administrators can use Group Policy to centrally configure and manage Windows
Update behavior, location of WSUS servers, and Windows Update Delivery Optimization
settings.

If an update or Insider preview build causes system stability issues, you can roll back
the update or preview build and if necessary disable the automatic application of the
update.

Updating Windows Store apps is now automatic and ensures that your system has the
latest version of apps.

Objective 9.3: Configure and manage updates
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. You want to ensure that devices on your network receive security updates and updates
as quickly as possible. What should you configure?

A. Peer-to-peer sharing between hosts
B. Configure WSUS and approved updates when they are available
C. Configure Local Network Peering

D. Configure the Computer Configuration\Administrative Templates\Windows
Components\Delivery Optimization\Download Mode GPO to = 0

2. You want to place a computer in a remote office running Windows 10 Pro. The computer
will run a specialist app that has been tested on the current build of Windows 10. You are
concerned that future Windows upgrades may not be compatible with the app and you
need to disable upgrades. What should you do?

A. Untick the Give Me Updates For Other Microsoft Products When | Update Windows
check box.

B. Configure the machine to receive updates from WSUS and do not approve updates
for this machine.

C. Upgrade to Window 10 Enterprise and check the Defer upgrades setting.
D. Reinstall using the Window 10 Enterprise LTSB edition.

3. You own Windows 10 Home edition and you want to disable the automatic updating
of Windows Store apps. What could you do? (Choose two.)

A. Open Windows Store app and disable the Update apps automatically option.
B. Enable the Turn Off Automatic Download and Install of updates GPO.
C. Upgrade to Window 10 Pro edition.

D. Automatic updating of Windows Store apps cannot be turned off.
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Answers

This section contains the solutions to the thought experiments and answers to the objective
review questions in this chapter.

Objective 9.1: Thought experiment

1.

2.

3.

The default backup schedule for the Backup And Restore (Windows 7) tool is every
Sunday at 7 P.M.

You need to edit the AutomaticBackup task in the WindowsBackup node found in Task
Scheduler and configure the task to repeat every 30 minutes by editing the trigger.

The triggers available for the task to begin include the following: On a schedule, At log
on, At startup, On idle, On an event, At task creation/modification, On connection/
disconnect to a user session, On workstation lock/unlock.

Objective 9.1: Review

1.

Correct answers: A and D

A.

Correct: The Shutdown.exe /r /o command will force the system to reboot into
advanced troubleshooting mode.

Incorrect: The Windows key is the wrong key; you need to use the Shift key and
click Restart to reboot the system into advanced troubleshooting mode.

Incorrect: F8 has been deprecated in Windows 10.

Correct: Shift key and click Restart will reboot the system into advanced trouble-
shooting mode.

Correct answer: B

A.

Incorrect: Printer drivers do not use the Roll Back Driver feature, so the option is
not available.

Correct: Printers do not use the Roll Back Driver feature.

Incorrect: Printers do not use the Roll Back Driver feature; all other USB connected
peripherals can use the Roll Back Driver feature.

Incorrect: Printer drivers do not use the Roll Back Driver feature, rebooting the
computer may resolve the problem but it will not force the Roll Back Driver feature
to appear.

Answers
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3.

Correct answer: C

A. Incorrect: The question states that you have included the USB drive in the backup
settings.

B. Incorrect This action would not prevent Backup And Restore (Windows 7) tool
from backing up the data.

C. Correct: Only data stored on NTFS volumes can be backed up using the Backup
And Restore (Windows 7) tool.

D. Incorrect: During the backup process, the Backup And Restore (Windows 7) tool
will back up all files and folders selected where there is no previous backup of the
volume.

Objective 9.2: Thought experiment

1.

2.

The OneDrive Recycle Bin will only retain files that have been deleted for a maximum
of 90 days. This is less than the 6 months required by the backup strategy.

You would need to turn on the schedule to create restore points using either File
History or the Backup And Restore (Windows 7) tool. Once the Backup And Restore
(Windows 7) tool creates a backup, or when File History runs, the previous version will
be available on the Previous Versions tab.

The Previous Versions are triggered by either File History or the Backup And Restore
(Windows 7) tool when an image is created. Previous Versions could provide the lon-
gevity of access to the backed up files if the backup storage location does not become
full. To ensure that the Previous Versions complied with the backup strategy, you
would need File History or the Backup And Restore (Windows 7) tool to save the image
to a remote storage location, such as a networked attached drive.

Objective 9.2: Review

1.

Correct answer: D

A. Incorrect: File History does not backup your system files, but will protect your all
files in your user profile and all libraries. You could use the Backup and Restore
(Windows 7) tool to backup your system files.

B. Incorrect: File History will protect files in all libraries in addition to files in your
user profile.

C. Incorrect: File History will protect all files in your user profile in addition to all
libraries

D. Correct: File History will protect all files in your user profile and all libraries.
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2.

Correct answer: D

A. Incorrect: Backup and Restore (Windows 7) can only be used with the NTFS file
system.

B. Incorrect: Backup and Restore (Windows 7) can only be used with the NTFS file
system.

C. Incorrect: Previous Versions feature is available on any file system including FAT
file system.

D. Correct: File History can be used to protect files on any file system including FAT
file system.

Correct answer: C

A. Incorrect: File History can protect your OneDrive files, but this must be enabled
prior to the modification or deletion of your files.

B. Incorrect: The file has not been deleted so it will not appear in the File Explorer
Recycle Bin.

C. Correct: The file is a Microsoft Office document. OneDrive monitors Microsoft
Office documents for deletions and modifications and allows you to restore
previous versions of the files via OneDrive.com.

D. Incorrect: The file has not been deleted so it will not appear in the OneDrive
Recycle Bin.

Objective 9.3: Thought experiment

1.

2.

You will recommend Windows 10 Enterprise, due to the size of the organization and
also the potential benefits of having a licensing agreement using Software Assurance.

Windows Update Delivery Optimization is the new feature in Window 10 which will
allow Windows to get updates and apps from other PCs that already have them.

WSUS, Microsoft System Center 2012 R2 Configuration Manager, and Microsoft Intune
are three tools that could be used for update management within the enterprise.
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Objective 9.3: Review

1. Correct answer: C

A.

Incorrect: You would configure Local Network Peering which is part of the
Windows Update Delivery Optimization feature.

Incorrect: WSUS would allow all networked computers to receive approved
updates distribution and each client would need to receive the update directly
from the WSUS server. This would not be as efficient as using the Windows Update
Delivery Optimization as local network traffic is quicker than across multiple links
or over the WAN.

Correct: To use Windows Update Delivery Optimization within a local network,
you would configure Local Network Peering within Group Policy.

Incorrect: The GPO Computer Configuration\Administrative Templates\Windows
Components\Delivery Optimization\Download Mode is correct, but the setting of
0 would disable the feature.

2. Correct answer: D

Incorrect: The Give me updates for other Microsoft products when | update
Windows will not prevent the machine from receiving Windows upgrades

Incorrect: WSUS will not prevent the machine from receiving Windows upgrades.

Incorrect: Defer upgrades will only delay the installation of Windows upgrades
for a few months. To use this option, there is no need to upgrade to Windows 10
Enterprise.

Correct: Only the Windows 10 Enterprise LTSB edition will allow the machine to
not be upgraded automatically.

3. Correct answers: C and D

A.

384

Incorrect: This setting would be correct if the Windows edition was not Windows
10 Home edition. Windows 10 Home users always receive Store app updates.

Incorrect: This setting would be correct if the Windows edition was not Windows
10 Home edition. Windows 10 Home users always receive Store app updates.

Correct: Because Windows 10 Home users always receive Store app updates, you
would need to upgrade to another edition of Windows 10 such as Windows 10 Pro
to be able to configure store apps to not update automatically.

Correct: Windows 10 Home users always receive Store app updates.
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Active Directory Federation Services (ADFS) 30, 99
Add-AppxPackage cmdlet 11
Add A VPN Connection Wizard 259
Add/Remove Programs Control Panel applet 5
administrative templates 369
administrative users 244-245, 247-249
Administrator Properties dialog box 41
Advanced Encryption Standard (AES) 227
advanced troubleshooting mode 336-339
alerts
categories of 109
notification rules 109
using 108-109
Allow All Trusted Apps To Install setting 9
Allow permissions 237
Always Offline Mode 58-59, 275
Always On feature 261
Android clients 306-307
anti-malware protection 329, 338
Any folder sharing 199, 200, 207-208
Anywhere Working 255. See also remote access
APIP 120

Application CompatibilityToolkit (ACT) 308, 308-313
Compeatibility Administrator 313
fixing problems 312-313
inventory collector packages
creating 309
deployment 310-311
reviewing report data 312-313
runtime-analysis packages
creating 310-311
deployment 311
tools 309-310
apps
allowing through Windows Firewall 138
Azure RemoteApp 301-308
configuration 302-305
Group Policy Objects 305
Remote Desktop Web Access (RD Web Access) 306
subscribing to feeds 305
choosing users who can install 14-15
deep linking, using Microsoft Intune 15
desktop 9, 308-326
App-V 316-319
co-existence support 313-318
compatibility support, using ACT 308-313
deploying using Microsoft Intune 320-322
User Experience Virtualization (UE-V) 319-321
identifying affected, for System Restore 334-335
installing
Add/Remove Programs Control Panel applet for 5
from Company Store 15
using Windows Store 8-9
with Microsoft Office 365 5-8
noncompliant apps reports 108
Remote Desktop Connection app 306-307
sequencing 318-319
sideloading 9-14
supporting 1-19
uploading to Microsoft Intune 13-14
virtualization 316-319



app-triggered VPNs

Windows 10 8-9 Azure RemoteApp 301-308
Windows Store client
reinstalling after system restore 341-342 installation and configuration 302-305
updating 376-379 configuration 302-305
app-triggered VPNs 262 Group Policy Objects for signed packages 305
App-V 316-319 Remote Desktop Web Access (RD Web Access) 306
App-V Sequencer 317 subscribing to feeds 305
AppX Windows PowerShell module supporting iOS and Android 306-307
cmdlets 11 Azure RemoteApp and Desktop Connections
sideloading apps using 10-12 configuration 302-305
Assessment and Deployment Toolkit (ADK) 44 subscribing to feeds 305
Assessment Platform 309
auditing B
object access 240-244
Audit Object Access GPO 241-242 background file synchronization 275, 276
authentication Backup And Restore (Windows 7) tool 344-345,
account policies and 27-29 348-349, 356
biometrics for 22 backups 345-346
BitLocker Drive Encryption 70-71 File History 355
computer 26 scheduling 345
configuration 244-249 battery life 277
digital certificates for 19-20 Battery Saver mode 277
in domains 26 BCDboot command-line tool 65
Kerberos v5 authentication protocol 26 Bcdboot.exe 286
multi-factor 19-20, 68 biometrics 22
passwords for 19, 27 BitLocker Drive Encryption 68-71, 168, 177-190, 355
picture passwords for 22 authentication methods 70-71
remote 256-260 computer upgrades and 180-181
Secure Channel 27 configuration 178-179
support for 18-23 using command-line tools 181-183
understanding 26 Control Panel configuration 70-71
virtual smart cards for 20-21 data recovery 186-187
Windows Hello for 30 Manage-bde tool for 71-72
authentication exceptions Microsoft BitLocker Administration
configuration 145 and Monitoring 187-190
authorization moving drive to another computer 181
configuration 244-249 password 72-73
homegroups and 23-24 PIN for 72
Secure Channel 27 recovery key 72, 187-188
workgroups and 24-26 startup key 70, 72-73
automatic approval rules 93-94 startup key storage and recovery options 185-186
AutomaticBackup task 345 Suspend Protection option 181
Automatic Private IP Addressing (APIPA) 120 using 177-180
automatic restart 338 Windows To Go and 282
Azure Active Directory (AAD) 99 BitLocker Network Unlock feature 185

Azure Active Directory Synchronization Tool (DirSync) 99  BitLocker To Go 168, 177
configuration 184-186
data recovery 186-187
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Block Inheritance dialog box 235

Bluetooth 293

boot logging mode 337

BranchCache 271

broadband connectivity 84

broadband tethering
configuration 263-267

bulletin boards 256

C

cache

clearing 126

DNS resolver 127
cached files 274
certifcate compliance reports 108
Certificate Authorities (CAs) 19
Certificate Import Wizard 228
certificates

EFS 229
Certificates MMC (CertMgr.msc) 228
certifications

for authentication 19-20
Certmgr console 20
certmgr.msc 19
Challenge-Handshake Authentication Protocol (CHAP)

258, 260

Checkpoint-Computer cmdlet 333
checkpoints

creating 51-52

for virtual machines 51-52

restoring 52
Cipherexe 227, 228
Clear-DnsClientCache 126
Click-to-Run feature 7
cloud

saving Personalization settings to 1-4
cloud apps

supporting 1-19
cloud-based applications 163
collaboration. See also sharing
command line

folder sharing from 208
command-line tools

for configuring BitLocker 181-183

for connectivity issues 125
command prompt 336

configuration

comma separated value (CSV) file

importing users from 99
Company Store

installing apps from 15
Compatibility Administrator 313
Component Store 373-375
computer accounts 26
computer authentication 26
computer groups

managing, in Microsoft Intune 105-107
computer inventory reports 108
Computer Management MMC 207-208
Computer Name tab 24
configuration

account policies 27-28

account settings, using Group Policy 4-5

authentication 244-249

authentication exceptions 145

authorization 244-249

Azure RemoteApp 302-305

BitLocker 178-179, 181-183

BitLocker Drive Encryption 68-71

BitLocker To Go 184-186

broadband tethering 263-267

connection security rules 143-144

Connector site role 105-106

data storage 153-198

Desktop Connections 302-305

disk quotas 238-240

file and folder access 225-251

File History 352-355

file recovery 351-362

folder location 42-43

folder permissions 205-210

HomeGroups settings 200-202

Hyper-V 47-57

IP settings 119-130, 121-123

libraries 202-205

local accounts 29

location-aware printing 133-134

MDM 86-87

Microsoft accounts 29

Microsoft Intune subscriptions 102-104

mobile device security 68-73

mobility options 57-66, 273-297

name resolution 125-127

network adapters 133-134

Network Discovery 146-147
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Configuration Manager

networking 119-152 configuring Work Folders in 83
network locations 127-129 Control Panel Sync Center applet 288
network security 137-148 Convert Inherited Permissions Into Explicit Permissions
network settings 131-135 On This Object 235
NTFS permissions 230-238 Cost-Aware Synchronization 58
Office 365 6 Create A Windows To Go Workspace Wizard 64-65
offline file policies 58-59, 274-277 Creator Owner special identity 173
OneDrive 216-223 Credential Locker 28
policies 111-113 Credential Manager 28, 229
power options 277-282 Credential Roaming 229
power policies 60-63 CSV file
recovery drive 330-332 importing users from 99
remote connections 255-274 C:\Users folder 40
Remote Desktop 266-271
restore points 344-348 D
shared printers 210-216
shared resources 199-224 DAC. See Data Access Control (DAC)
startup key storage 72-73 data
Storage Spaces 157, 158-161 encryption. See encryption
sync options 59-60, 286-292 redundancy 158-159
system recovery 329-350 shared. See shared resources
System Restore 332-339 data access 169-170
update settings 362-364 access-based enumeration (ABE) 209-210
user profiles 40-42 configuring file and folder access 225-251
virtual disks 53-54 Dynamic Access Control (DAC) 173, 209
virtual machines 50-51 Effective Access 236-237
virtual smart cards 21-22 management 199
virtual switches 52-53 object access auditing 240-244
Wi-Fi Direct 65, 293-294 removable media 176-177
Windows Firewall 137-142 User Account Control 244-245
Windows Firewall with Advanced Security 139-142 Data Encryption Standard (DES) 258
Windows To Go 63-65, 282-287 data recovery
Work Folders 83 BitLocker 186-187
Configuration Manager 15 Data Recovery Agent (DRA) 174, 225, 227
Config.xml 44, 45 data security 168-193
connection security rules BitLocker Drive Encryption 177-190
configuration, with IPsec 143-144 defensive layering 240-241
firewall rules and 144 Encrypting File System (EFS) 173-175, 225-230
types of 144 permissions 168-173
connection status removable media 176-177
viewing 124 Secure Desktop 249
connectivity issues 124-125 data storage
connectors. See also receive connectors; configuration 153-198
See also send connectors disk quotas for 238-240
Connector site role Distributed Files System (DFS) 154-157
configuration 105-106 OneDrive for Business 162-166, 216-223
Control Panel removable 168, 176-177
BitLocker configuration from 70-71 Storage Spaces 157-162

support 153-167
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data synchronization
mobile devices 82
OneDrive 218, 220-221
scheduling, in Sync Center 84
debugging mode 337
decryption 226
deep linking
apps, using Microsoft Intune 15
default gateway 120
Defer Upgrades 365
deleted files
recovering 357-359
Deny permissions 170, 237
deployment
Azure RemoteApp 301-308
choosing groups for 14-15
desktop apps
using Microsoft Intune 320
inventory collector packages 310-311
of Office 7
planning for 39-80
policies 112-113
runtime-analysis packages 311
software, using Microsoft Intune 89-96
virtual application packages 318
Windows Store apps 15
Deployment Image Servicing and
Management (DISM) 286, 374-375
Deployment Image Servicing and
Management (DISM) cmdlets 11
Deployment Image Servicing and
Management (DISM) tools 65
desktop apps 9, 308-326
App-V 316-319
co-existence support 313-318
compatibility support, using ACT 308-313
deploying using Microsoft Intune 320-322
User Experience Virtualization (UE-V) 319-321
device drivers
resolving problem 372-373
rollback of 342-344
device enrollment manager account 100
device groups
creating 106-107
device history reports 108
device management
enabling network discovery 206
enrolling devices 100-101
group management 105-107

Dynamic Host Configuration Protocol (DHCP)

monitoring and alerts 107-109

policies 109-112

reports 107-108

viewing and managing devices 101

with Microsoft Intune 81-118
Device Registration Service (DRS) 30
DFR Namespaces (DFSN or DFS-N) 155, 156
DFR Replication (DFSR or DFS-R) 155, 156
DFS. See Distributed File System (DFS)
Dfscmd.exe 156
Dfsdiag.exe 156
DFS-R 154
Dfsradmin.exe 156
Dfsutil.exe 156
DHCP 120
DHCP scope 120
dial-up connections 256, 257
digital certificates 19-20
DirectAccess 58, 271
directory synchronization 99-100
DirSync 99

with Password Sync 99

with Single Sign-on 99
Disable-ComputerRestore cmdlet 333
Disable-PnpDevice cmdlet 343
discretionary access control list (DACL) 231
disk drive space 330
disk quotas 238-240
DISM. See Deployment Image Servicing

and Management (DISM)

Distributed File System (DFS) 153, 154-157
DNS resolver cache 127
document version history 359-360
domain account 2

associating Microsoft account with 2-3
Domain Name Service (DNS) 121
domain networks 127
domains

authentication in 26

Microsoft accounts in 29

use of 23-24
DRA. See Data Recovery Agent (DRA)
driver files 342
driver rollback 342-344
driver signature enforcement 338
Driver Store 342
Dynamic Access Control (DAC) 168, 173, 209
dynamic display scaling 269
Dynamic Host Configuration Protocol (DHCP) 120
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EAP-MS-CHAPv2

390

EAP-MS-CHAPv2 260-261
Effective Access 236-237
Effective Access tool 171
effective permissions 170-171
EFS. See Encrypting File System (EFS)
electronic point of sale (EPOS) 256
Electronic Software Distribution (ESD) 318
Enable Always Offline Mode setting 275
Enable-ComputerRestore cmdlet 333
Enable File Synchronization On Costed Networks policy
setting 59
Enable File Synchronization On Costed Networks setting
275
Enable-PnpDevice cmdlet 343
Encrypting File System (EFS) 168, 225-230, 355
backup and recovery 228-229
Credential Roaming 229
troubleshooting 173-175
encryption
Advanced Encryption Standard (AES) 227
BitLocker Drive Encryption 177-190, 355
Encrypting File System (EFS) 173-175, 225-230, 355
File History support for 355
Perfect Forward Secrecy 163
enterprise remote technologies 271
ESD. See Electronic Software Distribution (ESD)
ESRA. See EdgeSync replication account (ESRA)
Extensible Authentication Protocol-Transport Layer Secu-
rity (EAP-TLS) 258
external virtual switches 52

F

factory settings
restoring 341
Federal Information Processing Standard (FIPS) 189
File Explorer
Encrypt Contents To Secure Data option 227
file sharing using 207
Quick Access 204-205
File History
backup location 355
configuration 352-355
encryption support 355
Previous Versions feature and 356
restore points 354, 355
turning off 355

file recovery

configuration 351-362

File History 352-355

from OneDrive 357-360

of previous versions 355-357
files

access configuration 225-251

access to 169-170

auditing 240-244

backup and recovery of EFS-protected 228-229

cached 274
driver 342
encryption of 225-230

fetching from PC, using OneDrive 221-222
identifying affected, for System Restore 334-335

libraries 202-205
locally cached 42
maximum size, in OneDrive 218
NTFS permissions 230-238
offline policies 58-59, 274-277, 288
recovering, from OneDrive 164-166
shared. See shared resources
showing hidden 40
File Server Resource Manager (FSRM) 240
file systems
NTFS 168-171
types of 168
File Transfer Protocol (FTP) 137
filtering 137
firewalls
Remote Desktop and 268
rules 144
settings 206
Windows Firewall 137-142
folders
access configuration 225-251
Any folder sharing 207-208
auditing 240-244
configuring location of 42-43
encryption of 225-230
libraries 202-205
moving or copying 235-236
offline versions of 42
permissions
configuration 205-210
NTFS 230-238
privacy settings 205
Public 206
restoring previous versions of 355-357



sharing
access-based enumeration 209-210
from command line 208
in HomeGroups 201-202
using Windows PowerShell 208-209

Work Folders 291-293
fully-qualified domain name (FQDN) 126

G

Get-Acl cmdlet 233
Get-AppxLastError cmdlet 11
Get-AppxLog cmdlet 11
Get-AppxPackage cmdlet 11
Get-AppxPackageManifest cmdlet 11
Get-ComputerRestorePoint cmdlet 333
Get-DnsClientCache cmdlet 127
Get-NetIPAddress 126
Get-NetlPv4Protocol 126
Get-PnpDevice cmdlet 343
Get-PnpDeviceProperty cmdlet 343
Get-SmbShare cmdlet 209
Global Catalog 26
Group Policy

biometrics settings 22

BitLocker management 68

BitLocker settings in 178

configuring account settings using 4-5

disabling access to Windows Store using 9

disk quotas using 239-240

enabling sideloading with 10-11

Local Group Policy Editor 9

offline file policies 275-276

power policy configuration using 279, 281-282

power policy creation using 62-63

print management with 214

restricting data access with 176

shared folder permissions using 206

update policies in 366-369

Windows To Go settings 64

Work Folders configuration using 83, 291-292
Group Policy Management 9
Group Policy Objects 173
Group Policy Objects (GPOs) 27

Audit Object Access 241-242

for signed packages 305

inventory collector packages 310-311

Windows Store 378

Windows Update 366-369

internet service providers

groups
creating, in Intune 12
device 106-107
homegroups 23-24
HomeGroups settings 200-202
managing, in Microsoft Intune 105-107
user 106-108
workgroups 23, 24-29
guest networks 127

H

Hibernate 63
hibernation 283
hidden files

showing 40
HKEY_CURRENT_USER registry 40
homegroups 23-24

creating 200

joining 201

settings 200-202

sharing 199
Homegroup Troubleshooter 128
HTTPS (HTTP Secure) 137
hygiene. See message hygiene
Hypertext Transfer Protocol (HTTP) 137
Hyper-V 314-315

configuration of 47-57

enabling 48

minimum requirements for 47

Windows PowerShell Direct 51
Hyper-V Manager 48-50, 53, 54

ICACLS.exe 233
identity management 1-38

app support and 1-19

authentication and authorization 18-31
In-Console Monitoring
installation

apps 5-16

Office 365 6-7
internal virtual switches 52
Internet Key Exchange (IKE) 258
Internet Key Exchange, version 2 (IKEv2) 258
Internet Protocol (IP) address. See IP address
internet service providers (ISPs) 85
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Intune Administration console

392

Intune Administration console 92-93
inventory collector packages
creating 309
deployment 310-311
iOS clients 306-307
IP address 119
assignment of 120
communication via 125
conflicts 124
filtering 137
name resolution 125-127
requirements 120
Ipconfig 125
IPconfig 126
Ipconfig /all 125
IPsec
configuring connection security rules
with 143-144
functionality 143
IP settings
address requirements 120
configuration 119-130, 121-123
IPv4 121
IPv4 configuration dialog box 123
IPv6 121
isolation rules 144

K

Kerberos Key Distribution Center (KDC) 26
Kerberos v5 authentication protocol 26

L

Last Known Good Configuration 339
Layer 2 Tunneling Protocol (L2TP) 258
legal hold. See litigation hold
libraries
configuration 202-205
creatinng 203
license installation reports 108
license purchase reports 108
Link Layer Topology Discovery (LLTD) protocol 206
link-local (IP) address 120
link referral 155
Link Target 155
LLTD Mapper (LLTDIO) 206

LoadState.exe 44, 45
local accounts 2
associating Microsoft account with 2-3
configuration of 29
Local Group Policy Editor 9
local profiles 40
Local Security Authority (LSA) 25
Local Security Policy 27
location-aware printing
configuration 133-134
LockDown VPN 262
Logical Unit Number (LUN) 157
Long Term Servicing Branch (LTSB) 365-366
low-resolution video mode 337
Lync Online. See Skype for Business

M

malware 329
malware attacks 244-245
Manage-bde.exe 181-182
Manage-bde tool 71-72
Manage Default Printers dialog box 134
Manage Deployment Wizard 14
Manage Identity objective 1-38
app support and 1-19
authentication and authorization 18-31
mandatory profiles 42
master boot record (MBR) disk 286
MDM. See Mobile Device Management (MDM)
MDOP. See Microsoft Desktop Optimization Pack
(MDOP)
media access control (MAC) address 127
message transport. See transport
Microsoft accounts
associating with local or domain account 2-3
configuration of 29
using Group Policy 4-5
integration of 1-4
synchronization settings 3-4
Microsoft Application Compatibility Manager 309
Microsoft BitLocker Administration and Monitoring
(MBAM) 177, 187-190
Microsoft Compatibility Exchange 311

Microsoft Desktop Optimization Pack (MDOP) 177, 188,

316-317, 317



Microsoft Intune 81-118, 308
adding users and groups 12
Administrator Console 322
automatic approval rules 93-94
Connector site role 105-106
deep linking apps using 15
deploying desktop apps using 320-322
device management 97-112
enrolling devices 100-101
monitoring and alerts 107-109
viewing and managing devices 101
group management 105-107
Groups page 13
Licenses page 103
MDM configuration for 86-87
mobile device support 81-88
policies
configuration 111-113
creating 111-112
deployment 112-113
managing 109-112
provisioning user accounts 98-99
reports 107-108
sideloading apps using 12-15
software deployment using 89-96
subscriptions 102-104
third-party updates 95
Updates page 89-93
uploading apps to 13-14
Microsoft Intune Software Publisher 322-323
Microsoft Management Console (MMC) 207
Microsoft Office 365
Admin Center 7-8
as SaaS 5
Business Premium 6
configuration of 6
deployment of 7
free trial of 6
important features of 7-8
installing 6-7
installing apps using 5-8
software management using 7-9
updates 5
Microsoft Services Agreement 163-164
Microsoft Software Assurance 177, 188
Microsoft Volume Licensing 188
MigApp.xml| 44, 45
MigDocs.xml 44, 45

multi-factor authentication

migration

of user data 39-43

of user profiles 43-45

User State Migration Tool (USMT) 44-45
MigUserxml 44, 45
Mobile Device Management (MDM) 85-87
mobile devices

access 82
with Sync Center 83
with Work Folders 82-83

battery life 277

broadband connectivity 84

broadband tethering 263-267
configuration of 57-66

data synchronization 82

enrolling, in MDM 87

inventory reports 108

management. See device management
Mobile Device Management (MDM) 85-87
near field communication and 215-216
policies 109-112

power policies 60-63

remote connectivity for 58

rolling back updates on 376

security configuration for 68-73
BitLocker 68-71

supporting 81-88
sync options 59-60
Wi-Fi Direct and 65
Work Folders for 82-83
mobile hot spots 263-267
Mobility and Multihoming (MOBIKE) protocol 258
mobility options
configuration 273-297
offline file policies 274-277
power options 277-282
sync options 286-292
Wi-Fi Direct 293-294
Windows To Go 282-287
Work Folders 291-293
Modify permissions 236
MRM. See Messaging Records Management
MS-CHAP v2 260
Mstsc.exe 268
multi-factor authentication 19-20, 68

393



name resolution

394

N

name resolution
configuration 125-127
troubleshooting 126-127
NAT. See network address translation (NAT)
near field communication (NFC) 210, 215-216
netsh 125
Netsh 65
Net Share 208
netstat 125
network adapters 122, 131
configuration 133-134
Network And Sharing Center 124
network discovery
enabing 206
Network Discovery
configuration 146-147
network locations 127-129
network settings
configuration 131-135
network sharing
homegroups for 23
workgroups for 24-29
networks/networking
broadband connectivity 84
configuration 119-152
connecting to 119-124, 123-124
defined 119
domain 127
identifying 127-129
IP address requirements 120
IP settings 119-130
location-aware printing 133-134
name resolution 125-127

network adapters
configuration 133-134
network locations, configuring 127-129
private 127
public (quest) 127
resolving connectivity issues 124-125
security 137-148
authentication exceptions 145-146
connection security rules 143-144
Network Discovery 146
Windows Firewall 137-142

settings for 131-135
terminology 120-121

Wi-Fi 84
wireless
connections 131-132
enabling printing on 135-136
managing preferred 132-133
Network Unlock 185
New Connection Security Rule Wizard 144
NICs. See network interface cards (NICs)
noncompliant apps reports 108
notification rules 109
NSLookup 125, 126
NTFS permissions 168-171, 172, 225
basic and advanced 232
configuration 230-238
Effective Access 236-237
inheritance 234-236
moving or copying folders and 235-236
resource ownership 238
shared folders and 234-235
states 233
types of 231
NTUSER.DAT file 40, 42

(0

object access auditing 240-244
Office 365. See Microsoft Office 365
Office 365 Admin Center 7-8
Office 365.com Service Health 164
Office Deployment tool 7
Office Telemetry. See telemetry
offline file policies 58-59, 288
Offline Files 83
Offline Files feature 58-59
Offline Files Synchronization Schedule Wizard 289
OneDrive 29
OneDrive for Business 154, 162-166
configuration 216-223
deleting personal settings 288-289
document version history 359-360
fetching files on PC using 221-222
file access 216
file recovery 164-166, 357-360
help for 163
limitations of 218
options 219-220
Recycle Bin 218, 357-359
service availability 163-164



supported device platforms 222

sync settings 220-221
operating system failures

recovery from 329-351
out-of-box experience (OOBE) 220, 341
OWA. See Outlook Web App (OWA)

P

page description language (PDL) 211
PAP protocol 260
parity 158
Password Authentication Protocol (PAP) 258, 260
passwords 19
BitLocker 185
BitLocker Drive Encryption 72-73
computer 26
Credential Manager for 28
picture 22
policies for 27-28
recovery 185
weaknesses of 27
Wi-Fi 264
pen support 270
Perfect Forward Secrecy (PFS) encryption 163
permissions
administrative 247-249
combining NTFS and Share 172
data access and 169-170
Deny 170
Dynamic Access Control (DAC) 173
effective 170-171
Effective Access 236-237
inheritance 234-236
managing 168-173
NTFS 168-171, 172, 205, 225, 230-238
printers 213
Read 205
resource ownershup 238
Share 171-173, 205, 207
shared folder 205-210
Show Advanced Permissions 242-243
user-effective 170
Personal certificates 19
personal devices
Workplace Join for 30
Personalization settings 14

personal settings

deleting from cloud 288-289
PFS. See Perfect Forward Secrecy (PFS)
picture passwords 22
PIN

BitLocker 72, 185
Ping command 125, 126
platform-as-a-service. See PaaS
Pnputil.exe 211, 343
Point-to-Point Protocol (PPP) 257

Point-to-Point Tunneling Protocol (PPTP) 257

policies
deployment 112-113
Microsoft Intune 109-112
port 21 137
port 25 137
port 53 137
port 80 137
port 443 137
port numbers 137
port rules 141
PostScript 211
powercfg.exe 61-62
Powercfg.exe 280-282

print servers

Power Management Group Policy settings 281-282

power options 277-282
Power Options applet 278
Power Options Control Panel 278
power policies

configuration of 60-63

creating 62-63
Power & Sleep Settings 277-278
Previous Versions 355-357
print drivers 211

Type 4 211-212
Printer Control Language 211
printer ports 211
printers

permissions 213

shared 210-216

Type 4 print drivers 211-212
printing

location-aware 133-134

near field communication and 215-216

print management 212-213
Print Management MMC console 213
print servers 212-213

properties, managing 213-214
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privacy

privacy redundancy
OneDrive and 218 types of, with Storage Spaces 158-159
privacy settings referral 155
Folder Options 205 referral cache 155
private keys 19-20, 226 refresh option 339-341
private networks 127 reliability 329
private virtual switches 52 remote access 255-300
profilePath attribute 41 configuring remote connections 255-274
program rules 141 mobility options 273-297
Protected Extensible Authentication RemoteApp 315-316
Protocol (PEAP) 258 RemoteApp and Desktop Connections 302-305
Public folders remote connections
sharing 199, 206 authentication 256-260
public key infrastructure (PKI) 19 authentication of remote users 259-260
Public Key Infrastructure (PKI) 226 broadband tethering 263-267
public keys 19-20, 226 configuration 255-274
public networks 127 enterprise remote technologies 271
Remote Desktop 266-271
Q VPN connections
creating 260-262
Quick Access 204-205 VPN Reconnect 262-263
Wi-Fi Sense 264-266
R remote connectivity 58
Remote Desktop
radio frequency identification (RFID) 215 command-line parameters for connection 268-269
RAID technology 157 firewall port 268
RD Connection Broker 315 pen support 270
RD Gateway 315 scaling 270
RD Licensing 315 settings configuration 266-271
RDS. See Remote Desktop Services (RDS) troubleshooting connections 268-269
RD Session Host 315 Zoom support 269-270
RD Virtualization Host 315 Remote Desktop Connection app 306-307
RD Web Access 315 Remote Desktop Connection Manager (RDCMan)
Read permissions 205 271-272
recovering files 164-166 Remote Desktop Protocol 256
recovery 329 Remote Desktop Services (RDS) 315-316
file 351-362 Remote Desktop Web Access (RD Web Access) 306
system 329-351 Remote Differential Compression (RDC) 155
recovery drive Remote Server Administration Tools (RSAT) 155
configuration 330-332 removable media
USB 330 BitLocker to Go for 184
Recovery Environment (RE) 330 BitLocker To Go for 177
recovery key 72 security 168
BitLocker 187-188 Remove All Inherited Permissions From This Object 235
recovery partitions 330, 331 Remove-AppxPackage cmdlet 11
recovery password 185 reports
Recycle Bin 164, 165-166, 218, 357-359 application compatibility 312-313
recycle option 339-341 creating 108

396



Simple Mail Transfer Protocol (SMTP)

types of 107 BitLocker Drive Encryption 68-71
using 107-108 network 137-148
Reset This PC option 340-342 authentication exceptions 145-146
resilience connection security rules 143-144

Network Discovery 146
Windows Firewall 137-142

Perfect Forward Secrecy (PFS) encryption 163
permissions 168-173
removable media 176-177
Secure Desktop 249
threats 329
Wi-Fis Sense password 264
Security Account Manager (SAM) database 2, 25
security protocols 27
Security Support Provider (SSP) 27
self-service deployment. See user-driven client
deployments
Server Message Block (SMB) 205
server-to-server rules 144
service availability
OneDrive 163-164
service set identifier (SSID) 133
Set-Acl cmdlet 233
settings
S configuring using Group Policy 4-5
Personalization 1-4
synchronization 2, 3-4
Settings For dialog box 50
Set Up Work Folders Wizard 291
shared resources
configuration 199-224
folder permissions 205-210
HomeGroups settings 200-202
libraries 202-205
NTFS permissions and 234-235
OneDrive 216-223
printers 210-216
Share permissions 168, 171-173, 205, 207
SharePoint Online 154
sharing. See also collaboration
external. See external users
Shim Infrastructure 312-313
shims 313-314
Show hidden files option 40
sideloading
apps 9-14
enabling, in Windows 10 10-11
using Microsoft Intune 12-15
Simple Mail Transfer Protocol (SMTP) 137

volume-level 157
Resilient File System (ReFS) 157, 240
Resolve-dnsname 126
resource ownership 238
Responder (RSPNDR) 206
restore points
configuration 344-348
File History 354, 355
Previous Versions 356-357
roaming
with Windows to Go 283
roaming profiles 41-42
Robocopy 154
Robust File Copy for Windows (Robocopy) 154
root referral 155
runtime-analysis packages
creating 310-311
deployment 311

Safe Mode 337, 344
Safe Mode with Command Prompt 338
Safe Mode with Networking 338
Sarbanes-Oxley Act 240
ScanState.exe 44, 45
Schannel 27
screen brightness 277, 279
Second Level Address Translation (SLAT) 47
Secure Channel 27
Secure Desktop 249
Secure Digital High-Capacity (SDHC) memory
cards 332
Secure Digital (SD) cards 177
Secure Sockets Layer (SSL) protocol 258
Secure Sockets Layer (SSL) security 27
Secure Socket Tunneling Protocol (SSTP) 258
security
BitLocker Drive Encryption 177-190
data 168-193
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firewall settings 206
for mobile devices 68-73
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single sign-on (SSO) 30
SIP addresses. See Session Initiation Protocol (SIP)
addresses
Slow-link Mode 277
smart cards
virtual 20-21
SmbShare 208-209
SMTP. See Single Mail Transfer Protocol (SMTP)
software as a service (SaaS) 5
Software Assurance (SA) 317-318
software deployment
using Microsoft Intune 89-96
software reports 108
software updates
approving or declining 92-93
configuring automatic approval settings 93-94
reports 107
third-party 95
using reports to identify required 89-93
sofware management
using Office 365 7-8
Solid State Drive (SSD) 238
SPF. See send policy framework (SPF) records
startup key
for BitLocker 70, 72-73, 185-186
storage configuration 72-73
Startup Repair 336
Startup Settings 336, 337, 339
storage
configuration of 153-198
disk quotas for 238-240
Distributed Files System (DFS) 154-157
OneDrive for Business 162-166, 216-223
pools 157, 160-161
removable 168, 176-177
Storage Spaces 157-162
support 153-167
virtual machines 54-55
Storage Area Network (SAN) devices 157
Storage Area Network (SAN) technology 238
Storage Spaces 153, 157-162, 329
configuration 157, 158-161
types of redundancy with 158-159
subnet mask 120, 121
subscriptions
configuring Microsoft Intunes 102-104
Sync Center 59-60, 83, 288-290

synchronization
background file 275, 276
directory 99-100
OneDrive 218, 220-221
options configuration 286-292
scheduling, in Sync Center 84
sync options
configuration of 59-60
sync partnerships 84
syncronization settings 3-4
sync shares 291-293
Sync Your Settings 287-288
Sync Your Settings section 3-4
System Center Configuration Manager (SCCM) 366
system image
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System Image Recovery 336, 346-348
system instability 329
System Properties dialog box 24
System Protection 334
system recovery 329-351
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driver rollback 342-344
performing refresh or recycle 339-341
recovery drive configuration 330-332
restore points 344-348
System Image Recovery 346-348
system repair disk creation 348-349
System Restore 332-339
system repair disk
creation of 348-349
System Restore
configuration 332-339
identifying affected apps and files 334-335
modifying task schedule 336
within Windows RE 335
System Restore Wizard 334
systems access control list (SACL) 231

-

task schedule

modifying default 336
Task Scheduler 336, 345, 374
technology advances 255
terms and conditions reports 108
Test-Connection cmdlet 126
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three-way mirror 158

Time to Live (TTL) 155

TPM. See Trusted Platform Module (TPM)

Tpmvscmgrexe 21

tracert 125

traffic filters 262

Transport Layer Security (TLS) 27

Triple DES (3DES) 258

troubleshooting mode 336-339

Trusted Platform Module (TPM) 63, 68, 177,
178-179, 179, 282

Trusted Platform Module (TPM) chips 20

Trusted Root Certification Authorities store 19

tunnel rules 144

two-way mirror 158

Type 4 print drivers 210, 211-212
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UAC. See User Account Control (UAC)

Undo feature 164-165

unified extensible firmware interface (UEFI) 337
Unified Extensible Firmware Interface [UEFI] 63

Unified Extensible Firmware Interface (UEFI) settings 179

Uniform Naming Convention (UNC) 155
Universal Naming Convention (UNC) address 209
Universal Serial Bus (USB) recovery drive 330
update reports 107
updates 329, 361-381
automatic 362
deferring upgrades 365
delivery optimization 363-364
disabling automatic, in Windows Store 377-379
for enterprise customers 365-366
history management 370-371
missing 371
policies configuration 366-369
resolving problem 372-373
rolling back 372-376
settings configuration 362-364
Windows Server Update Services (WSUS) 369
Windows Store apps 376-379
Updates page 89-93
USB flash drive
running Windows 10 from 63-65
USB flash drives

UsmtUtils.exe

BitLocker To Go for 177, 184
controlling access to 176-177
User Account Control (UAC) 111-112, 225,
244-245
changing settings 248
elevation prompts 247-249
Secure Desktop 249
user accounts
administrators 244-245, 247-249
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importing from CSV file 99
manual creation of 98
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provisioning 98-99
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user authentication
account policies and 27-29
biometrics for 22
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multi-factor 19-20
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support for 18-23
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virtual smart cards for 20-21
Windows Hello for 30
user data
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folder location for 42-43
migration of 43-45
user-effective permissions 170
User Experience Virtualization (UE-V) 308, 319-321
user groups
creating 106-107
managing, in Microsoft Intune 105-107
user profiles
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local profiles 40
mandatory profiles 42
migration of 43-45
modifying, with Windpws PowerShell 42
roaming profiles 41-42
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adding, to Intune 12
User State Migration Tool (USMT) 44-45
UsmtUtils.exe 44
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View Update Reports 90
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virtual hard disk (.vhdx) file format 346
virtualization tools 315-316
App-V 316-319
User Experience Virtualization (UE-V) 319-321
virtualized application packages 318-319
virtual machines 47-57, 126
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importing 54-55
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virtual disks for 53-54
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virtual private networks (VPNs) 58, 126, 256
connections
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connections and authentication 256-262
features of 261
protocols 257-259
security properties 261
VPN Reconnect 262-263
virtual smart cards 20-21
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Virtual Switch Manager 53
volume-level resiliency 157
Volume Shadow Copy Service (VSS) 334, 346
VPN protocols 257-259
VPN Reconnect 262-263
VSS. See Volume Shadow Copy Service (VSS)
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WDS. See Windows Deployment Services (WDS)
Web Application Proxy 30
Wi-Fi Direct
configuration 293-294
configuration of 65
Wi-Fi hotspots 263
Wi-Fi networks 84
Wi-Fi Properties dialog box 133
Wi-Fi Sense 264-266
WIM. See Windows Imaging Format (WIM)

Windows 10
advanced troubleshooting mode 336-339
Assessment and Deployment Toolkit (ADK) 44
authentication and authorization 18-31
enabling sideloading in 10-11
mobile device support in 81-88
reliability 329
rolling back 375-376
running from USB flash drive 63-65
system recovery 329-350
using Microsoft account with 1-4
wireless connectivity and 132-133
Windows 10 apps 8-9
Windows 10 devices

deployment
planning for 39-80

Windows Assessment and Deployment Toolkit (Windows

ADK) 308

Windows Assessment Console 309
Windows Biometric Framework (WBF) 22, 215
Windows Deployment Services (WDS) 154
Windows Deployment Services (Windows DS) 340
Windows Firewall
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monitoring 138
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port rules 141

predefined rules 141

program rules 141

turning on/off 138

with Advanced Security 139-142, 144
Windows Hello 30
Windows Imaging Format (WIM) 1
Windows PowerShell 8
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driver rollback using 343
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permissions management in 233

sharing folders using 208-209
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to manage DFS-R 155-156
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workspace creation with 286-287
Windows PowerShell Direct 51
Windows Preinstallation Environment (Windows PE)
44-45
Windows Recovery Environment 63
Windows Recovery Environment (Windows RE) 334
launching 336-339
System Restore within 335
Windows Server Update Services (WSUS) 366, 369
Windows Store
disabling access to 9
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Windows Store apps
deploying, using Microsoft Intune 15
reinstalling after system restore 341-342
supporting 1-19
updating 376-379
Windows To Go
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configuration 282-287
configuration of 63-65
features 282-283
hardware considerations 283
roaming with 283
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Windows To Go Workspace Wizard 285-286
Windows Update Delivery Optimization 363
Windows Updates 361-381
deferring upgrades 365
delivery optimization 363-364
for enterprise customers 365-366
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resolving problematic 372-373
settings configuration 362-364
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